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Abstract: One-Time Pad (OTP) encryption offers perfect secrecy, but only if its key is truly random, as long as the
message, and never reused. Prior studies proposed heuristic key generators for OTP, such as genetic algorithms (GA),
linear congruential generators (LCG) and neural networks, usually without a unified comparison against the
authenticated-encryption (AEAD) standards used in practice. This paper presents a reproducible benchmark of five
methods: OTP-OS, LCG-XOR, GA-XOR, AES-GCM and ChaCha20-Poly1305. The main experiment contains 1,200
randomized observations over four message sizes (4 KiB to 5 MiB) with 30 replicated blocks, complemented by tamper-
detection, keystream-diagnostic and GA-isolation experiments. AES-GCM was the fastest method from 64 KiB upward
(6.90 ms at 5 MiB), whereas GA-XOR was 17.4 to 1,554.9 times slower than the fastest method depending on size. Each
AEAD cipher rejected all 90 tampered packages, while each of the three XOR-based methods accepted all 90 modifications
silently. LCG-XOR reached an ideal entropy of 8.000000 bit/byte yet repeated its keystream every 256 bytes. Finally, GA
improved its own fitness function over a single seed but not over random search with an equal budget of 156 evaluations,
nor on held-out data. Heuristic key generation therefore showed no demonstrated security benefit over standard AEAD.
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. INTRODUCTION

Shannon proved that the One-Time Pad (OTP) is the
only cipher with unconditional perfect secrecy, provided that
the key is uniformly random, as long as the message, and used
once [1], [2]. These conditions make key generation and
distribution the practical bottleneck. A line of work therefore
replaces the ideal key with the output of heuristic generators:
genetic algorithms [3], [4], linear congruential generators [5]
and deep neural networks [6], [7]. Such proposals, however,
are rarely compared under a single protocol with the AEAD
standards used in practice [8], namely AES-GCM [9] and
ChaCha20-Poly1305 [10], which provide confidentiality and
integrity together.

This paper addresses that gap. Its contributions are: (1) a
randomized and reproducible benchmark engine that
measures time, memory, entropy and functional correctness of
five methods; (2) a statistical analysis with Holm-corrected
paired tests and effect sizes; (3) tamper-detection and
keystream-diagnostic experiments that separate descriptive
randomness indicators from real security guarantees; and (4)
an isolation experiment testing whether the GA adds value
beyond equal-budget random search.
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1. RELATED WORK

Sokouti et al. introduced a genetic random key generator
for OTP [3], and Jain and Chaudhari proposed an improved
GA for a deterministic OTP key generator [4]. Apdilah et al.
compared linear and quadratic congruential generators for
OTP keys [5]. Neural approaches include the 3D CUBE key-
generation algorithm [6], and a recent review classifies Al-
based key-generation trends [7]. On the standards side,
Bellare and Namprempre formalized authenticated encryption
[8], and AES-GCM and ChaCha20-Poly1305 are specified in
[9] and [10]. Statistical test suites such as NIST SP 800-22
[11] assess randomness but do not prove unpredictability.
Further GA-based key generators exist for stream and
symmetric ciphers [12], [13], and OTP key management
remains a separate problem [14]. The cited studies largely
treat key generation and standard AEAD separately, and few
combine tamper detection, equal-budget random-search
controls and held-out evaluation, which motivates this
benchmark.
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11. METHODOLOGY

» Methods

LCG-XOR XORs the message with the keystream of a
linear congruential generator whose secret is an 8-byte state
(low-order state byte used); with a power-of-two modulus the
low-order byte has a very short period [15]. GA-XOR
searches a 32-byte seed with a genetic algorithm (population
12, 12 generations, two elite individuals, crossover and single-
bit mutation, i.e. 156 fitness evaluations) and expands the seed
into a keystream with SHAKE-256. Fitness is computed on a
4,096-byte SHAKE-256 sample as f = H/8 — 0.25p] —
0.05-min(|y® — 255|/255, 2), where H is the Shannon entropy
(bit/byte), p the serial correlation and y? the byte-uniformity
statistic. The search PRNG seed is fixed, so evolved seeds are
not secrets. OTP-OS XORs the message with a key of
message length drawn from the operating-system CSPRNG
(os.urandom); it is a cost baseline, not an unconditionally
secret OTP. AES-GCM and ChaCha20-Poly1305 use a 32-
byte key and a fresh 12-byte nonce per package, and add 28
bytes (nonce and 16-byte tag).

» Experimental Design

The main experiment crosses 5 methods, 4 message
sizes (4 KiB, 64 KiB, 1 MiB, 5 MiB) and 2 measurement
profiles over 30 replicated blocks, giving 1,200 observations.
Within each block the order of sizes, methods and profiles is
randomized, two warm-up runs precede recording, and inputs
are deterministic SHAKE-256 streams. Time inference uses
the timing-only profile, while the traced profile (tracemalloc)
measures peak memory, because tracing inflated short-run
times by up to 8.9 times. The primary variable is the full-cycle
time (key generation, encryption and decryption), so that the
GA search cost is not hidden. All runs used one x86 (Intel)
machine, Python 3, NumPy and the cryptography package
(minimum versions: NumPy 2.0, cryptography 46).
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» Statistics and Controls

A Friedman test with Kendall's W gives the omnibus
effect, followed by planned paired Wilcoxon contrasts with
Holm correction. Effect sizes are geometric time ratios with
bootstrap 95% confidence intervals and rank-biserial
correlation. Integrity is tested by altering one byte at the start,
middle or end of 30 packages per method (90 challenges).
Keystream diagnostics report Shannon entropy, y* and lag
correlations. The GA is isolated by comparing it with random
search of the same 156-evaluation budget and with a single
seed, on a training sample and on an independent hold-out
sample.

> Platform

The engine is also wrapped by a Flask API signed with
HMAC-SHA256 and a PHP/MySQL research portal; a
FLAN-T5-Base model [16] drafts explanations bound to the
measured evidence by SHA-256 fingerprints and subject to
human review, to limit hallucination [17]. It is not evaluated
here.

V. RESULTS

> Performance

Table 1 and Fig. 1 show the mean full-cycle time. At 4
KiB, OTP-OS is fastest (0.036 ms), followed by AES-GCM
(0.057 ms) and ChaCha20-Poly1305 (0.060 ms). From 64
KiB, AES-GCM is fastest: 1.536 ms at 1 MiB and 6.901 ms at
5 MiB, against 10.999 ms for ChaCha20-Poly1305, 18.241
ms for OTP-OS and 22.062 ms for LCG-XOR at 5 MiB. GA-
XOR needs 55.6 ms at 4 KiB and 120.4 ms at 5 MiB; a fixed
search cost dominates, making it 1,554.9, 510.8, 45.7 and 17.4
times slower than the fastest method at the four sizes.
Reporting encryption throughput alone would mislead: at 1
MiB GA-XOR encrypts at 657.5 MiB/s, but its round-trip rate
is only 14.3 MiB}/s.

Table 1 Mean Full-Cycle Time (ms), 30 Blocks Per Cell

Method 4 KiB 64 KiB 1 MiB 5 MiB
LCG-XOR 0.233 0.388 5.324 22.062
GA-XOR 55.641 56.671 70.145 120.376
OTP-0S 0.036 0.185 3.914 18.241
AES-GCM 0.057 0.111 1.536 6.901

ChaCha20-Poly1305 0.060 0.160 2.304 10.999
GA-XOR / fastest 1,554.9x 510.8x 45,7x 17.4x
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Fig 1 Mean Full-Cycle Time Versus Message Size (Log-Log Axes); GA-XOR Is Dominated by its Fixed Search Cost.
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» Statistical Inference

Friedman tests rejected equal ranks at every size (y* =
110.9 to 120.0; Kendall's W = 0.924 to 1.000; Holm-adjusted
p < 10%%). AES-GCM and ChaCha20-Poly1305 showed no
significant difference at 4 KiB (time ratio 0.938, 95% CI
[0.832, 1.060], Holm p = 0.339), but AES-GCM was 30.8%,
33.4% and 37.2% faster at 64 KiB, 1 MiB and 5 MiB (ratios
0.692, 0.666 and 0.628; Holm p = 2.2x10®). This ordering is
specific to the tested platform and may change on processors
without AES acceleration.
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> Integrity

All 1,200 primary records were recovered correctly, so
round-trip success cannot separate secure from insecure
schemes. In the tamper test, both AEAD ciphers rejected 90 of
90 modified packages, whereas LCG-XOR, GA-XOR and
OTP-OS returned silently altered plaintext in 90 of 90 cases
(Table 2). Perfect secrecy of the OTP therefore does not imply
integrity.

Table 2 Integrity and Keystream Diagnostics

Method Tamper rejected Silent changes Secret size at 1 MiB (B) Lag-256 match
LCG-XOR 0/90 90 8 1.0000
GA-XOR 0/90 90 32 0.0039

OTP-0S 0/90 90 1,048,576 0.0039
AES-GCM 90/90 0 32 n/a

ChaCha20-Poly1305 90/90 0 32 n/a
» Keystream Diagnostics VI. CONCLUSION

LCG-XOR attained the ideal entropy of 8.000000
bit/byte with 2 = 0, yet its lag-256 correlation and match ratio
were both 1.0: the keystream repeats every 256 bytes. GA-
XOR (7.997075 bit/byte) and OTP-OS (7.997201 bit/byte)
showed no such periodicity, with lag-256 matches near 1/256
~ 0.0039. High entropy is thus a necessary but insufficient
indicator and does not establish unpredictability. Memory
peaked at about 2,048 KiB for the AEAD ciphers and about
4,096 KiB for the XOR methods at 1 MiB; OTP-OS
additionally requires a secret as long as the message, whereas
AEAD needs a 32-byte key.

» Added Value of the GA

On the training sample, the GA reached a fitness of
0.99378 against 0.98672 for a single seed (Holm p = 1.0x10°
%), but random search with the same 156-evaluation budget
reached 0.99390 (GA versus random search: p = 0.259). On
the independent hold-out sample the values were 0.98804
(GA), 0.98704 (random search) and 0.98632 (single seed),
with no significant difference after correction (p = 0.259).
Generation took 56.7 ms for the GA, 53.9 ms for random
search and 0.005 ms for a single seed.

V. DISCUSSION AND LIMITATIONS

The results do not reject genetic algorithms in general.
They show that this specific use, optimizing marginal
statistics of a short sample of a SHAKE-256-derived stream,
improves the metric it selects on without a demonstrated
security gain, at 17 to 1,555 times the cost of the fastest
alternative. Round-trip success, entropy and low correlation
are descriptive indicators; none replaces a threat model, nonce
management and cryptanalysis. Limitations: measurements
come from one machine and a Python implementation;
tracemalloc does not observe all native allocations; 90 tamper
cases per method are not a proof of AEAD security and do not
cover nonce misuse; OTP-OS is a baseline for key-size cost,
not a key-distribution protocol; and the neural key-generation
prototypes were not part of the quantitative comparison.
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We benchmarked OTP-0OS, LCG-XOR, GA-XOR,
AES-GCM and ChaCha20-Poly1305 under a randomized,
statistically controlled protocol. Four findings emerge: the
speed ranking depends on message size and on whether key-
generation cost is included, with AES-GCM fastest from 64
KiB; only the AEAD ciphers detect tampering; entropy
cannot expose a 256-byte keystream period; and the GA
provides no demonstrated advantage over equal-budget
random search. For protecting files, standard AEAD should
be preferred over custom XOR keystreams. Future work
should define GA objectives tied to a threat model, adopt
multi-size hold-out protocols, repeat the benchmark on other
hardware such as ARM, and measure resident memory with
external tools.
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