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Abstract: The growing need for intelligent and autonomous security systems in defense zones, industrial areas, and public
spaces has accelerated the development of advanced surveillance technologies. Traditional systems relying on fixed CCTV
cameras and manual human monitoring suffer from critical limitations including restricted coverage, operator fatigue, blind
spots, and delayed threat response. This paper presents a Computer Vision-Driven Smart Patrol Robot for Automated
Defence Monitoring that integrates autonomous robotics with advanced artificial intelligence techniques. The proposed system
employs an onboard camera to capture real-time video while patrolling a designated area, and processes the footage using
Convolutional Neural Networks (CNN) and the YOLO (You Only Look Once) object detection algorithm to identify
intrusions, weapons, and abnormal human activities. Upon detection of a threat, the system immediately generates alerts for
the concerned authorities. The framework is designed to reduce dependency on manual surveillance, enhance detection
accuracy, and ensure continuous uninterrupted monitoring. The proposed solution is scalable, cost-effective, and deployable in
defence zones, industrial facilities, and public environments, representing a significant advancement in intelligent autonomous
surveillance technology.
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l. INTRODUCTION lapses, and the physical inability to cover large or hazardous
areas continuously and effectively [6][7].
In modern security systems, continuous and reliable

monitoring of sensitive areas such as military zones, border
regions, industrial facilities, and restricted spaces has become
increasingly critical [3][9]. The proliferation of security
threats and the limitations of conventional surveillance
infrastructure have exposed major gaps in protection
capabilities worldwide [7][15]. Conventional surveillance
systems such as fixed CCTV cameras provide only passive
monitoring and depend entirely on human operators to detect
and respond to threats [14]. Manual patrolling by security
personnel is equally constrained by human fatigue, attention
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The convergence of robotics, computer vision, and
artificial intelligence has opened unprecedented opportunities
for designing autonomous systems capable of real-time
monitoring and intelligent decision-making [4][8]. The YOLO
family of algorithms, combined with deep Convolutional
Neural Networks, enables fast and accurate detection of
objects and suspicious activities from live video streams, even
on resource-constrained embedded platforms [10][13]. Real-
time object detection using YOLO has been successfully
demonstrated across multiple surveillance and robotic
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platforms, establishing it as a highly suitable framework for
embedded defence monitoring applications [1][9].

This paper proposes a Computer Vision-Driven Smart
Patrol Robot that integrates autonomous mobility with Al-
based visual analysis [1][5]. The robot patrols a defined area,
captures real-time video, and analyzes each frame to identify
threats including unauthorized intrusions, weapon presence,
and abnormal behavioral patterns [2][9][15]. Detected threats
immediately trigger alert notifications to security authorities,
reducing response time and minimizing the likelihood of
security breaches [11][12]. The system aims to significantly
reduce human effort, improve surveillance coverage, and
ensure faster, more reliable threat response in defence and
security applications [4][6][14].

1. BACKGROUND AND MOTIVATION

The widespread deployment of surveillance systems
across defence, industrial, and public environments has
highlighted fundamental deficiencies in traditional monitoring
approaches [3][7]. Fixed camera installations inherently
produce blind spots and provide only a passive record of
events rather than real-time analytical intelligence [14].
Human-operated surveillance centers suffer from attention
fatigue, particularly during extended monitoring sessions,
leading to missed events and delayed responses [6][15]. These
shortcomings have created a strong demand for intelligent,
mobile, and autonomous surveillance solutions capable of
operating without continuous human involvement [2][11].

Recent advances in deep learning and computer vision,
particularly the development of the YOLO architecture and its
successors, have enabled machines to analyze complex visual
scenes at speeds approaching and often exceeding human
capability [10][13]. These technologies have made real-time
embedded deployment of sophisticated object detection
models feasible on low-power hardware platforms such as
Raspberry Pi and edge computing boards [1][8]. loT-based
connectivity has further enhanced the capability of such
systems by enabling remote monitoring, real-time alert
transmission, and cloud-based data logging [2][11].

Simultaneously, advances in robotic mobility, sensor
fusion, and autonomous navigation have made it possible to
build patrol robots capable of navigating complex
environments, avoiding obstacles, and maintaining predefined
patrol routes without continuous human intervention [4][14].
Multi-robot and multi-UAV systems have extended patrolling
coverage further by enabling coordinated surveillance over
large-scale areas [4][5]. The integration of intelligent
computer vision with autonomous robotic mobility presents a
compelling opportunity to build surveillance systems that are
both proactive and adaptive [1][9].
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The motivation for this research arises from the urgent
need to develop an autonomous, reliable, and cost-effective
surveillance system for defense monitoring that addresses the
coverage, accuracy, and response limitations of existing
approaches [3][15]. By deploying a maobile robot equipped
with Al-powered vision capabilities, it is possible to achieve
continuous, adaptive, and intelligent monitoring in
environments where human-only systems are demonstrably
inadequate [6][7][12].

1. LITERATURE SURVEY

Bale et al. [1] developed a computer vision-based smart
patrolling robot using the UP Squared Board, incorporating
CNN and YOLO for onboard real-time object detection. The
system demonstrated the feasibility of compact embedded
hardware for autonomous surveillance deployment. However,
the limited processing power of the UP Squared Board
constrained detection accuracy in complex and dynamic
environments.

Suresh et al. [2] proposed an loT-based smart security
robot integrated with an Android application for remote
monitoring, incorporating night vision capabilities and
enhanced multi-sensor threat detection. The system enabled
real-time remote viewing and basic threat alerts via a
smartphone interface. The primary limitations included
dependency on stable network connectivity and insufficient
Al-driven autonomous decision-making capabilities.

Alvarez et al. [3] introduced the Night-Guard 360
Sentinel, an advanced autonomous surveillance robot
providing full-perimeter coverage with 360-degree sensor
arrays and night-mode operation. The robot delivered
comprehensive surveillance without operator intervention
across varied lighting conditions. However, the system's high
deployment cost and limited adaptability to unstructured
environments reduced its practical utility.

Bera et al. [4] presented a machine learning-based multi-
UAV network for predictive police surveillance, enabling
coordinated aerial monitoring over large geographical areas.
The system used predictive ML models to anticipate
suspicious activity patterns and direct UAV units dynamically.
Major limitations included heavy reliance on GPS
infrastructure and the algorithmic complexity of coordinating
multiple autonomous aerial agents.

Rashid et al. [5] proposed a flying watchdog-based guard
patrol system incorporating checkpoint data verification to
ensure patrol route adherence and logging compliance. The
system used aerial drones to verify physical checkpoint visits
and record patrol evidence. Limitations included restriction to
predefined patrol paths and limited capability for dynamic
threat classification beyond checkpoint verification.
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Verma et al. [6] designed a sound-triggered patrolling
and surveillance robot that combined deep learning audio
recognition with robotic patrol capability. The system initiated
patrol responses upon detecting anomalous sound events such
as gunshots or breaking glass. The primary weaknesses
included high false-positive rates in acoustically noisy
environments and the absence of integrated visual threat
analysis.

Singh et al. [7] developed a multifunctional night
patrolling robot based on the Rocker-Bogie mobility
mechanism, enabling terrain-adaptive patrolling across uneven
surfaces with integrated night vision sensors. While the
mechanical design offered superior terrain traversal capability,
the system lacked Al-based object detection and autonomous
threat decision-making, limiting its intelligence compared to
vision-driven approaches.

Chen et al. [8] proposed an intelligent inspection robot
for power plant environments using multi-scene computer
vision, adapting its detection pipeline based on scene context.
The system demonstrated robust performance across several
controlled industrial scenarios. However, the design was
tailored to structured industrial settings and showed limited
generalization to dynamic outdoor or defence environments.

Patel et al. [9] developed RoboSpy, an autonomous night
vision surveillance robot with a stealth camera system
designed specifically for warfield operations. The robot
demonstrated integration of low-light imaging with
autonomous navigation for hostile environments. Power-
intensive continuous operation and the high complexity of
hardware integration were identified as significant practical
constraints.

Gupta et al. [10] proposed YOLOX-driven smart
surveillance for real-time intelligent object detection and
anomaly monitoring. The system leveraged the improved
speed and accuracy of YOLOX over previous YOLO variants
to achieve high-performance anomaly detection in
surveillance contexts. The system's requirement for high-end
GPU hardware limited its practical deployment on embedded
or edge devices.

Mehta et al. [11] introduced IntelliGuard, an loT-enabled
autonomous spybot intelligence platform for next-generation
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security applications, integrating real-time Al surveillance
with 10T connectivity for remote monitoring and cloud-based
data management. The system represented an advanced
architectural vision for future integrated surveillance
infrastructure. High deployment costs and the complexity of
multi-system integration were noted as barriers to practical
adoption.

Li et al. [12] designed an intelligent robotic control
system based on computer vision technology, focusing on
vision-guided robotic manipulation and real-time object
tracking in controlled environments. The system demonstrated
precise computer-vision-driven control capabilities suitable for
structured task execution. Performance degraded significantly
outside structured environments, and no autonomous threat
response mechanism was incorporated.

Redmon et al. [13] published a comprehensive review of
YOLO architectures in computer vision, surveying the
evolution from YOLOVL1 through the most recent variants and
providing detailed comparative performance benchmarks. The
review served as a critical reference for understanding the
capabilities and limitations of detection models applicable to
real-time surveillance systems. As a survey paper, it lacked
physical implementation or deployment validation in actual
robotic systems.

Kumar et al. [14] developed an automatic outdoor patrol
robot combining sensor fusion with face recognition for
identity-based access monitoring in outdoor environments.
The multi-sensor integration improved detection reliability
across varied outdoor conditions. However, privacy concerns
regarding face recognition data handling and performance
degradation under poor lighting conditions were identified as
key limitations.

Sharma et al. [15] proposed a smart surveillance and
combat robot for defence operations, integrating YOLO-based
visual detection with thermal imaging sensors for target
identification in defence zones. The system demonstrated
effective dual-mode visible-spectrum and thermal surveillance
for hostile defence environments. High hardware cost, overall
system complexity, and limited feasibility for civilian or low-
budget deployment were its primary constraints.

Table 1: Comparative Analysis of Survey Paper

Sl Title of Paper Authors and Year

No

Techniques Used

Major Contribution Limitations

1 Design and Deployment | Bale et al. (2023)[1]
of Computer Vision
Based Smart Patrolling
Robot Using UP
Squared Board

CNN, YOLO, UP
Squared Board

Real-time computer
vision patrolling with
compact low-cost
hardware

Limited processing
power; reduced accuracy
in complex environments
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2 loT-Based Smart Suresh et al. 10T, Night Vision, Remote monitoring via Dependent on stable
Security Robot with (2023)[2] Android App Android with night- internet; limited Al
Android App, Night vision and multi-sensor decision-making
Vision and Enhanced threat detection capability

Threat Detection
3 Introducing The Night- Alvarez et al. 360° Sensors, Full-perimeter High cost; limited
Guard 360 Sentinel: (2023)[3] Autonomous autonomous night adaptability to
Advanced Autonomous Navigation surveillance with 360- unstructured dynamic
Surveillance Robot degree coverage environments
4 Watch from Sky: Bera et al. (2023)[4] UAV, Machine Aerial predictive Requires GPS
Machine Learning Based Learning, Multi- surveillance using infrastructure; complex
Multi-UAV Network for Agent coordinated UAV coordination algorithms
Predictive Police swarms with ML
Surveillance analytics
5 | Flying Watchdog-Based Rashid et al. UAV, Data Checkpoint-based patrol | Restricted to predefined
Guard Patrol with Check (2023)[5] Verification, GPS | verification using aerial routes; limited threat
Point Data Verification watchdog drones classification
6 Sound Triggered Verma et al. Deep Learning, Audio-triggered patrol High false-positive rate
Patrolling and (2023)[6] Sound Recognition, response using deep in noisy environments;
Surveillance Robot Robot learning for anomaly lacks visual threat
Using Deep Learning detection analysis
7 Multifunctional Night | Singh et al. (2022)[7] Rocker-Bogie, Terrain-adaptive night No Al-based object
Patrolling Robot Based Night Vision, patrol with multi-sensor detection; limited
on Rocker-Bogie Sensors integration autonomous decision-
Mechanism making
8 | Multi-Scene Application | Chen etal. (2024)[8] | Computer Vision, Multi-environment Designed for controlled
of Intelligent Inspection Multi-Scene, CNN inspection with scene- industrial settings;
Robot Based on adaptive computer vision | limited generalization
Computer Vision in
Power Plant
9 RoboSpy: Autonomous | Patel et al. (2025)[9] | Night Vision, CNN, | Warfield autonomous High hardware
Night Vision Autonomous surveillance with stealth complexity; power-
Surveillance Robot with Navigation camera and night vision | intensive for continuous
Spying Camera for War operation
Field Operations

10 YOLOX Driven Smart Gupta et al. YOLOX, Anomaly High-speed anomaly Requires high-end GPU,;

Surveillance for Real- (2025)[10] Detection, Real- detection using YOLOX limited edge device
Time Intelligent Object Time with intelligent deployment
Detection and Anomaly monitoring
Monitoring
11 IntelliGuard: 1oT- Mehta et al. loT, Al, Next-gen loT-integrated | High deployment cost;
Enabled Autonomous (2026)[11] Autonomous Spybot | autonomous surveillance complex system
Spybot Intelligence for with real-time integration
Real-Time Surveillance intelligence
in Next-Generation
Security Applications
12 Intelligent Robotic Li et al. (2024)[12] Computer Vision, Vision-guided robotic Limited to structured

Control System Based
on Computer Vision
Technology

Robotic Control,
CNN

control with intelligent
object tracking

environments; no
autonomous threat
response

NISRT26MAY1772

WWW.ijisrt.com

3149




Volume 11, Issue 5, May — 2026
ISSN No:-2456-2165

International Journal of Innovative Science and Research Technology

https://doi.org/10.38124/ijisrt/26may1772

13 A Comprehensive Redmon et al. YOLO, CNN, Comprehensive analysis | Survey only; no physical
Review of YOLO (2023)[13] Object Detection of YOLO evolution and implementation or
Architectures in performance benchmarks | deployment validation
Computer Vision
14 Automatic Outdoor Kumar et al. Sensor Fusion, Face Outdoor patrol Privacy concerns;
Patrol Robot Based on (2022)[14] Recognition, GPS combining face performance degrades in
Sensor Fusion and Face recognition with multi- | poor lighting conditions
Recognition Methods sensor fusion
15 | Smart Surveillance and Sharma et al. Combat Robot, Integrated combat and High cost and
Combat Robot for (2025)[15] YOLO, Thermal | surveillance with thermal complexity; limited
Defence Operations imaging for defence civilian deployment
zones feasibility
V. RESEARCH GAPS Furthermore, most existing patrolling robot systems

Despite significant progress across the reviewed
literature, numerous open challenges and research gaps persist
in the development of intelligent autonomous surveillance
systems for defence monitoring [1][7][13]. A primary
limitation observed across existing systems is the lack of
seamless integration between autonomous robotic mobility
and high-accuracy Al-driven visual analysis within a single
cost-effective platform [1][8]. Many systems address either
mobility or intelligence effectively but not both
simultaneously, reducing their practical utility in real-world
defence deployments [6][9].

A significant research gap also exists in the area of real-
time multi-threat detection capability. Most existing systems
are trained and evaluated for specific threat categories such as
intrusion detection or weapon recognition, but few address the
simultaneous recognition and prioritization of multiple threat
types within a unified detection pipeline [10][15]. This
limitation reduces operational reliability in complex, dynamic
defence scenarios where multiple threats may manifest
concurrently [4][5].

The literature also reveals insufficient focus on
autonomous alert generation and evidence preservation
integrated within the surveillance loop [2][11]. Several
reviewed systems detect threats but lack mechanisms to
automatically document incidents with timestamped video
evidence and transmit reliable alerts to remote authorities
through communication channels such as email, SMS, or loT
cloud platforms [2][11][12]. This gap significantly limits
incident accountability and auditability in high-stakes defence
environments.
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operate on fixed predefined paths and fail to adapt
dynamically to environmental changes or newly identified
threat zones [5][7]. The development of adaptive patrol
strategies incorporating detected threat locations as inputs to
navigation planning represents an important and
underexplored research direction [4][14]. Systems that
integrate simultaneous localization and mapping (SLAM) with
vision-based threat awareness could fill this gap effectively

[4].

Finally, the ethical and practical implications of Al-based
autonomous surveillance, particularly regarding privacy, false
positive consequences, and system accountability, have
received limited engineering-focused attention despite their
critical importance for responsible real-world deployment
[3][13]. Addressing these challenges through transparent
system design, robust evaluation, and accountability
mechanisms is essential for next-generation surveillance
robotics [11][15].

V. PROPOSED MODEL

The proposed system is a Computer Vision-Driven Smart
Patrol Robot for Automated Defense Monitoring, designed to
overcome the limitations identified across the existing
literature [1][7][9]. The system provides an integrated solution
that combines autonomous robotic mobility with real-time Al-
based visual threat detection, alert generation, and evidence
preservation within a unified, cost-effective embedded
platform [2][10][11].
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7A. GENERATE ALERT
= Activate buzzer / LED

= Send email / SMS

+ Store image / video

7B. SAVE EVIDENCE
+ Save image / video
with timestamp
« Store in database / SD card |

7C. ROBOT RESPONSE
= Move towards the threat
+ Track the object

« Continue monitoring

The robot hardware platform consists of a mobile chassis
powered by DC motors and controlled by an L298N motor
driver, enabling omnidirectional movement across patrol
environments [7][14]. A Raspberry Pi 4 serves as the central
processing unit, managing all software modules including
video capture, Al inference, navigation control, and alert
transmission [1][8]. An onboard camera module continuously
captures real-time video frames of the surrounding
environment during autonomous patrol operations, while an
ultrasonic sensor enables collision-free navigation through
obstacle detection [2][7].

The software architecture is built around the YOLO
object detection algorithm implemented using Python and
OpenCV [10][13]. Each captured video frame is pre-processed
and passed through the YOLO model, which detects objects
including humans, weapons, and other suspicious elements by
dividing the image into a grid and predicting bounding boxes
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SMART DEFENSE PATROL ROBOT

3D FLOWCHART
START '

1. INITIALIZE SYSTEM
= Power on the robot
- Initialize camera, sensors
+ Load YOLO model

2. CAPTURE VIDEO FRAME
= Camera captures
real-time video
« Convert to frames

3. PREPROCESS FRAME
+ Resize the frame

+ Noise reduction

- Enhance image quality

4. OBJECT DETECTION
- Apply YOLO algorithm
+ Detect objects in frame
+ Get bounding boxes & labels

5. THREAT ANALYSIS [
= Analyze detected objects
= Check for threats
= (Intrusion, Weapon, etc.)

6. THREAT
DETECTED?

STOP
Shut down system

Fig 1 Smart Defence Patrol Robot
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with associated class probabilities in a single forward pass
[10][13]. This single-pass detection architecture ensures
inference speed compatible with real-time surveillance
requirements on embedded hardware, overcoming the multi-
stage detection bottlenecks that affect alternative approaches

[1][8]-

Upon threat confirmation, the alert generation module
activates a buzzer or LED indicator, transmits email and SMS
notifications to designated authorities, and simultaneously
saves timestamped video evidence to local database storage
[2][9][11]. This automated evidence chain ensures incident
accountability and supports post-event forensic analysis,
addressing a key limitation identified in existing surveillance
systems [3][12][15].
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The navigation module employs an IMU sensor for
orientation and stability feedback, enabling smooth movement
control during patrol operations [7][14]. The system runs in a
continuous monitoring loop, returning to the patrol route and
resuming surveillance after each detection cycle, ensuring
uninterrupted coverage of the designated area without manual
intervention [6][9].  This  integrated  architecture
comprehensively addresses the key research gaps identified in
the literature by combining autonomous mobility, real-time Al
detection, multi-threat classification, and automated alert
generation within a single deployable platform suitable for
defense zones, industrial facilities, and public security
environments [4][11][15].

VI. CONCLUSION

This paper has presented a comprehensive review of
existing research in autonomous surveillance robotics,
computer vision-based threat detection, and intelligent patrol
systems [1][7][13], revealing significant limitations in
integration, real-time performance, and adaptive decision-
making in existing approaches [6][8][14]. The proposed
Computer Vision-Driven Smart Patrol Robot addresses these
limitations by unifying autonomous robotic mobility with Al-
powered real-time object detection using YOLO and CNN,
integrated alert generation, and evidence preservation within a
cost-effective embedded platform [1][9][10].

The review of fifteen related works demonstrates that
while individual technologies such as YOLO-based detection
[10][13], loT connectivity [2][11], night vision [3][9], multi-
UAV systems [4][5], and robotic navigation [7][14] have each
been developed effectively, few systems successfully integrate
all these capabilities into a unified, practically deployable
defense surveillance platform. The proposed system bridges
this gap by combining key capabilities from across the
reviewed literature into a coherent, scalable, and cost-effective
architecture [1][12][15].

The system is designed to enhance security by providing
continuous autonomous monitoring, reducing human
dependency, improving threat detection accuracy, and
ensuring faster response to security incidents [6][9][15].
Future enhancements will include the integration of facial
recognition [14], behavior analysis, loT-based cloud
monitoring [2][11], aerial drone support [4][5], and mobile
application interfaces for real-time remote alert management,
further extending the system's capability and deployment
flexibility [3][8][12].
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