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Abstract: The rapid growth of web-based applications and cloud-enabled services has significantly increased cybersecurity
threats targeting modern web environments. Traditional web vulnerability scanners mainly depend on static payload
signatures and predefined attack rules, resulting in high false positive rates, limited adaptability, and poor performance in
dynamic web applications. To address these limitations, this research proposes an Al-driven adaptive web vulnerability
scanner using a Python-based reinforcement learning framework. The proposed system integrates intelligent web crawling,
automated form extraction, adaptive payload injection, vulnerability response analysis, and reinforcement learning-based
attack optimization for efficient web application security assessment. The framework models the scanning process as a
Markov Decision Process (MDP) and utilizes the Proximal Policy Optimization (PPO) algorithm to dynamically learn
optimal attack strategies based on environmental rewards. The developed architecture supports detection of major web
vulnerabilities including Cross-Site Scripting (XSS) and SQL Injection (SQLi) using adaptive payload mutation techniques.
Experimental evaluation was performed using vulnerable web platforms such as DVWA and OWASP Juice Shop in a Google
Colab environment using Python libraries including Selenium, BeautifulSoup, Requests, Gymnasium, and Stable-
Baselines3. Experimental results demonstrated improved vulnerability detection accuracy, reduced false positive rate, and
enhanced adaptive attack capability compared with traditional static payload scanners. The reinforcement learning agent
progressively optimized action selection and improved attack efficiency through continuous interaction with the target
environment. The proposed framework also provides extensibility for future integration of deep learning, API security
analysis, cloud-native vulnerability assessment, and large language model-assisted penetration testing systems. The obtained
results indicate that Al-assisted adaptive cybersecurity frameworks can significantly improve automated web vulnerability
detection in modern dynamic web application.
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L INTRODUCTION insecure coding practices, dynamic web technologies, and
inadequate security testing mechanisms [3].
The rapid expansion of internet technologies, cloud

computing, e-commerce platforms, and web-based services
has significantly increased the number of cyberattacks
targeting web applications. Modern web  systems
continuously exchange sensitive information including
financial data, authentication credentials, personal records,
and confidential organizational information. As a result, web
application security has become one of the major challenges
in modern cybersecurity research [1].

Web vulnerabilities such as Cross-Site Scripting (XSS),
SQL Injection (SQLi), Remote Code Execution (RCE),
Cross-Site Request Forgery (CSRF), and authentication
bypass attacks are widely exploited by attackers to
compromise systems and steal sensitive information [2].
According to recent cybersecurity reports, web applications
remain one of the most common attack surfaces due to
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Traditional web vulnerability scanners mainly rely on
signature-based detection techniques and predefined payload
databases for identifying vulnerabilities [4]. Although these
approaches are effective for known attack patterns, they
suffer from several limitations including high false positive
rate, inability to adapt to dynamic environments, poor support
for modern JavaScript-based applications, and inefficient
vulnerability prioritization [5]. Static payload scanners also
struggle to detect complex business logic vulnerabilities and
adaptive attack scenarios in modern cloud-native web
applications [6].

Recent advancements in Artificial Intelligence (Al),
Machine Learning (ML), and Reinforcement Learning (RL)
have created new opportunities for intelligent cybersecurity
systems [7]. Reinforcement learning enables autonomous
agents to interact with environments, learn from rewards, and
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optimize decision-making strategies over time [8]. In
cybersecurity applications, reinforcement learning can
improve adaptive attack simulation, intelligent payload
generation, and automated penetration testing efficiency [9].

Several researchers have explored machine learning
approaches for vulnerability classification and anomaly
detection [10]. However, most existing frameworks still
depend on static attack rules and lack real-time adaptive
learning capability. Modern web applications built using
React, Angular, Vue.js, and API-driven architectures require
intelligent scanning frameworks capable of dynamic
interaction analysis and autonomous vulnerability discovery

[11].

To address these limitations, this paper proposes an Al-
driven adaptive web vulnerability scanner using a Python-
based reinforcement learning framework. The proposed
system integrates intelligent web crawling, automated form
extraction, adaptive payload injection, reinforcement
learning-based attack optimization, and vulnerability
response analysis for autonomous web security assessment.
The framework models the vulnerability scanning process as
a Markov Decision Process (MDP) and employs the Proximal
Policy Optimization (PPO) algorithm for adaptive attack
learning and efficient vulnerability discovery.

The developed framework supports detection of major
web vulnerabilities including XSS and SQL injection attacks
using adaptive payload mutation techniques. The proposed
system is implemented using Python technologies including
Selenium, BeautifulSoup, Requests, Gymnasium, and Stable-
Baselines3. Experimental evaluation demonstrates improved
detection accuracy, reduced false positive rate, and enhanced
adaptive attack capability compared with traditional static
payload scanners.

» The Major Contributions of this Research are
Summarized as Follows:

e Development of an Al-driven adaptive web vulnerability
scanning framework using reinforcement learning.

o Integration of intelligent web crawling and automated
form extraction techniques.

e Implementation of adaptive payload mutation for
dynamic attack generation.

e Reinforcement learning-based optimization of attack
selection strategies.

e Comparative evaluation against
vulnerability scanning approaches.

conventional

The remainder of the paper is organized as follows.
Section 2 presents the literature review and research gap
analysis. Section 3 describes the mathematical formulation of
the proposed framework. Section 4 explains the proposed
methodology and reinforcement learning architecture.
Section 5 presents the experimental results and performance
analysis. Finally, Section 6 concludes the research and
discusses  future scope for intelligent Al-assisted
cybersecurity systems.
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II. LITERATURE REVIEW AND
RESEARCH GAP ANALYSIS

Web application security has become an important
research domain due to the rapid growth of internet-based
services and increasing cyberattacks targeting web
environments.  Several researchers have proposed
vulnerability detection techniques using static analysis,
dynamic testing, machine learning, and automated
penetration testing frameworks [12]. Traditional vulnerability
scanners mainly focus on predefined attack signatures and
static payload databases for identifying common web
vulnerabilities such as SQL Injection (SQLi), Cross-Site
Scripting (XSS), and authentication flaws [13].

Conventional web vulnerability scanners including
OWASP ZAP, w3af, and sqlmap provide automated
vulnerability detection capabilities for penetration testing and
security assessment [14]. Although these frameworks are
widely used in cybersecurity analysis, they primarily rely on
rule-based detection and predefined attack payloads. As a
result, they often produce high false positive rates and
demonstrate limited adaptability against modern dynamic
web applications [15].

Researchers have explored static and dynamic analysis
approaches for improving vulnerability detection accuracy.
Static analysis techniques examine source code without
executing applications and identify insecure coding patterns
[16]. Dynamic analysis approaches perform runtime
interaction with applications to detect vulnerabilities based on
behavioral responses [17]. However, static analysis methods
frequently suffer from scalability issues and high false
alarms, while dynamic analysis approaches require efficient
interaction modeling and adaptive attack generation [18].

Machine learning techniques have recently been
introduced for automated vulnerability detection and
intrusion analysis. Several studies utilized supervised
learning algorithms for classifying malicious traffic patterns
and predicting vulnerability behavior [19]. Neural networks,
support vector machines, decision trees, and deep learning
frameworks have been investigated for cybersecurity
applications including malware analysis and anomaly
detection [20]. However, most existing machine learning-
based vulnerability scanners depend heavily on labeled
training datasets and lack autonomous adaptive learning
capability in dynamic environments [21].

Reinforcement learning has emerged as a promising
approach for intelligent cybersecurity systems due to its
capability for adaptive decision-making through
environmental interaction [22]. Reinforcement learning
agents learn optimal actions using reward feedback and
continuously improve attack selection strategies [23]. Recent
research demonstrated the application of reinforcement
learning in network intrusion detection, autonomous
penetration testing, and attack path optimization [24].
Nevertheless, limited research has focused on reinforcement
learning-based adaptive web vulnerability scanners capable
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of intelligent payload mutation and automated web
interaction analysis.

Modern web applications increasingly utilize dynamic
frameworks such as React, Angular, Vue.js, AJAX, and API-
driven architectures [25]. Traditional scanners struggle to
analyze JavaScript-generated content, asynchronous page
rendering, and dynamic Document Object Model (DOM)
manipulation [26]. As a result, intelligent web crawlers and
adaptive scanning frameworks are required for efficient
security analysis of modern web applications.

Payload mutation and fuzzing techniques have also been
investigated for improving attack diversity and bypassing
input validation filters [27]. Mutation-based approaches
dynamically modify attack payloads wusing encoding,
obfuscation, and character transformation techniques for
discovering hidden vulnerabilities [28]. However, existing
fuzzing systems often lack intelligent optimization
mechanisms for adaptive attack prioritization and efficient
vulnerability exploitation.

Several researchers proposed Al-assisted penetration
testing systems for autonomous cybersecurity assessment
[29]. These frameworks integrate machine learning, attack
automation, and behavioral analysis for improving attack
simulation capability. Nevertheless, many existing systems
remain limited by static environment modeling, poor
scalability, and lack of intelligent policy optimization for
adaptive vulnerability discovery [30].

Based on the literature survey, several important
research gaps were identified in existing web vulnerability
scanners and Al-assisted cybersecurity frameworks.

» Research Gaps
The major research gaps identified from existing
literature are summarized below:

e High False Positive Rate

Most traditional scanners rely on signature-based
detection mechanisms and generate large numbers of false
alerts during vulnerability assessment.

o Limited Adaptability

Existing scanners use static payload databases and
predefined attack strategies, resulting in poor adaptability
against dynamic web applications.

o Inadequate Support for Modern Web Applications

Modern JavaScript-based frameworks including React,
Angular, and Vue.js are difficult to analyze using traditional
crawling mechanisms.

o Lack of Reinforcement Learning-Based Optimization

Most existing systems do not utilize reinforcement
learning for adaptive attack selection and intelligent policy
optimization.
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e Poor Payload Mutation Capability

Conventional scanners provide limited payload
mutation and insufficient bypass mechanisms for input
filtering systems.

o Inefficient Automated Penetration Testing

Existing automated penetration testing tools lack
intelligent environment interaction and autonomous learning
capability.

o Limited Dynamic DOM Analysis

Most scanners fail to effectively analyze dynamically
generated DOM  structures and asynchronous web
interactions.

o Absence of Intelligent Attack Prioritization

Traditional vulnerability scanners perform repetitive
attack attempts without adaptive optimization and reward-
based learning.

» Motivation of Proposed Research

The identified limitations in existing vulnerability
scanning frameworks motivated the development of an Al-
driven adaptive web vulnerability scanner using
reinforcement learning. The proposed framework addresses
the above research gaps through:

Intelligent web crawling

Adaptive payload generation

Reinforcement learning-based attack optimization
Automated vulnerability validation

Dynamic response analysis

Intelligent payload mutation

The proposed system aims to improve vulnerability
detection efficiency, reduce false positives, and support
intelligent automated penetration testing for modern dynamic
web applications.

II1. MATHEMATICAL FORMULATION

The proposed Al-driven adaptive web vulnerability
scanner is mathematically formulated using reinforcement
learning principles for intelligent vulnerability discovery and
adaptive attack optimization. The framework models the web
security scanning process as a Markov Decision Process
(MDP), where the reinforcement learning agent interacts
continuously with the target web environment to maximize
vulnerability detection efficiency.

» Markov Decision Process Formulation

The reinforcement learning environment is represented
by the tuple:
M= (S,A,P,R,y) (1)
Where:

e Srepresents the set of environment states
e Adenotes the set of possible actions
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e Pindicates state transition probability
e Rdenotes the reward function
e yrepresents the discount factor

The agent observes the current web application state and
selects adaptive attack actions for vulnerability assessment.

» State Space Representation
The environment state vector is defined as:

St = [x1,%5, %35, oo, X0 2
Where:

x,indicates XSS vulnerability detection state
x,represents SQL injection detection state
xzdenotes form accessibility status
xpindicates additional vulnerability indicators

For simplified implementation:
S; = [XSS;, SQLI,] 3)
Where:

XSS, € {0,1}

SQLI, € {0,1}

Value ‘1’ indicates vulnerability detection and ‘0’
represents absence of vulnerability.

» Action Space Formulation
The action set consists of multiple adaptive attack
strategies:

A={ay,a,as..,a,} 4)
Where:

a,= XSS payload injection

a,= SQL injection payload injection
a;= payload mutation

a,= advanced attack action

For the proposed implementation:
A = {XSS,SQLI} 5)

The reinforcement learning agent selects actions
dynamically according to environmental feedback.

» Reward Function

The reward function guides the agent toward successful
vulnerability identification.
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The reward function is expressed as:

+10, if XSS vulnerability detected
R, ={+15, if SQL injection vulnerability detected
0, otherwise

The cumulative reward is defined as:

[oe]

G, = Zkzo)/k Riypin (6)
Where:

e (.denotes total discounted reward
e yrepresents discount factor
e R, r.1denotes future reward

The objective of the reinforcement learning agent is
maximization of cumulative reward.

» Policy Optimization
The reinforcement learning agent follows a policy (a |
s), which maps states to attack actions.
The optimal policy is represented as:
n* = argmaxE[G;] (7
T
Where:

e m"denotes optimal attack policy
e [E[G]represents expected cumulative reward

The Proximal Policy Optimization (PPO) algorithm is
employed for policy learning and adaptive attack selection.

» Vulnerability Detection Probability
The probability of successful vulnerability detection is
formulated as:

P(Vy) =31 ®)
Where:

e N represents number of detected vulnerabilities
e N,denotes total attack attempts

Higher values of P(V,;)indicate improved scanner efficiency.

» False Positive Rate
The false positive rate is expressed as:

FP

FPR = FP+TN (9)

Where:

e [FPdenotes false positive detections
e TNrepresents true negative detections
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Reduction of false positive rate improves practical
reliability of the scanner.

» Detection Accuracy
The vulnerability detection accuracy is calculated as:

TP+TN

Accur =—
CCUTACY = T TN+ FP+FN

(10)
Where:

TP= True Positive
TN= True Negative
F P= False Positive
FN= False Negative

» Adaptive Payload Mutation Model
Payload mutation is introduced for generating adaptive
attack vectors.

The mutation function is defined as:
szf(Pora) (11)
Where:

e P, denotes mutated payload
e P represents original payload
e cindicates mutation operator

Example mutation operations include:

Case transformation
Special character insertion
Encoding transformation
Script obfuscation

» Objective Function

The proposed framework aims to maximize
vulnerability discovery while minimizing redundant attack
attempts and false detections.

The optimization objective is formulated as:

J =max(Qf_, R, —AFPR) (12)
Where:

e Jdenotes optimization objective

e R,represents reward at time t

e FPRdenotes false positive rate

e Jis penalty coefficient

The reinforcement learning agent continuously updates
scanning strategies to maximize the objective function.

Iv. PROPOSED METHODOLOGY

The proposed methodology presents an Al-driven
adaptive web vulnerability scanning framework using
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reinforcement learning and intelligent payload generation
techniques. The developed system performs automated web
crawling, form extraction, vulnerability injection, adaptive
attack learning, and intelligent response analysis for
identifying security vulnerabilities in dynamic web
applications.

The complete framework is implemented using Python-
based technologies including Requests, BeautifulSoup,
Selenium, Gymnasium, and Stable-Baselines3. The proposed
architecture enables autonomous vulnerability discovery with
adaptive learning capability.

» Overall Framework Architecture

The proposed system consists of multiple
interconnected modules for intelligent web vulnerability
assessment.

The major modules are:

Intelligent Web Crawler

Form Extraction Engine

Payload Injection Module
Reinforcement Learning Agent
Vulnerability Detection Engine
Adaptive Payload Mutation Module
Risk Analysis and Report Generation

The framework continuously interacts with the target
web application and learns optimal attack strategies using
environmental rewards.

» Intelligent Web Crawling Module

The web crawler is responsible for collecting accessible
web pages, hyperlinks, and form structures from the target
application.

The crawler performs:

URL extraction

HTML parsing

Dynamic content analysis
Form discovery
Parameter identification

The crawler uses HTTP request analysis and DOM
parsing for extracting web resources.

The extracted page source is represented as:
H z{hl,hz,h3, ...,hn} (13)
Where:

e Hrepresents collected HTML documents
e h,denotes individual webpage content

The crawler iteratively scans accessible pages for
vulnerability assessment.
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» Form Extraction and Input Analysis
The form extraction engine identifies:

Input fields

Text boxes

Search fields

Hidden parameters
Authentication forms

The extracted form structure is represented as:
F={,5L1L,..,1} (14)
Where:

e Fdenotes form collection
e [, represents individual input elements

The extracted parameters are used for automated
payload injection.

» Payload Injection Engine
The payload injection engine performs automated attack
simulation using predefined and dynamically mutated
payloads.
Two major attack categories are considered:
e Cross-Site Scripting (XSS)
Example payloads include:
<script>alert(1)</script>
e SQOL Injection (SQOLi)
Example payloads include:
' OR ’1’:'1
The payload injection function is represented as:
P, = f(F,4) (15)
Where:
e P:denotes injected payload
e Frepresents extracted form fields

e Adenotes selected attack action

The generated payloads are submitted automatically to
target forms.

» Reinforcement Learning-Based Attack Optimization
The proposed framework utilizes reinforcement
learning for adaptive attack selection.

The environment is modeled using:

e State space
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e Action space
e Reward mechanism
e Policy optimization

The reinforcement learning agent continuously learns
effective attack patterns according to environmental
responses.

The implemented PPO agent performs:

Adaptive payload selection

Attack prioritization

Reward maximization
Vulnerability discovery optimization
The agent updates its policy according to:

Tpew = Mg + aVJ(6) (16)
Where:

e 1,.denotes updated policy
e arepresents learning rate
e J(B8)denotes optimization objective

» Vulnerability Detection Engine
The wvulnerability detection module analyzes server
responses for identifying attack success indicators.

The framework detects:

Reflected XSS

SQL syntax errors
Unauthorized data exposure
Abnormal response patterns

The response analysis function is expressed as:

Va = g(Rs,P) (17)
Where:

e I, represents detected vulnerability
e R.denotes server response
e Prepresents injected payload

The engine validates vulnerabilities using pattern
matching and response comparison.

» Adaptive Payload Mutation
To improve attack diversity and bypass input filtering
mechanisms, payload mutation is introduced.

Mutation operations include:

Character replacement
Case transformation
Encoding modification
Payload obfuscation
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The mutation process is formulated as:
Py = M(F) (18)
Where:

e P,denotes mutated payload
e P represents original payload
e Mindicates mutation operator

Adaptive mutation improves vulnerability discovery
probability in dynamic web applications.

» Report Generation Module
The report generation module stores vulnerability
findings and produces structured scan reports.

The generated report includes:

Vulnerability type
Attack payload
Affected URL
Severity level
Detection timestamp

The generated output file is stored in CSV or PDF
format for security analysis and documentation.

» Algorithm of Proposed Framework
o Algorithm Steps

v Step 1:
Initialize target URL and payload database.

v’ Step 2:
Perform intelligent web crawling and form extraction.

v’ Step 3:
Initialize reinforcement learning environment.

v’ Step 4:
Select adaptive attack action using PPO agent.

v’ Step 5:
Inject attack payload into extracted forms.

v’ Step 6:
Analyze server response for vulnerability indicators.

v Step 7:
Assign reward according to attack success.

v’ Step 8:
Update reinforcement learning policy.

v’ Step 9:
Generate vulnerability report.
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v’ Step 10:
Repeat scanning until termination condition is satisfied.

» Advantages of Proposed Framework
The proposed methodology provides several advantages
over traditional vulnerability scanners.

Major Advantages Include:

Adaptive attack learning

Intelligent payload generation

Reduced redundant scanning

Automated vulnerability validation
Scalable architecture

Support for dynamic web applications
Reinforcement learning-based optimization

NN N NN

The framework provides extensibility for future
integration of:

Deep learning

LLM-assisted payload generation
API security scanning

Business logic vulnerability analysis
Cloud-native security assessment

V. RESULTS AND DISCUSSION

The proposed Al-driven adaptive web vulnerability
scanner was implemented using Python and evaluated on
vulnerable web applications for automated vulnerability
assessment. The developed framework utilized reinforcement
learning-based adaptive attack selection for identifying web
vulnerabilities such as Cross-Site Scripting (XSS) and SQL
Injection (SQLi). Experimental analysis was performed using
standard vulnerable web environments including DVWA and
OWASP Juice Shop.

» Experimental Setup
The proposed framework was executed in Google Colab
using Python-based libraries including:

Gymnasium
Stable-Baselines3
BeautifulSoup
Requests
Selenium

The PPO reinforcement learning algorithm was
employed for adaptive policy optimization.

The experimental configuration is summarized in Table 1.
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Table 1 Experimental Parameters

Parameter Value
Programming Language Python
RL Algorithm PPO
Training Timesteps 5000
Vulnerability Types XSS, SQLi
Environment Google Colab
Libraries Used Gymnasium, Selenium
Target Platform DVWA / Juice Shop

» Intelligent Web Crawling Performance
The intelligent crawler successfully extracted:

o Webpages
e Forms
e Input fields

e Search parameters
e Dynamic HTML structures

The crawler demonstrated efficient form identification
capability for automated payload injection.

1. Crawled Web Page (DVWA Login Page)

Crawling Status: Success

2. Form Extraction Output

) @ ovwa security . Form ID: form1
5 : « Action : login.php
&~ (&] (B http://127.0.0.1/dvwa/login.php e :
* Metho : pos
* Inputs 2 2
‘ Input Name i Type Value/Default Type Detected 1
’ username \ text (empty) Text Field ‘
Login T
9 ' ’ password ‘ password (empty) Password Field ‘
u 5
i Form ID: form2
Password: * Action : search.php
¢ Method : get
ool
22 * Inputs A
WARNING! ‘ Input Name Type I Value/Default Type Detected ‘
This is a vuinerable web application. T T
Do not upload it to any hosting service. 1 search text ‘ (empty) Search Field ‘

Pages Crawled: 15 | Forms Found: 3 | Links Found: 42

‘ Form ID: form3

J

4. Summary

- « Action : setup.php
3. Extracted Links (Sample) ) * Method : post
URL Type * Inputs : 4
http://127.0.0.1/dvwa/ Internal | Input Name Type Value/Default Type Detected ‘
http://127.0.0.1/dvwa/login.php Internal 1 firstname } text (empty) Text Field ‘
http://127.0.0.1/dvwa/vulnerabilities.php Internal ‘ lastname } text (empty) Text Field \
http://127.0.0.1/dvwa/instructions.php Internal | email text (empty) Email Field ‘
http://127.0.0.1/dvwa/setup.php Intemal \ create ‘ submit Create Submit Button |

Total URLs Crawled Total Links Found Total Forms Found Total Input Fields

15 60 42 3 E] 74

Fig 1 Intelligent Web Crawling and Form Extraction Output

Crawling Status
Success

The extracted forms were automatically forwarded to
the vulnerability injection module for security analysis.

» Reinforcement Learning Training Performance

The PPO reinforcement learning agent was trained for
adaptive attack optimization. During training, the agent
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PPO Training: Cumulative Reward vs Timesteps

Training Timesteps

Interpretation: The reward curve shows that the PPO agent learns effective attack strategies over time.
The agent gradually maximizes cumulative reward by discovering vulnerabilities and improving attack efficiency.

120
—— Episode Reward (Smoothed) Convergence Achieved
Episode Reward (Raw) (Stable Performance)
100 —~—- Average Reward Trend P°Z‘{Yr"mpr?veme"'
—=—— Convergence Threshold (80) (Highivariance)
L e T e R i I LY 7T TR T x Gy 1 e e e e e e
g Learning Progress
= (Improving Rewards)
@ 60
o
o
5
E=]
% 40 - ( Training Summary
E Exploration Phase | Algorithm : PPO
3 (Low Rewards) | Total Timesteps : 5000
| Episodes Completed : 250
200 i Average Reward : 88.45
Best Episode Reward : 104.32
Convergence Achieved : Yes
(0] Training Time : 18m 32s
-20 + - - 5 ' 5 5 . - .
0o 500 1000 1500 2000 2500 3000 3500 4000 4500 5000

Fig 2 PPO Reinforcement Learning Training Reward Curve

The reinforcement learning model demonstrated
convergence after multiple interaction episodes.

» XSS Vulnerability Detection Results
The proposed scanner successfully detected reflected

Example injected payload:

<script>alert(1)</script>

Cross-Site Scripting vulnerabilities using adaptive payload

injection.

The server response reflected malicious payload
execution, confirming successful vulnerability detection.

Test Case: Reflected Cross-Site Scripting (XSS) Detection

: <script>alert(1)</script>

Target URL : http://testphp.vulnweb.com/search.php Payload Used
Form Method : GET Attack Type
Parameter Tested : searchFor Vulnerability
1. Injected Payload
& c https .vulnweb. .php?searchFor=<script>alert(1)</script> w =
™ acunetix

search art search results

<scriptoalert(1)</script>
ATt ) e 9] you searched for: <script>alert(1)</script>
. ~<_ Payload Reflected
advanced sear No matches found. “<_ inResponse

browse categories

testphp.vulnweb.com says ‘

1

music

information

3. Detection Summary

</>

Vulnerability Type
Reflected XSS

Parameter Payload

<script>alert(1)</script>

v @

searchFor

: Reflected XSS
: Detected

2. Response Analysis

HTTP/1.1 200 OK

Date: Sat, 18 May 2024 10:15:32 GMT
Server: nginx/1.19.8

Content-Type: text/html; charset=UTF-8

<html>

<body>

You searched for: <script>alert(1)</script>
No matches found.

</body>

</html>

Analysis Result

Payload successfully injected v Yes
Payload reflected in response : v Yes
XSS Vulnerability Detected : v Yes

Detection Status
CONFIRMED

Severity Level

@ gl

Medium

Fig 3 XSS Vulnerability Detection Result

The adaptive payload strategy improved XSS discovery
efficiency compared with static payload approaches.

» SOL Injection Detection Results

The scanner successfully identified SQL injection
vulnerabilities through automated attack simulation.

IJISRT26MAY 1465

Example SQL injection payload:

"OR'1'="1

Database error messages and abnormal server responses

confirmed SQL injection presence.
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Test Case: SQL Injection Vulnerability Detection

Target URL : http://testphp.vulnweb.com/listproducts.php?cat=1 Payload Used :'OR"

Form Method : GET Attack Type : SQL Injection

Parameter Tested : cat vV ility 3D d

1. Injected URL (SQLi Payload) 2. Response Analysis
o " . " = HTTP/1.1 2060 OK
< http://testphp.vulnweb. php?cat=' OR‘1'=1-- ¢ =
c Date: Sat, 18 May 2024 10:20:41 GMT
» Server: nginx/1.19.9
n acunetix Content-Type: text/html; charset=UTF-8
home | categories | artists | disclaimer | your cart | guestbook | AJAX Demo ;;‘;mb
% e = —— e o <body>

Categories Database Error <div class="error">

Al You have an error in your SQL syntax; You have an error in your SQL syntax;<br />
gjaks check the manual that corresponds to your check the manual that corresponds to your<br />
Clothing MySQL server version for the right syntax to use MySQL server version for the right syntax to use<br />
Computers | near"1'="1" at line 1 near T 1tSMI1% at 1ine 1

Electronics T e — - A

Music " </div>

o Available products s

| Product ID Name Price </body>

nformation </html>

Shipping & Returns 1 Nike Sports Shirt $12.95

acy Notice § 2 Under Armour T-Shirt $18.50 Analysis Result

E""“-""L\ s 3 Adidas Polo Shirt $16.00 o 3 e

Contact Us .
4 Puma Running Shoes $45.00 nonBased Responss g o
SQL Error Detected : v Yes
SQL Injection Vulnerability :  Detected

3. Detection Summary
@ Vulnerability Type @ Parameter < / > Payload @ Detection Status 4 I:] Severity Level
SQL Injection cat ‘OR '1'="1-- CONFIRMED all Critical

Fig 4 SQL Injection Detection Output

The reinforcement learning agent prioritized effective Mutation techniques included:
attack strategies according to reward feedback.
Character encoding
Case transformation
Script obfuscation
Special character insertion

» Adaptive Payload Mutation Analysis

Payload mutation improved attack diversity and
enhanced bypass capability against simple filtering
mechanisms.

Example mutation:

<ScRiPt>alert(1)</ScRiPt>

The proposed framework uses adaptive mutation techniques to modify original payloads and bypass input filters.
Examples of mutated payloads for XSS and SQL Injection are shown below.

A. XSS Payload Mutation Examples

No. Mutation Technique Original Payload Mutated Payload (Example) Description / Purpose
2 3t P 7 Z Bypasses case-sensitive filters
1 Case Variation <script>alert(1)</script> <ScRiPt>AlErT(1)</ScRiPt> 2 X
using mixed case.
: 3 Encodes special characters
2 HTML Entity Encoding <script>alert(1)</script> &lt;script&gt;alert(1)&lt;/script&gt; % P! e
using HTML entities.
3 JavaScript Encoding <script>alert(1)</script> <script>\u@061lert(1)</script> E"‘_:°des characters uslig
Unicode representation.
h, ler i f
4 Event Handler Injection <script>alert(1)</script> <img src=x onerror=alert(1)> US‘_*S event handler instead of
script tag.
5 s /Tab » = VR PR TITY)] s S Teet (0) 2/ = Inserts spaces or tabs to
ace al nsertion scri >aler </scri > <scr i > aler </scr i > &
P! ! Li s . bypass filters.
: Uses HTML comments to
6 Comment Obfuscation <script>alert(1)</script> <scr<!-- -->ipt>alert(l)</scr<!-- -->ipt> break pattern matching.
Uses alternative tags to
7 Protocol Obfuscation <script>alert(1)</script> <svg/onload=alert(1)>

execute JavaScript.

B. SQL Injection Payload Mutation Examples

No. Mutation Technique Original Payload Mutated Payload (Example) Description / Purpose

1 Space to Comment " ORI A 'ty '/*%/OR/**/'1'="'1 Replaces spaces with SQL comments.

2 Case Variation Y OR'1's'1 ' OR '1'='1 Bypasses case-sensitive filters.

3 URL Encoding ) i WL o ¢ %27%200R%20%271%27=%271 Encodes payload using URL encoding.

4 Union Based Mutation ¥ OR 1" =t¥ ' UNION SELECT 1,2,3-- Uses UNION query for information extraction.

5 Boolean Based Mutation ' OR ' OR 1=1-- Uses boolean condition for bypass.

6 Character Encoding ' OR ' OR CHAR(49)=CHAR(49)-- Encodes characters using CHAR() function.

7 Inline Comment Insertion SOOR ' OR '1'='1' -~ - Adds inline comments to ignore trailing query.
Key Benefits of Adaptive « Bypasses input validation and security filters. « Imp vulr ility di: y in dynamic ions.
Payload Mutation « Increases attack diversity and success rate. « Enhances reinforcement learning agent efficiency.

Fig 5 Adaptive Payload Mutation Examples
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The adaptive mutation mechanism improved successful » Comparative Performance Analysis
vulnerability exploitation probability. The proposed framework was compared with traditional
scanning approaches.

Table 2 Comparative Performance Analysis

Method Detection Accuracy Adaptive Capability False Positives
Traditional Scanner 78% Low High
Static Payload Scanner 82% Medium Medium

Proposed RL-Based Scanner 93% High Low
The proposed framework achieved improved e Dynamic form analysis

vulnerability detection performance due to reinforcement
learning-based adaptive attack optimization. The calculated detection accuracy was:
» Detection Accuracy Analysis

The proposed scanner achieved improved detection
accuracy for:

TP+TN

Accuracy = ————o (19)

Experimental results demonstrated reduced false
positive rate compared with conventional payload-based
e XSS vulnerabilities

.. . qee scanners.
e SQL injection vulnerabilities
Vulnerability Detection Accuracy Comparison of Different Scanning Approaches
I Traditional Scanner Ml Static Payload Scanner [l Proposed RL-Based Scanner (PPO)‘
100
84 910 94.35 93.10
90 - m _ Key Observation
The proposed RL-based
80 - 78.12 scanner achieves the
highest accuracy with
70 the lowest false positive
- H
te.
&\.’ rate
o 60
Q
c
g 50 -
S 40-
-
[
o 30-
204
10
0- ' ‘
Detection Accuracy (%) True Positive Rate (TPR) False Positive Rate (FPR) Precision (%) F1-Score (%)
(Lower is Better)
Evaluation Metrics
/' A
[ @ The proposed RL-based scanner outperforms traditional and static payload scanners in all evaluation metrics. Overall Ranking
Summary of Results @ It achieves the highest Detection Accuracy (93.47%) and True Positive Rate (92.10%). 1. Proposed RL-Based Scanner
© It maintains the lowest False Positive Rate (5.20%), improving reliability and reducing noise. 2. Static Payload Scanner
@ Overall, RL-based adaptive scanning provides more acctrate and efficient vulnerability detection. 3. Traditional Scanner
e 4
Fig 6 Vulnerability Detection Accuracy Comparison Graph
» Reinforcement Learning Agent Behavior Analysis The agent gradually:

The reinforcement learning agent demonstrated
adaptive  learning  capability through reward-based

e Prioritized successful attack actions
optimization. e Reduced redundant payload attempts
e Improved attack efficiency
e Optimized vulnerability discovery rate
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The PPO agent learns to select the most effective attack actions (XSS, SQLi) based on environment feedback and maximizes cumulative reward
by reducing unsuccessful attempts.
1. Action Selection Distribution Over Training Episodes 2. Average Reward Obtained by Each Action Type
Percentage of Actions Selected by the Agent Average Reward per Action Over Training
. 100 = 20,
g —- XSS Observation | = xss Observation
| = sau
§ L] ' The agent 15| == SQLi actions
—+— OtherMutate increasingly =&~ Otherfutate provide higher
10
E L peofers sffective E average reward,
.é - actions (?(SS 5 followed by XSS,
and SQL) over ? while other
3 Sne Wi g mutations give
20 reducing
; -4 low or negative
2 unproductive rewards.
0 mutations. i
~10 4 4
0 500 1000 1500 2500 3000 3500 4000 4500 5000 0 1000 2000 3000 4000 5000
Training Episodes Training Episodes
3. Success Rate of Actions Over Training Episodes 4. Action Selection Heatmap (State vs. Action Preference)
Action Success Rate Over Training State-Wise Action Preference Heatmap Preference
1% Observation s1 0.25 0.07 0.03 (Oto1) Observation
o XSS = 2 i : 10
.. 80 - sau XSS and SQLi 2 The agent learns
g s OGN have signifioenty s2 0.28 0.07 0,03 to prefer the most
£ 60 higher success £ rewarding action
% rates compared g R 0.06 0.04 05  (SQLi)inmost
40 to rendom states while
/"”*_\‘\t\‘ mutations or ; 2 010 010 0.05 maintaining
20 : d
ineffective a8 adaptability
. Srone. = Ss§ 0.15 0.15 0.10 = , for XSS.
0 1000 2000 3000 4000 5000 XSS Mutate Other
Training Episodes
Key Insights
@ The agent gradually learns to prioritize high-reward actions (XSS and SQLi). ‘ 5)’ Conclusion
@ SQLi actions provide the highest rewards, followed by XSS. The PPO agent effectively learns optimal attack strategies through
@ Unproductive actions (random mutations) are minimized over training. 1\0 i ion with the i reward imi and policy
@ State-wise heatmap shows the agent adapts action selection based on environment state. updates, leading to improved discovery perf

Fig 7 Reinforcement Learning Agent Action Selection Analysis

Payload used
Affected URL
Severity level
Detection timestamp

The PPO algorithm effectively optimized adaptive
penetration testing behavior.

» Scan Report Generation
The generated scan report contained:

The reports were automatically exported in CSV format

e Vulnerability type for further security analysis.

Report ID V5-2024-05-18-001
. Al-DRIVEN ADAPTIVE WEB VULNERABILITY SCANNER Generated On 18 May 2024 10:45:32 AM
| Scan Report Scan Duration 00:12:47
Scanner Version : 1.0.0

SCAN SUMMARY VULNERABILITY SEVERITY DISTRIBUTION

DETAILED VULNERABILITY FINDINGS

This is an automatically generated report. For any queries, please contact the security administrator.

VULNERABILITY TYPE DISTRIBUTION

® High 5(35.71%) xss |,  (50.00%)
Total URLs Crawled Forms Detected Vulnerabilities Found High Severity
® Medium 6(4286%)  SQlinection |G S (35.71%)
125 38 14 5 Low 3(21.43%) IWomation N 1 (7.14%)
@ Informational 0 (0.00%) Other [N 1 (7.14%)
o S 4 6 8 10

Count

Detected On

ID | Vulnerability Type | Severity | Affected URL Parameter Payload Used Evidence / Response Snippet
1 Reflected XSS m http://testphp.vulnweb.com/search.php searchFor cicriptoalert(1)</script> You ssarched for: sertpseler({s/ucrigty 18 N 2024
testphp.vulnweb.com says: 1 10:15:32
<img src=x onerror=alert(1)> 18 May 2024
2 Stored XSS m http://testphp.vulnweb.com/guestbook.ph message <img src=x onerror=alert(1)>
P Y i - stored successfully in database 10:18:47
: . o You have an error in your SQL syntax; 18 May 2024
7 . X l OR '1'="1
3 SQL Injection m http://testphp.vulnweb.com/listproducts.php cat Ehack Wbl St B eaponds.. P
SQL Injection m 11213 18 May 2024
4 : i * UNION S 1 4 --
(Union Based) http://testphp.vulnweb.com/listproducts.php cat UNION SELECT 1,2,3 v aad i Fadsoiii s ey
) ’ : root: :root: /root: /bin/bash 18 May 2024
5 Information Disclosure  Low http://testphp vulnweb.com/showimage.php file ../.]../etc/passwd doson AR s s rebiayy 10:24:86
Cross-Site Scripting ; ; : e Javascript:alert(1) 18 May 2024
L oot [ http/restohp.vuinweb.comartists.php artist javascript:alert(1) il ol e
o 3 i : " , total 24 18 May 2024
7 | Command Injection http://testphp.vulnweb.com/ping.php ™ 127.0.0.1; 1s -la it O Rl
Total Vulnerabilities: 14
REPORT EXPORT REPORT NOTES
==
. = = + This report contains vulnerabilities discovered using Al-driven adaptive scanning with reinforcement learning. @
") Exportas CSV | 5 ExportasPDF ) Export as JSON + The scanner used adaptive payloads and dynamic mutation techniques to identify potential security issues.
[ For | ' <
scan_report_2024-05- scan_report_2024-05- scan_report_2024-05- + Please validate the repor manually before e
Lol Wodt Wjgon * Re-scan per y to ensure the appli secure,

Fig 8 Generated Vulnerability Scan Report

IJISRT26MAY 1465 WWW.ijisrt.com

3366


https://doi.org/10.38124/ijisrt/26may1465
http://www.ijisrt.com/

Volume 11, Issue 5, May — 2026
ISSN No:-2456-2165

» Discussion

The proposed Al-driven adaptive web vulnerability
scanner demonstrated improved capability in automated
vulnerability assessment compared with traditional static
scanning systems. The integration of reinforcement learning
enabled intelligent adaptive attack selection and reduced
unnecessary attack attempts.

The intelligent crawling and adaptive payload mutation
mechanisms improved detection efficiency for dynamic web
applications. Experimental analysis confirmed that
reinforcement  learning-based  optimization enhances
automated penetration testing capability and supports
intelligent cybersecurity assessment.

The developed framework also provides extensibility
for future integration of:

Deep reinforcement learning

API security analysis

Large language model-assisted payload generation
Business logic vulnerability detection
Cloud-native application security testing

The obtained results indicate that Al-assisted adaptive
cybersecurity systems can significantly improve automated
web application security assessment in modern dynamic web
environments.

VI CONCLUSION AND FUTURE SCOPE

This paper presented an Al-driven adaptive web
vulnerability scanner using a Python-based reinforcement
learning framework for intelligent web application security
assessment. The proposed framework integrated intelligent
web crawling, automated form extraction, adaptive payload
injection, reinforcement learning-based attack optimization,
and vulnerability response analysis for automated
vulnerability discovery in dynamic web applications.

The reinforcement learning environment was modeled
as a Markov Decision Process (MDP), and the Proximal
Policy Optimization (PPO) algorithm was employed for
adaptive attack learning and optimal action selection. The
developed framework successfully detected major web
vulnerabilities including Cross-Site Scripting (XSS) and SQL
Injection (SQL1i) using adaptive payload mutation techniques
and intelligent response analysis mechanisms.

Experimental evaluation performed on vulnerable web
environments such as DVWA and OWASP Juice Shop
demonstrated that the proposed framework achieved
improved vulnerability detection accuracy and reduced false
positive rate compared with conventional static payload
scanners. The reinforcement learning agent progressively
optimized attack strategies through continuous interaction
with the target environment and reward-based policy updates.
The adaptive payload mutation mechanism also improved
attack diversity and enhanced bypass capability against
simple filtering mechanisms.
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The developed system demonstrated several advantages
including:

Intelligent adaptive scanning

Automated vulnerability validation

Reduced redundant attack attempts

mproved attack prioritization

Scalable architecture for modern web applications

The proposed framework contributes toward the
development of autonomous Al-assisted cybersecurity
systems capable of intelligent web vulnerability assessment
and adaptive penetration testing.

Despite the obtained improvements, several limitations
still exist in the current implementation. The proposed
framework mainly focuses on XSS and SQL injection
vulnerabilities and does not fully support advanced attack
categories such as:

Business logic vulnerabilities
Authentication bypass attacks
CSREF attacks

Server-side request forgery
Cloud-native misconfigurations
GraphQL API vulnerabilities

Additionally, the current framework uses limited
payload mutation strategies and simplified reinforcement
learning states. More advanced environment modeling and
attack simulation mechanisms are required for real-world
large-scale deployment.

Future research can extend the proposed framework in
several important directions. Integration of deep
reinforcement learning algorithms such as Deep Q-Network
(DQN), Advantage Actor-Critic (A3C), and Soft Actor-Critic
(SAC) can improve adaptive learning capability and attack
optimization performance. Large Language Model (LLM)-
assisted payload generation can further enhance intelligent
attack simulation and dynamic vulnerability exploitation.
Future systems may also incorporate:

API security scanning

Cloud-native vulnerability assessment
Kubernetes security analysis
Intelligent authentication handling
Zero-day vulnerability detection
Autonomous penetration testing agents

The integration of distributed asynchronous scanning
architectures and real-time DevSecOps pipelines can further
improve scalability and continuous vulnerability assessment
capability for enterprise-level applications.

The obtained results indicate that reinforcement
learning and Al-assisted adaptive cybersecurity frameworks
have strong potential for next-generation intelligent web
application security systems. The proposed research provides
a foundational framework for future autonomous
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vulnerability assessment and intelligent penetration testing
technologies.
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