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I INTRODUCTION

The increasing pace of urbanization globally has
increased the need for better healthcare data sharing. Smart
cities are landmark of urbanization which incorporate new
technologies such as artificial intelligence (Al), Blockchain
and the internet of things (loT) that could facilitate
healthcare governance. Whereas, Artificial Intelligence (Al)
and Machine Learning (ML) have led to significant
progress in healthcare these innovations have improved
diagnosis allowing for identification of illnesses, like
cancer using Al driven image analysis. ML algorithms are
also revolutionizing treatment by tailoring plans forecasting
health issues and streamlining hospital operations. In the
other hand, Blockchain technology has been identified as a
means of enhancing data integrity and privacy. As Zhang et
al. [14] explained, “Blockchain is a decentralized
technology platform that improves the security of the
healthcare data sharing processes by avoiding the risks
associated with the centralized data warehouses”. The
integration of of Al and Blockchain technology play crucial
role in smart cities where the stockholders can share real
time healthcare information, improve the management of
public health and improve the delivery of health services.
This integration also improves on the processes to make the
healthcare systems more patient decentralize and thus more
effective. Recent studies have shown that there is a great
prospect for applying Al and Blockchain in the healthcare
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sector. For instance, Khan et al. [6] stated that the
integration of Al and Blockchain improves the security and
efficiency of 10T based in smart cities by solving the
problems associated with the conventional data
management centers. This integration enhances the data
security and improves the operational efficiency of
organizations, thereby improving the health care services
delivered to urban populations. In the same manner, the
application of the ML systems has been identified to be a
key driver of productivity and effectiveness in the
healthcare sector. However, the integration of ML with
other sophisticated technologies like 10T and e-Health
systems brings new threats such as model parameter
tampering and adversarial attacks.

In this paper, we proposed a Blockchain-Based Al
Framework for Efficient Healthcare Data Sharing in Smart
Cities which provides a more reliable and secure decision
making in the e-health systems. The purpose of our
approach is to solve the problems of data privacy and
regulatory compliance while improving the public health
outcomes. Based on the current literature and real-life
examples, this framework is shown to be capable of
supporting the secure, real-time exchange of data in the
urban healthcare context. The framework is based on the
Blockchain technology which is a distributed ledger to
ensure data integrity and privacy while the Al techniques
are used for data analysis to support decision making and
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patient care. The originality of this research is justified by
the combination of Al and Blockchain to solve the critical
issues in the sharing of healthcare data such as privacy,
security. The study also develops a trust-based Al
framework that uses Blockchain and smart contracts to
protect machine learning models and thereby ensure proper
decision making in e-health systems. It also provides real
time data and analysis, which enhance the effectiveness of
healthcare services in smart cities. Altogether, these
findings offer a strong platform for the application of Al
and Blockchain in healthcare and thus guarantee that data
sharing in cities is not only smarter, but also safer and more
effective.

The following sections of the paper are arranged as
follows: Section 2 gives a systematic review of the
literature, which reveals gaps and issues in the current
healthcare data exchange systems with an emphasis on
smart cities. In section 3, we explain the architecture and
elements of the proposed framework. In section 4, we show
how the framework would work in practice. In the
conclusion, the main results are summarized, the
significance for public health and the possibilities for future
research are suggested.
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1. RELATED WORK

This research depends on this foundation when it
comes to the challenges of implementing Al and
Blockchain technology for real-time healthcare data sharing
in smart cities and the need for practical solutions that can
be easily applied in the urban environment. Smart Cities
Integration of Al, Blockchain, and loT [7] was proposed to
explain how central cities contribute to the improvement of
the urban environment through the integration of new
technologies such as artificial intelligence, Blockchain, and
the Internet of Things (IoT) into people’s lives, including e-
governance and healthcare. These technologies help in the
interaction between citizens, government and private
sectors while creating a large amount of data that needs to
be analyzed to support sustainability. However, they also
raise security and privacy concerns, for which Blockchain
is critical in the management of Al-processing of data and
smart contracts. This view is directly relevant to our work
as it further emphasizes the necessity of combining these
technologies in order to develop actually functioning smart
cities with a focus on secure and efficient healthcare data
sharing. In addition, [3] reviews the Healthcare Information
Exchange (HIE) systems and clearly points out the critical
importance of the data sharing in healthcare. This research
investigates the potential risks of sharing electronic health
records (EHRs) including data leakage and privacy leakage
and how Blockchain and Al can help in securing the HIE
systems without the need of a central authority.

Table 1. Comparative Analysis of Related Work

Proposed Smart Cities
framework Integration of AT,

Aspect Blockchain, and

IoT [T]

Focus Healthcare data Integration of AT,
sharimg 1n smart Elockchaim, and
crties IoT m urban hife

Technologies AT, Blockchaim AT Blockchain,

IoT

Applications Public health E-govemance,
outcomes, real-time healthcare, urbam
data sharing interactions

Challenges Data privacy, Security and

Addrezzed regulatory privacy challenges
compliance,
operatiomal
efficiencw

MhMethodology Framework Orrerview amd
development and intepration
evaluation analysis

Healthcare
Information
Exchange (HIE)
[31

Sharing
electromic health
records securely

AT Blockchain

Healthcare
facilities

Drata pnisuse,
privacy viclations

Survey of
techniqnes

Symergistic
FPotential of AT and
Blockchain in
Healthcare

[z]

Integration of AT
and Blockchain in
healthcare

AT, Blockchain

Data managenyent,
clinical trials, health
INSUTaNCE

challenges,
regulatory concerns

Perzpective on
mtepration methods

Table 1. Summarizes the integration of Al and
Blockchain in recent literature. However, All the referred
studies have employed Al and Blockchain in healthcare
application. Our evaluation is based on real world
implications for public health, which differentiates our work
from these studies. In this paper, we build on this by
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describing how these technologies can be used specifically
to improve healthcare delivery in the context of smart cities.
Our focus on real-time health data sharing is different from
the applications discussed in [7] which is on e-governance,
[3] in healthcare facility management and [2] in other
healthcare related activities. This distinction is significant
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because there is a need for real-time data and decision-
making in healthcare practices, particularly in the urban
area. We focused on the problems of data privacy and
overall efficiency in healthcare data sharing. On the other
hand, [7] presents generic security threats, [3] shares the
consequences of data leakage, and [2] presents several
technical and legal issues. Moreover, [7] provides an
analysis of integration strategies, [3] conducts surveys to
measure security postures, and [2] offers a generic review of
healthcare effectiveness. Even though [7] focus on urban
sustainability, [3]’s emphasis on security enhancements, and
[2]’s examination of ethical guidelines when comparing our
approach to ensuring real-time compliance in healthcare
data sharing. In this way, our research seeks to provide a
foundation for future innovations that improve healthcare
delivery in smart cities.
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1. ARCHITECTURE DESIGN

The architecture design is based on the use of
Blockchain Framework (e.g., Hyperledger Fabric or
Ethereum) and Al Algorithms. The Blockchain Framework
uses a permissioned Blockchain framework which only
allows permitted access to the data. This makes sure that
only the right entities can join the network making it more
secure and private. Al Algorithms: It uses machine learning
and deep learning algorithms in different aspects such as
predictive analytics, patient risk assessment, and
personalized treatment advice. They are able to update
themselves on the new data and become more efficient and
accurate with time.
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Fig 1: Proposed Framework
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Finally, complete content and organizational editing
before formatting. Please take note of the following items
when proofreading spelling and grammar:

A. Workflow of the Architecture

» The Workflow within the Architecture can be
Summarized in the Following Steps:

e Data Collection: loT devices and EHR systems gather
health data from patients and healthcare facilities.

e Data Transmission: The data is securely transmitted to
the Blockchain network where it is stored in encrypted
form.

e Data Processing: Real time aggregation and analysis of
the data is done by Al algorithms.

e Data Sharing: Data is shared with the authorized
stakeholders including healthcare providers or
researchers based on the conditions defined in smart
contracts.

e Decision Support: Healthcare professionals use the
insights provided by Al to support decision making in
patient care and treatment options.

o Feedback Loop: The architecture of the system
contains a feedback loop, where the results of the
decision making are fed back into the system to
improve the Al models and the future predictions.

B. Layered Architecture

The proposed architecture can be described as a multi-
layered framework consisting of three primary layers: Data
Layer, Processing Layer, and Application Layer.

» Data Layer

The Data Layer is the core of the architecture, which
manages the collection, storage and protection of healthcare
data. It guarantees that the data is securely stored, tamper
proof and can only be accessed by the right persons.
Integrating Blockchain technology this layer provides data
integrity, transparency and security that is crucial for
healthcare applications.

e Algorithm 1 creates a digital fingerprint for each data
entry, and any change will be easily visible by
comparing the original and recalculated hash. This
mechanism guarantees trust and reliability in the
management of healthcare data.

Algorithm 1: Data Hashing
1. Collect raw data Di from sources (EHRs, 10T devices,
etc.).

2. Apply a cryptographic hash function

(e.g., SHA-256):
H(Di)=hi

3. Store hi on the Blockchain.
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e Algorithm 2 plays a vital role in the protection of
important healthcare data. Using a symmetric key
encryption algorithm (e.g. AES) the raw data is
encrypted and thus rendered incomprehensible to
anyone without the decryption key. The encrypted data
is out of the reach of interceptors during transmission or
storage, the use of strong encryption mechanisms
improves the current data protection measures.

Algorithm 2: Data Encryption

1. Encrypt data Di using a symmetric key encryption
algorithm (e.g., AES):

E (Di, K) =Ci
where K is the encryption key, and Ci is the ciphertext.

2. Transmit Ci securely to the Blockchain network.

» Processing Layer:

The Processing Layer provides efficient aggregation,
processing and real time data analysis. It is also responsible
for a large part in the formulation of actionable insights
from the raw healthcare data with the help of Al powered
analytics and automation. Furthermore, this layer improves
the secure and automated transactions by using Blockchain
based smart contracts.

e Algorithm 3 allows for healthcare providers to train Al
models together without the need to exchange the raw
data and thus protect the patients' privacy. The approach
enhances data security while improving the accuracy
and reliability of the Al based predictions.

Algorithm 3: Federated Learning (FedAvg)

1. Each provider i trains a local model on their dataset
Di: 81*1=g1—V L (8¢, Di)—VL(6it,Di)

where:
8tis the local model parameters at iteration t.
n is the learning rate.
L is the loss function.
2. Aggregate local model updates to create a global
model:
6=, IL, 61!

3. Store 85! on the Blockchain.

e Algorithm 4 is designed to perform predictive analytics
by building multiple decision trees on the aggregated
data set. The ensemble approach improves the accuracy
and robustness of the prediction. It is used after data
aggregation to help healthcare providers make decisions
based on the predictions made from the data.
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Algorithm 4: Real-Time Analytics (Random Forest)

1. Train T decision trees on the aggregated dataset S:
ft(x)=DecisionTree(S), t=1,2,...,T
2. Combine predictions from all trees:
-~ 1
y=2EL ft(x)

where ¥ is the predicted outcome.

e Algorithm 5 defines the conditions under which data is
shared in a smart contract, and for complying and
executing the process. This algorithm is executed at the
time of the data sharing request and the conditions are
verified before the data is exchanged.

Algorithm 5: Smart Contracts for Data Sharing

1. Define conditions for data sharing in a smart contract:
Share(Dil if conditions are true

Contract(Di)= I Reject(Di) otherwise

2. Execute the contract on the Blockchain.

> Application Layer:

The Application Layer is used for interface,
information and data access, and decision making for
healthcare professionals, administrators, and patients.

e Algorithm 6 enables interaction, visualization of
analytics and decision making. It is an algorithm that is
embedded to reason over real time data and suggest the
right thing to do, leading clinicians to the right
interventions. The system enhances decision making by
calculating action probabilities from predicted
outcomes, improving patient care and resource
utilization. The user centered approach fulfills the
potential of the framework to encourage collaboration
and trust in healthcare.
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Algorithm 6: Decision Support System
Purpose: Provide recommendations based on real-time
insights.

Algorithm:

Compute the probability of actions a given prediction ¥:
P(al¥)=exp(¥a)/Y a exp(¥a')

Recommend the action with the highest probability.

v. IMPLEMNTATION AND RESULTS

The main tools used in this implementation are:
Python: It was used for developing important modules like
data hashing, encryption, federated learning, and analysis.
Hashlib: A built-in library for SHA-256 hashing to check
integrity of data. Crypto Cipher: A cryptographic library
that supports AES encryption and decryption of the data.
Torch: A deep learning framework for federated learning
and neural networks. Scikit-learn: A machine learning
library for the purpose of developing and assessing the
Random Forest model.

A. Data Hashing and Encryption

The hashing and encryption processes demonstrate the
framework’s effectiveness in guaranteeing data integrity
and privacy. The SHA-256 hashing algorithm gives a
signature to the data, which can be used to verify the data
without disclosing what the actual data is. AES encryption
encrypts the data with the help of encryption algorithms
during the transmission and only the intended recipients can
decrypt it. The successful decryption shows that the data
can be properly retrieved, thus validating the encryption
mechanism as sound.

hashlil

hash datai{data) :

hashed data
hashed data

f Create a SHERE-Z5¢ hash okject

shaZst_hash = hashlib_ shaZSs ()

£ Tpdate the hash obkject with the bytes of the data
shaZs5t_ _hash _ update (data.encode { "t —2 "1 )

£ Fet the hexadecimal d4digest of the hash

shalbtc hash _hexdigest ()

f Example uvusage

data = "Health Data from Patiemnt 1™
hashed data = hash data{data)

EPrint {(f"Hashed Data [hashed datal™)
» Output:

e Hashed Data: 5af4f98eff1bfb528e0624b46497c7aae693ca33de5882dfabc0abh28ec93ae5
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from Crypto.Cipher import RBAES
from Crypto.Ttil  Padding import pad, unpad
from Crypto.Random import get random bytes

def encrypt datal{data, key):
# Create a cipher object using the key
cipher = AES newl(key, BAES MODE ECEB)
# Pad the data to be a maltiple of
padded data = padidata.encode( ' uti-
£ Encrypt the data
encrypted data = cipher.encrypt (padded data)
turn encrypted data

le bytes
='), RES._block size)

def decrypt datal{encrypted data, key):
g Create a cipher object using the key
cipher = ARES new(key, AES MODE ECH)
g Decrypt the data
decrypted data = cipher_decrypt(encrypted data)
# TUnpad the data
unpadded data = unpadidecrypted data, AES block si=ze)
return unpadded data.decode({'uti-Z')

# Example usage
key = get random bytes(lE) £ 1l bytes key for AES-123

data = "Health Data from FPFatiemt 1"
encrypted data = encrypt datai(data, key)
print (f"Encrypted Data: {encrypted data. hex()}"™)

decrypted data = decrypt data(encrypted data, key)

print (f"Decrypted Data: {decrypted datal}l™)
» Output: B. Federated Learning
Federated learning is a technique for training machine
e Encrypted Data: learning models in a decentralized manner across different
da31008532817f6d928419f479c774f465de1730899086 healthcare institutions without moving patient data to a
€281532814a81915fb central location. The large decrease in global model loss is
e Decrypted Data: “Health Data from Patient 1” a clear sign of successful learning, where the model is

trained on a variety of datasets without risking the privacy
of the data due to its never being moved to the cloud. This
approach not only improves the performance of the model
but also improves the cooperation between the participating
organizations because the data is not exchanged with the
external environment.
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3

~lzss SimpleModel (nn.Module):

gFederated Averaging (Fedivyg)
def federated learningiclients data, num rounds=10, learning rate=0.0l):

port torch
port torch.nn as mn
port torch.optim 25 optim

Define & simple neural network
def _init  (self):

super (SimpleModel, self). init ()
self.fic = nn.Linear(ld, 1)

- forward(self, x):

return torch.sigmoid(self.folx))

= &

global model = SimpleModel()
global optimizer = optim.5GDi{global model.parameters(), lr=learning rate)

for round in range (num rounds):
local models = []
for data in clients data:

local model = SimplelModel ()
local model.load state dict(global model.state dict())
local optimizer = optim.3GD(local model.parameters(), lr=learning rate)

g Train local model
for ¥, v in data:
local optimizer.zerc grad()
output = local model(X)
loss = nn.BCELoss () (output, y)
loss.backward()
local optimizer.stepl]
local models.append(local model.state dict())

# Aggregate local models

global state dict = {}

for key in global model. state dict():
global state dict[key]
= torch.mean(torch.stack([local model[key] for local model in local models]), dime0)
global model.load state dictiglobal state dict)

return global model

>

Output: e Global Model Loss: Decreased from 0.25 (initial) to
0.05 (final).

Number of Clients: 2

Number of Training Rounds: 10
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Fig 2: Training Loss Over Training Rounds

C. Real-Time Analytics
The Random Forest model’s high F1-score indicates that it is good at setting accurate predictions from the aggregated data.

sklearn _ensembxle import RandomPorestlClassifier
rom sklearn.metrics import £l score

ef train random foresti(X, ¥yi:

model = RandcchrEEtﬂlasﬁifier{n_estimatcr5=lﬂﬂ)
model  fit (X, )
eturn model

g Example usage

from sklearn.datasets import make classification
X, ¥ = make classificationin_ samples=1000,
n_ features=1l0d, n classes=2, random state=42)

m>del = train random forest (X, )

¥ _pred = model . predict (X))

£fl = fl scorely, ¥ pred)

primt{f"Fl—-Score: {£1}1"™)
» Output: D. Smart Contracts

The use of smart contracts automates data sharing

o Dataset: 1000 samples, 10 features, binary agreements, making the process of data exchange easier.

classification. Thus, the correct registration of data submissions and the
e Model: Random Forest Classifier. sharing events trigger is the evidence of the smart contract
e F1-Score: 0.92 effectiveness in  improving the transparency and

accountability of data governance.
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SmartContract:
def _ init_ {self,

self
self

.conditions
.contract_address

conditions,

contract_address):

conditions
contract_address

share dataiself,

data, provider address, bid):

self conditions (data) :
£ Print the smart contract details and datas submission

T e m gt [ e e e T e [=m1E
SMaArt LOontract Aadress? (sell.

('= R

print{
printi
printi
printi
printi
printi

printi

£ Example usage
conditions (data) :

- J~ -] TR
contract addressl™)

oo =

# Example condition: data mast be hashed and encrypted
return isinstance{data, dict) = 'hashed data' in data and 'encrypted data' in data
# Define the smart contract address and provider address
contract address = = "
provider address =
£ Create the smart contract instance
contract = SmartContract (conditions, contract_address)
£ Define the data to be shared
data
'encr
£ Define the bkid
bkid = 104
£ Share the data
contract.share dataldata, provider address, bid)
» Output: share in collaboratively boosting their predictive
capabilities without compromising patient privacy, using
e Data Sharing Event: DataShared(OxProviderAddressl, federated learning. The great enhancement in the prediction
"e3b0c44298fc1c149afbf4c8996fh92427ae41e4649h93 accuracy indicates the potential of the framework in
4ca495991b7852h855", 100) contributing to the solution of critical public health issues
and helping in the timing of interventions during disease
E. Case Study: Disease Outbreak Prediction outbreaks. This collaborative strategy relies on

Anonymized patient data is shared among three
hospitals in a metropolitan area to improve predictions of
disease outbreaks. The results show improvement in
Prediction Accuracy: 35% (compared to traditional
methods). F1-Score: 0.95 (for disease outbreak prediction).
The case study shows how the framework can be
effectively applied in a real world scenario. The hospitals
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decentralized data to ensure that the patient’s sensitive
information is protected while remaining usable for
analysis. In the end, this innovation does not only improve
the public health results but also the confidence in applying
the sophisticated technology to address community needs.
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Fig 3: Accuracy Comparison: Traditional vs Proposed Framework.

V. CONCLUSION

The results have clearly shown that the Blockchain-
Enabled Data Governance Framework with Al Integration
is capable of improving the management of healthcare data
in smart cities. The framework guarantees data integrity
and privacy through cryptographic hashing and encryption
of the data. It is responsible for collaborative learning by
using federated learning, while at the same time preserving
patient identity. It also facilitates the automation of data
sharing through smart contracts on the Blockchain to
improve the processes of data exchange and build trust in
the ecosystem. Future work will be given on the application
of sophisticated machine learning algorithms and the
extension of the framework for other healthcare related
functions.
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