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Abstract: In the modern digital era, traditional key-based locks are highly vulnerable to duplication and unauthorized 

access, necessitating advanced authentication mechanisms. This research proposes a dual-layer authentication system using 

a Raspberry Pi Pico, integrating facial recognition and a secure OTP mechanism to enhance security. The system first 

captures and verifies facial features against an authorized database. An OTP is generated using secure algorithms and 

transmitted via encrypted channels if authentication fails. The user enters this OTP on a keypad for secondary verification. 

Additional security measures include OTP expiration, limited authentication attempts, and encrypted data transmission, 

ensuring robust protection against unauthorized access. Furthermore, the system incorporates a GSM module for real-time 

OTP delivery, ensuring accessibility even in network-restricted environments. The relay module and electronic solenoid lock 

coordinate to provide seamless and automated door control. This system is designed for smart homes, offices, and high-

security zones, offering a scalable and reliable solution for modern access control systems. 
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I. INTRODUCTION 

 

In an era where security breaches and unauthorized 

access are growing concerns, traditional key-based locking 

systems cannot provide robust protection. Conventional locks 

are vulnerable to duplication, theft, and unauthorized entry, 

posing significant security risks to homes, offices, and high-
security areas. Modern authentication systems utilize 

biometric verification, OTP-based security, and encrypted 

communication protocols to tackle these challenges and 

strengthen access control mechanisms. 

 

This research focuses on developing an Advanced 

Authentication System with Biometric and OTP Integration, 

incorporating a dual-layer security mechanism to prevent 

unauthorized access. The system utilizes facial recognition as 

the primary authentication method, leveraging computer 

vision algorithms to verify users. If facial authentication fails, 
a secondary OTP verification step is triggered, where a 

dynamically generated one-time password (OTP) is sent via 

a GSM module through an encrypted channel. 

 

The user must enter this OTP on a keypad for final 

verification before granting access. Additional features such 

as OTP expiration, limited authentication attempts, encrypted 

data transmission, and relay-controlled door-locking 

mechanisms have been implemented to strengthen security. 

This system ensures high reliability, scalability, and 

adaptability for various applications, including smart homes, 

office security, and highly restricted areas. This research 

presents a cost-effective and efficient solution for modern 

access control systems by integrating biometrics and 
embedded system technologies. 

 

II. LITERATURE REVIEW 

 

In a study by Prof. N. A. Thorat, Sohan Sutar, Siddesh 

Bhandare, Shailaja Sathe, Pranav Ghate, and Saurabh 

Bhosale, " A Survey on 'Smart Authentication Door Locking-

System, '" Published in International Journal of Advanced 

Research in Science, Communication and Technology 

(IJARSCT), Volume-3, Issue-4, May-2023. This study 

presents an advanced, bright door lock system designed to 
enhance security in homes and Offices. 

 

The system integrates various authentication 

techniques, including biometric scanning, OTP verification 

via GSM modules, and keypad entry. It employs an Arduino 

Uno as the primary controller, IP cameras, relays, solenoid 

locks, and cloud-based monitoring. The paper highlights the 
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advantages of replacing conventional locks with modern, 

flexible security mechanisms and discusses challenges such 

as power consumption, network reliability, and hacking 

vulnerabilities.[1] 

 

“Access System Using Facial Recognition and NFC” by 

José Ignacio Vega Luna et al. Source: International Journal of 

Embedded Systems and Smart Innovations, 2022. Introduces 
a laboratory access control system integrating facial 

recognition with NFC technology for secure entry. The 

system employs an AI-based vision module and an NFC 

reader controlled by an Arduino UNO. Upon detecting a valid 

face, the system cross-verifies the NFC card ID before 

activating the electric lock. The research demonstrates a 

recognition time of 155.875ms with 87.5% accuracy, 

highlighting the potential of dual-authentication mechanisms 

in enhancing security.[2] 

 

The Android-Based Smart Door Locking System by 

Adarsh V Patil et al.. presents an innovative door-locking 
system operated via an Android application. The system 

supports regular and multi-mode access, making it suitable 

for high-security areas like banks and corporate offices. The 

application ensures convenient access and system control for 

authorized users while providing robust security through 

password-based protection. The research demonstrates how 

mobile applications can enhance accessibility without 

compromising safety.[3] 

 

III. PROPOSED SYSTEM 

 
The proposed system is an Advanced Authentication 

System with Biometric and OTP Integration, designed to 

provide a highly secure and efficient access control 

mechanism. Traditional key-based locks are prone to 

duplication and unauthorized access, making them less 

reliable for high-security applications. To address these 

concerns, this system integrates facial recognition and OTP-

based authentication, ensuring only authorized individuals 

can gain access. 

 

When a user approaches the door, the PIR sensor detects 

motion and activates the ESP32-CAM module to capture the 
user's facial image. The captured image is compared with a 

pre-stored database of authorized users. If the system 

identifies a match, access is granted by unlocking the solenoid 

lock. If facial recognition fails, the system triggers a 

secondary authentication mechanism by generating a One-

Time Password (OTP). This OTP is sent to the registered 

mobile number using the GSM module. The user then enters 

the OTP on the 4x4 Keypad, and if it matches the generated 

code, the relay module activates, unlocking the door.[4][5] 

 

The system incorporates several advanced security 
features to enhance reliability. The LCD 16x2 display 

provides real-time feedback on authentication status, 

ensuring clarity for the user. OTPs are transmitted through 

encrypted channels to prevent unauthorized interception, 

further strengthening security. Additionally, the system 

enforces limited access attempts, reducing the risk of brute-

force attacks. Integrating a GSM module ensures that the 

OTP- based authentication can function even in offline 

environments, making the system suitable for areas with 

limited internet connectivity. 
 

The proposed system offers a scalable, efficient, and 

robust security solution combining biometric authentication 

and OTP verification. Its design makes it ideal for smart 

homes, offices, and high-security zones, providing a reliable, 

user-friendly, and technologically advanced access control 

method. 

 

A. Components to be used: 

 

 Raspberry Pi Pico: 

The Raspberry Pi Pico is a microcontroller board based 
on the RP2040 chip, featuring dual-core ARM Cortex-M0+ 

processors. It is designed for embedded applications with 

flexible I/O options and supports programming in Micro 

Python and C/C++. In this project, it plays a crucial role in 

processing authentication logic and managing hardware 

components such as the relay, keypad, and sensors. Its low 

power consumption makes it suitable for continuous 

operation in security systems. 

 

 
Fig 1 Raspberry Pi 

 

 ESP32-CAM Module: 

The ESP32-CAM Module is a compact camera module 

integrated with an ESP32 chip, enabling wireless image 
processing and transmission. It captures facial images and 

transmits them to the authentication system for verification. 

With built-in WiFi and Bluetooth capabilities, the ESP32-

CAM allows remote monitoring and secure data 

communication. Supporting various image resolutions, it 

enhances the accuracy of face recognition, making it a key 

component in smart security applications. 
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Fig 2 ESP32 CAM Module 

 

 GSM Module (SIM900A) 

The GSM Module (SIM900A) is used to send OTPs via 

SMS, enabling an additional layer of security. It operates on 

mobile networks, allowing authentication even in the absence 

of WiFi. This module supports both voice and data 

communication and is widely used in IoT applications. When 

integrated with the Raspberry Pi Pico, it facilitates seamless 

OTP-based verification, ensuring secure access control. 

 

 
Fig 3 GSM SIM 900A 

 

 PIR Motor Sensor 

A PIR Motion Sensor is employed to detect human 

movement using infrared radiation. It triggers the 

authentication process when someone approaches the door, 

helping to optimize power consumption by keeping the 

system in standby mode when not in use. This sensor 

enhances security by preventing unauthorized access and can 

be effectively used in both indoor and outdoor environments. 

 

 
Fig 4 PIR Motion Sensor 
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 LCD 16x2 Display 

The LCD 16x2 Display provides real-time feedback to 

users by displaying authentication status, OTP messages, and 

system alerts. It consists of 16 columns and 2 rows, allowing 

text-based interaction with the user. The display is connected 

to the Raspberry Pi Pico, ensuring easy communication and 

seamless integration into the security system. Its minimal 

power consumption makes it a reliable component for 
embedded applications.[4] 

 

 
Fig 5 16x2 Liquid Crystal Display 

 

 4x4 Keypad 

A 4x4 Keypad serves as an input device for users to 

enter OTPs. This matrix keypad consists of 16 buttons 

arranged in 4 rows and 4 columns. It provides a simple and 

efficient method for user authentication, working in 

coordination with the microcontroller to verify OTP entries. 

Due to their reliability and ease of use, keypads are commonly 

implemented in access control systems. 
 

 
Fig 6 4x4 Keypad 

 Relay Module 

The Relay Module acts as an electronic switch, 

controlling the solenoid lock based on authentication results. 

It serves as an interface between the low-power 

microcontroller and the high-power locking mechanism. By 

using relays, the system ensures the safe switching of 

electrical components without direct physical contact, 

automating the locking mechanism upon successful 
verification. 

 

 
Fig 7 Relay Module 

 

 Solenoid Lock 

The Solenoid Lock is an electronically controlled 

locking mechanism that ensures secure access control. It 

engages or disengages based on authentication approval, 

preventing unauthorized entry. The solenoid lock is 

controlled using a relay module and powered by an external 

power supply. It is widely used in smart door locks, safes, and 

security cabinets due to its robust locking mechanism and 

reliability in high-security applications. 

 

 
Fig 8 Solenoid Lock 

 

IV. METHODOLOGY 

 
The methodology of this project follows a structured 

approach to ensure the development of a secure and efficient 

authentication system. The system integrates biometric 

authentication and OTP verification to provide a dual-layer 

security mechanism. The process begins with the PIR sensor 

detecting motion near the access point, which then activates 

the ESP32-CAM module to capture the facial image of the 

user. This image is processed and compared against a pre-

stored database of authorised users. If a match is found, the 

solenoid lock is triggered to grant access. 
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In cases where facial recognition fails, the system 

initiates a secondary authentication process by generating a 

One-Time Password (OTP). The OTP is sent to the registered 

mobile number through the GSM module via an encrypted 

communication channel. The user must enter the received 

OTP using the 4x4 keypad, which is then verified against the 

generated code. If the OTP matches, the relay module 

activates, unlocking the door. If incorrect attempts exceed the 
predefined limit, the system enters a lock-down mode, 

preventing further access attempts for a specific period.[6] [7] 

 

To enhance user interaction and accessibility, the LCD 

16x2 display provides real-time feedback on authentication 

status, indicating whether access is granted or denied. The 

system is powered using a Li- ion battery (3S BMS) with a 

5V power adapter, ensuring stable operation. The entire 

authentication process is managed using the Raspberry Pi 

Pico, which handles input processing, OTP generation, and 

communication between components using Embedded C and 

C++ programming. 
 

The system architecture is designed to be scalable, 

efficient, and secure, ensuring that unauthorized access is 

prevented while allowing seamless and reliable 

authentication for legitimate users. This methodology ensures 

that the proposed system is suitable for smart homes, offices, 

and high-security areas, offering a robust and technologically 

advanced access control mechanism.[8] 

 

V. CONCLUSION 

 
This project integrates biometric authentication with 

OTP based verification to enhance security for smart homes, 

offices, and high-security areas. The dual-layer approach 

significantly reduces the risk of unauthorized access while 

ensuring user convenience. The system's scalability and 

adaptability make it a viable solution for various security 

applications. 

 

FUTURE SCOPE 

 

Future advancements in this system will focus on 

enhanced biometric authentication, 5G-enabled GSM, and 
LoRa modules for faster and more secure data transmission. 

Power efficiency can be improved with solar-powered 

backups and intelligent battery management for uninterrupted 

operation. Further studies and research should be encouraged 

for the practical application of automation technology in 

authentication. 
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