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Abstract:- Steganography is a method used to conceal 

information, while steganalysis focuses on detecting 

hidden data. In today's digital landscape, steganography 

is often used across open communication channels, 

embedding files, videos, messages, and images within 

other files to obscure their content from unintended 

viewers. However, cybercriminals exploit these 

techniques to covertly transmit data to various devices. 

Traditional endpoint antimalware tools are not typically 

designed to search for hidden data, making the detection 

of steganographic content challenging. The ease with 

which cybercriminals can transmit data using this 

method highlights its potential threat. This paper reviews 

various steganalysis tools and explores the integration of 

antivirus programs for real-time detection to enhance 

data confidentiality. A proof-of-concept for one of the 

steganalysis tools is also provided. 
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I. INTRODUCTION 

 

The confidentiality and integrity of data are paramount 
for both organizations and individuals. Secure data 

transmission methods are critical to preventing tampering, 

unauthorized exchange, or deletion of sensitive information. 

The transfer of confidential data via unsecured internet 

channels presents significant challenges in protecting this 

information. Hackers often seek to break cryptographic 

protections to gain access to private data. Cryptography, by 

encoding information into ciphertext, makes it unreadable to 

unauthorized users, thus safeguarding sensitive data such as 

credit card numbers, bank account details, and business 

communications. This encrypted data can only be decrypted 
with the appropriate key used during encryption [1], [2], [3], 

[4], [5], [6], [7]. 

 

Cryptographic methods can be classified into two main 

types: symmetric key and asymmetric key approaches, both 

of which transform plaintext into ciphertext. Encryption is 

akin to using a secret language that only the sender and 

recipient can understand, ensuring privacy even if the 

message is intercepted (see Fig.1). In symmetric key 

cryptography, the same key is used for both encryption and 

decryption, while in asymmetric cryptography, different keys 
are used—one for encryption (public key) and another for 

decryption (private key). Although both methods provide 

strong protection, asymmetric encryption is often preferred in 
scenarios where secure key exchange is difficult. 

 

However, cryptography alone may not always be 

sufficient to protect sensitive data from more sophisticated 

attacks. While cryptography obscures the content of 

messages, it does not conceal the fact that communication is 

taking place. This is where steganography comes into play as 

an additional layer of security. Steganography, unlike 

cryptography, hides the existence of the communication itself 

by embedding hidden messages within seemingly innocuous 

files, such as images, audio, or video files. This makes it far 
less likely that an observer will even realize that sensitive 

information is being exchanged. 

 

The increasing use of steganography by cybercriminals 

has raised significant concerns in the field of cybersecurity. 

Cybercriminals exploit steganography to transmit malicious 

payloads, command-and-control instructions, or sensitive 

stolen data without triggering traditional detection 

mechanisms. The covert nature of steganography makes it 

especially difficult for traditional antimalware tools to detect 

these hidden communications, further complicating the task 

of securing digital environments. For this reason, 
steganalysis—the study and practice of detecting 

steganography—has become an essential component of 

modern cybersecurity strategies. 

 

Steganalysis seeks to uncover hidden information by 

analyzing the characteristics of digital files and identifying 

patterns or anomalies that indicate the presence of concealed 

data. Various tools and techniques have been developed to 

assist with this process, ranging from simple signature-based 

detection methods to advanced statistical analysis. Despite 

these advancements, detecting steganography remains a 
challenging task, particularly as cybercriminals continue to 

develop more sophisticated methods to embed data in ways 

that evade detection. 

 

Given the rising threat posed by steganography in the 

realm of cybersecurity, this paper aims to review existing 

steganalysis tools and explore their effectiveness when 

combined with real-time antivirus solutions. The integration 

of steganalysis and antivirus tools could significantly 

improve an organization's ability to detect and respond to 

hidden threats, providing a more comprehensive approach to 
data confidentiality. Additionally, the paper presents a proof-

of-concept demonstration of one of the steganalysis tools in 
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action, showcasing its capabilities in uncovering hidden data 

within digital media files. 
 

The goal of this paper is to review existing 

steganography detection techniques, examine various 

steganalysis tools, and explore how these tools can be 

integrated with real-time antivirus programs to enhance data 

confidentiality and security. Additionally, this paper presents 

a proof-of-concept demonstration of one such steganalysis 

tool, showcasing its effectiveness in identifying hidden data 

within digital media. Through this study, we aim to 

contribute to the growing field of cybersecurity by 

highlighting the importance of detecting steganography and 
offering solutions for strengthening organizational data 

protection. 

 

A. Cryptography 

Cryptography is the practice of securing data by 

converting it into an unreadable format known as ciphertext. 

This process ensures the confidentiality, integrity, and 

authenticity of sensitive information during transmission, 

storage, or access. Cryptographic techniques are essential 

for protecting communication over untrusted networks, like 

the internet, preventing unauthorized users from intercepting 

or understanding the message. The two primary categories of 
cryptography are symmetric-key encryption, where a single 

key is used for both encryption and decryption, and 

asymmetric-key encryption, which uses a pair of keys: a 

public key for encryption and a private key for decryption 

[8], [9] [10]. 

 

Symmetric encryption methods, such as AES 

(Advanced Encryption Standard) and DES (Data Encryption 

Standard), are efficient and widely used for encrypting large 

volumes of data. Asymmetric encryption algorithms, like 

RSA (Rivest-Shamir-Adleman) and ECC (Elliptic Curve 
Cryptography), are often employed for securing key 

exchanges and digital signatures, ensuring both 

confidentiality and integrity [10]. 

 

Cryptography serves various purposes beyond just 

securing communication. It plays a vital role in ensuring data 

authenticity through digital signatures and hashes, non-

repudiation through public key infrastructure (PKI), and 

secure storage through encrypted files and databases. 

However, as encryption algorithms evolve, so too do the 

methods that aim to break them, such as cryptanalysis [11]. 
 

B. Cryptanalysis 

Cryptanalysis is the science of analyzing cryptographic 

algorithms and systems to discover weaknesses that can be 

exploited. The ultimate goal of cryptanalysis is to decrypt the 

ciphertext without having access to the secret key, thus 

gaining unauthorized access to the original message. 

Cryptanalysis often involves both theoretical and practical 

approaches to finding vulnerabilities in encryption methods, 

such as weak key generation, algorithmic flaws, or improper 

implementation. 

 
 

One of the most common cryptanalysis techniques 

includes brute force attacks, where every possible key 
combination is tested until the correct key is found. Other 

methods, such as differential cryptanalysis or linear 

cryptanalysis, focus on analyzing patterns in the ciphertext 

that can reveal information about the encryption process 

[11]. 

 

Mathematical and statistical tools are frequently used to 

carry out cryptanalysis. By understanding the structure and 

characteristics of the cipher being used, cryptanalysts can 

uncover subtle flaws or overlooked design weaknesses that 

make an algorithm vulnerable to attack. Advances in 
quantum computing have posed a potential threat to 

traditional encryption algorithms, as quantum cryptanalysis 

could break current standards like RSA and ECC much faster 

than classical computers [12]. 

 

C. Steganography 

Steganography is a data-hiding technique that focuses 

on concealing the existence of information by embedding it 

within other, typically innocuous, digital media files such as 

images, videos, audio files, and even text documents. Unlike 

cryptography, which makes data unreadable but does not 

conceal its existence, steganography hides the presence of the 
data itself, making it more difficult for potential attackers to 

detect that communication is taking place [13]. 

Steganography derives from the Greek words steganos 

("covered") and graphein ("writing"), which together mean 

"concealed writing." The technique has a long history dating 

back to ancient times. Early examples include hiding 

messages within wax tablets or shaving the head of a slave, 

tattooing a message on the scalp, and allowing the hair to 

regrow, thereby concealing the message. The concept was 

formally documented by Johannes Trithemius in his 1499 

book Steganographia, which explored methods for hiding 
secret messages [14][14], [15]. 

 

The effectiveness of steganography lies in its ability to 

blend sensitive information with normal digital files without 

altering their outward appearance. For example, in image 

steganography, data can be embedded in the least significant 

bits (LSB) of pixel values, which allows minor modifications 

to the image without creating noticeable visual changes to the 

human eye. This makes steganography ideal for use in covert 

communications, especially over public and unsecured 

networks [16]. Modern steganographic systems often embed 
data in multimedia objects like images, audio, or video files, 

which are frequently shared across the internet [17]. 

Steganography can be classified into several categories based 

on the type of cover medium used: 

 

 Image Steganography 

This method hides secret data within digital images. It is 

one of the most popular forms of steganography due to the 

abundance of image files shared online. The least significant 

bit (LSB) technique is commonly used, embedding hidden 

information in the lower bits of each pixel, which minimally 

affects the overall appearance of the image. 
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 Audio Steganography 

In this technique, secret data is embedded within audio 
files. By slightly altering the frequency spectrum or the phase 

of an audio signal, hidden information can be encoded. 

Techniques like LSB, phase coding, spread spectrum, and 

echo hiding are used in audio steganography. 

 

 Video Steganography 

Similar to image steganography, video steganography 

involves hiding data in the individual frames of video files. 

The added advantage of video files is that they consist of 

multiple images (frames) and sound, providing larger data-

hiding capacity. Popular formats like MPEG, AVI, and MP4 
are commonly used for embedding secret data in video 

streams. 

 

 Text Steganography 

This method conceals data within text files. It is 

considered the oldest form of steganography. Modern 

techniques involve hiding data by manipulating text 

formatting, altering letter positions, or using linguistic 

methods to embed information in the structure of the text. 

 

D. Practical Applications of Steganography 

Steganography has a variety of legitimate applications 
in securing sensitive information, such as storing encrypted 

passwords within files or securely transmitting confidential 

data over insecure communication channels. It can also be 
used for watermarking digital media, protecting intellectual 

property rights by embedding ownership information that is 

invisible to users but detectable with specific tools [19]. 

 

However, steganography also has its darker 

applications. Cybercriminals often use steganographic 

techniques to hide malicious code or covertly exfiltrate 

sensitive data from compromised systems without detection. 

Combined with encryption, steganography presents 

significant challenges for cybersecurity systems, making 

detection efforts more complex. Despite this, advancements 
in steganalysis have made it possible to detect hidden data 

and mitigate threats through specialized tools and 

methodologies [20]. 

 

This paper aims to explore various steganography 

detection techniques and tools to uncover hidden messages 

within common digital files (text, multimedia, and 

documents). By leveraging advanced steganalysis methods, it 

is possible to enhance the detection of hidden content, 

ensuring that steganographic attacks can be neutralized 

before they compromise data security. 

 

 
Fig. 1. Techniques of Steganography 
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II. STEGANALYSIS TOOLS AND TECHNIQUES 

 
Steganalysis refers to the process of detecting, 

extracting, and manipulating hidden data within 

steganographic files. The field of steganalysis focuses on 

revealing the existence of covert messages embedded in 

digital media. Unlike cryptography, where the encrypted 

message is visible but unreadable, steganography hides the 

message entirely, making detection more challenging. 

Steganalysis is therefore crucial for uncovering these hidden 

messages, particularly in cases where steganography is used 

for malicious purposes [19]. 

 
Two primary types of steganalysis exist: signature-

based and statistical-based techniques. The distinction lies 

in the method used for detection: either by identifying 

specific signatures left by steganography tools or by 

analyzing statistical anomalies in the media. 

 

A. Signature Steganalysis 

Signature-based steganalysis detects hidden messages 

by identifying specific signatures or patterns introduced into 

the digital media by steganographic algorithms. When data is 

embedded within an image, audio, or video file, certain 

steganography tools leave identifiable markers, such as 
degradation of the file quality or repeated patterns at the end 

of the file. These markers can be detected using signature-

based steganalysis tools, making it possible to determine 

whether steganography was employed. 

 

For instance, some tools may append a specific string of 

characters to the end of a file when injecting hidden data. 

These signature strings act as flags, enabling forensic 

investigators to uncover hidden messages. By comparing 

known signatures from different steganographic methods 

with the target media, the detection process can be 
automated. Signature-based detection methods are efficient, 

but they depend heavily on the availability of known 

signatures and may be ineffective against steganographic 

methods that leave no visible trace [19], [20] (see Fig.2). 

 

B. Statistical Steganalysis 

Statistical steganalysis is more sophisticated and 

involves analyzing the statistical properties of a digital file to 

detect hidden information. Rather than relying on specific 

signatures, this method examines anomalies or irregularities 

in the file’s structure. For example, the Least Significant Bit 

(LSB) substitution method alters the least significant bits of 

pixel values in an image to store hidden data. This change 

may introduce subtle distortions in the statistical distribution 

of pixel values, which statistical steganalysis can detect [21]. 

 

Other statistical methods include analyzing the 

frequency of color changes, detecting the noise patterns in 

audio files, or examining the statistical distributions of video 

frames. These techniques are highly effective at uncovering 

steganographic content even when no obvious signatures are 

present. However, they may require substantial 

computational resources and expertise in mathematical 
modeling to detect small statistical deviations introduced by 

steganography [21], [22], [23], [24], [25], [26]. 

C. Universal Statistical Steganalysis 

Universal statistical steganalysis refers to detection 
methods that are adaptable and do not require prior 

knowledge of the specific steganographic technique being 

used. This makes it a powerful tool for detecting hidden 

messages regardless of the embedding method employed. 

Unlike signature-based steganalysis, which depends on 

known patterns, universal statistical techniques analyze the 

underlying statistical properties of the file in question, 

allowing them to detect steganography even when the 

method is unknown [8], [9], [11], [16], [17], [19], [20], [22], 

[24], [25]. 

 
For instance, by analyzing the natural statistics of an 

image and comparing them with the altered statistics after 

data embedding, universal statistical methods can expose 

hidden information. Such approaches are versatile and can be 

applied to various media types (e.g., images, audio, video), 

making them a critical tool for steganalysis in general-

purpose cybersecurity applications.[8], [9], [11], [16], [17], 

[19], [20], [22], [24], [25]. 

 

III. STEGANOGRAPHY TOOLS AND 

TECHNIQUES 

 
Steganography involves embedding secret information 

within seemingly harmless files. The goal is to prevent third 

parties from realizing that any hidden data exists at all. A 

variety of techniques and tools have been developed to 

achieve this, allowing users to hide data in images, audio 

files, videos, and other digital formats. 

 

A. Steganography Techniques 

Digital steganography conceals information by 

embedding it within a carrier file, which could be an image, 

audio clip, video file, or even a simple text document. The 
cover file remains functional and retains its original 

appearance, making it difficult to detect without specialized 

analysis. Fig 3 provides an illustration of how digital 

steganography works [12], [13], [14], [21], [23], [26], [27]. 

 

Popular techniques used in digital steganography 

include: 

 

 Least Significant Bit (LSB) Substitution 

This is one of the simplest and most widely used 

methods. It works by replacing the least significant bits of 
each byte in an image or audio file with bits from the hidden 

message. Since the changes are so minor, they do not affect 

the overall quality of the media. 

 

 Transform Domain Techniques 

These methods hide data in the transformed coefficients 

of a media file, such as the frequency domain of an image or 

the discrete cosine transform (DCT) of a video. The hidden 

information is embedded in the less perceptible regions of the 

file, making detection more challenging. 
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 Spread Spectrum 

In audio steganography, this method spreads the hidden 
data over a wide frequency range in the audio signal, making 

it resistant to noise and compression techniques. 

 

 Statistical Methods 

These methods hide data by manipulating the statistical 

properties of the media file, such as changing the distribution 

of pixel values in an image or altering the bitrates in an audio 

file. 

 

B. Steganography Tools 

Several software tools have been developed to facilitate 
the embedding of hidden data in various types of files. Table 

I lists some of the most common steganography tools and the 

file formats they support: 

 

Table 1. Steganography Previous Tools 

 
 

These tools offer users the ability to hide sensitive data 

within digital media files, whether for legitimate purposes 

such as secure data transmission or malicious purposes like 

hiding malware. It is important to note that while these tools 

make it easy to embed hidden messages, they also present 

challenges for cybersecurity experts tasked with detecting 

steganographic content in a digital forensic investigation. 

 

IV. EXPERIMENT AND RESULTS ANALYSIS 

 
We developed a Python-based tool designed to monitor 

directory changes in real time. This tool leverages the 

Python Watchdog library, which tracks file creation or 

modification events within a specified directory. Whenever a 

file is created or altered, the tool immediately notifies the 

user. 

 

For the experiment, we combined this Python tool with 

a Docker image containing several steganography detection 

tools. The focus was on JPG files, given the widespread use 

of image steganography. Specifically, we employed the 

Stegovirtas tool to detect hidden data within these image 
files. The results showed successful identification of 

steganographic content, proving the effectiveness of our 

combined approach. 
 

Table 2. List of Steganography tools 

 
 

Fig. 4 illustrates the steganography detection workflow, 

while Fig. 5 and Fig. 6 demonstrates how the tool analyzed 

an image containing steganography created with the JPHIDE 

tool. 

 

 
Fig. 2. Signature Embedded to the End of the File 

 

 
Fig. 3. Technique of Digital Steganography Process 
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Fig. 4. Schematic Diagram 

 

V. CONCLUSION AND FUTURE WORK 

 

Steganography, particularly when combined with 

cryptography, is an effective means of secure 

communication. Although the technique is not widely used, 

its potential for cybercriminal activity is significant. This 

paper reviews current steganographic methods and detection 

tools, along with a practical experiment. However, further 

research is needed to enhance detection across various file 

types. Future work could focus on integrating steganalysis 

tools with antivirus software for real-time detection, 
providing stronger data confidentiality. 
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Fig. 5. Example of Steganography for Images 

 

 
Fig. 6. Steg Detection 
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