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Abstract Phishing attacks remain one of the most
pervasive cybersecurity threats facing organizations
today, often resulting in data breaches and significant
financial losses due to human error. This study
investigates the effectiveness of using automated phishing
contests, facilitated through the KnowBe4 platform, to
enhance cybersecurity awareness among employees
within a small organization. The research was conducted
in two phases: an initial phishing simulation where
employees were not forewarned or trained and targeted
cybersecurity training focused on identifying phishing
emails. A second phishing contest, after a five-month
interval, was utilized to measure the effectiveness of the
training intervention.

The data from both challenges were analyzed to measure
changes in employee behavior, concentrating on detection
rates and response patterns. Results indicated a
noticeable improvement in employees' ability to recognize
phishing emails after training, though some gaps
persisted, particularly with more sophisticated phishing
templates. The study also explored which phishing emails
were most challenging to detect and examined factors
influencing employee engagement in these simulations.
These findings highlight the value of structured phishing
awareness training in strengthening an organization's
cybersecurity defenses and provide actionable insights for
designing more effective cybersecurity education
programs.
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L INTRODUCTION

In today's digital world, phishing has emerged as one of
the most continuing cybersecurity threats, targeting
individuals and organizations. This is a malicious practice
where tactics are executed to fool users into disclosing
sensitive information, like passwords or financial
information. Most of these types of attacks are carried out via
emails or messages (He & Zhang, 2019). Major cyberattacks
often remind us that vulnerabilities exist in our digital
environment. The 2013 breach in Target data led to the loss
of 40 million credit and debit card numbers, which amassed
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millions of customers to compensate for huge losses to the
retailer financially and reputationally (De Bona & Paci,
2020). Similarly, the 2017 breach in Equifax exposed the
personal details of approximately 147 million individuals,
which had devastating consequences due to a lack of
cybersecurity measures (Shahbaznezhad et al., 2021). More
recently, the SolarWinds attack in 2020 has shown how such
cyber-attacks can infiltrate major corporations and
government agencies, affecting security at a national level
(Alshaikh & Adamson, 2021).

These incidents define the need for corporations to
instill a culture of cybersecurity awareness. As phishing
attacks become more realistic, employees often find
themselves at the frontline of defense against such threats. By
enhancing cybersecurity awareness, organizations can better
protect themselves against cyberattacks and safeguard their
sensitive information. Much of that defense involves training
employees since human error is still among the weakest links
in cybersecurity attacks. Educating employees about the
dangers of phishing and training them to recognize and
respond to threats is critical to keeping organization assets
and data safe (Pouraimis et al., 2019).

In the context of spreading cybersecurity awareness
amongst employees, KnowBe4 is one of the leading players.
It offers automated phishing contests and comprehensive
training modules, which can be used to enhance employees'
vigilance against phishing attempts. With its innovativeness,
KnowBe4 is the linchpin in helping an organization fortify its
cybersecurity posture and contribute to making the digital
world a safer place. The company was founded in 2010 by
Stu Sjouwerman and has since emerged as a leader in helping
organizations fight against the continuously evolving threat
of cybercrime. With a mission to educate and empower
employees, KnowBe4 focuses on transforming the human
element of security into a strong defense against phishing and
other cyber threats (Daengsi et al., 2021).

KnowBe4's platform is designed to provide
organizations with comprehensive tools for training
employees and simulating phishing attacks. The platform is
very easy to use and designed for administrators to manage
training programs and track employee progress with ease.
With this platform, an organization can conduct realistic
phishing simulations to test employee awareness and
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readiness. These customizable simulations allow companies
to tailor the scenarios to their specific needs (Grassegger &
Nedbal, 2021). KnowBe4 provides training content in
volumes hosted on interactive modules, videos, and quizzes
about various topics related to cybersecurity awareness. It
provides them with interesting insights into the work and
reinforces their knowledge of potential threats. Reporting and
analytics within the platform are available to show the
employee performance of simulations and training.
Administrators can easily identify areas where employees
may need additional support or training. Aside from
awareness, KnowBe4 provides them with the capability to
respond appropriately in instances of phishing, such as
reporting suspicious emails and identifying certain red flags.
The platform is designed to continuously update its database
with state-of-the-art phishing trends and tactics. It thus keeps
employees informed about relevant and timely information
needed to protect against emerging threats (Chatchalermpun
& Daengsi, 2021). Automation of scheduling phishing
simulations and training sessions contributes to less need for
constant manual intervention by administrators. To take it to
the next level, KnowBe4 has designed its training to include
gamification through leaderboards and rewards for the most
cybersecurity-aware employees.

In a nutshell, KnowBe4 is an incredibly powerful
solution for organizations that properly train employees and
use real-world phishing scenarios. KnowBe4 is instrumental
in establishing a knowledgeable and alert culture that will
likely reduce the risks of phishing and other cyber threats
(Hijji & Alam, 2022).

» Purpose of Study

This study evaluates the effectiveness of automated
phishing  contests facilitated through  KnowBe4's
cybersecurity training platform in enhancing employee
awareness and reducing susceptibility to phishing attacks
within an organizational setting. The present study instead
investigates how employee performance in correctly
identifying phishing emails has changed following targeted
training and seeks to contribute to an understanding of how
structured cybersecurity training programs may shape
employee behavior. The findings of this research would make
the best practices for comprehensive cybersecurity awareness
initiatives in organizational defense against phishing threats
possible.

» Key Questions Answered by this Study:

e To what extent does targeted cybersecurity training using
automated phishing contests reduce employee
susceptibility to attacks over time?

e Which specific type of phishing emails does the employee
have the most difficult time identifying, even after
training, and where is awareness lacking?

e In a bid to answer these questions, the study gives
evidence-based recommendations that may be adopted by
organizations to advance cybersecurity training
effectively in reducing the risks of phishing-related data
breaches.
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» Problem Statement

Phishing attacks remain one of the most prevalent and
damaging cyber threats organizations face today. Despite
ongoing efforts to educate employees about cybersecurity,
many organizations experience data breaches due to human
error and a lack of awareness regarding phishing tactics.
Employees are often the first line of defense against such
attacks, yet they frequently fall victim to cleverly disguised
phishing emails, leading to significant financial and
reputational losses (Sabillon, 2020).

While automated phishing simulation platforms, like
KnowBe4, offer organizations tools to test and train their
workforce, there is limited empirical evidence on the
effectiveness of these tools in changing employee behavior
and reducing susceptibility to phishing over time. This study
addresses this gap by investigating whether participation in
automated phishing contests and targeted training can
improve employees' ability to detect phishing attempts. By
assessing the impact of these training interventions, this
research seeks to provide actionable insights for
organizations looking to enhance their cybersecurity posture
through employee education and awareness.

II. METHODOLOGY

» Data Collection

The research study applied a quantitative approach to explore
the effectiveness of automated phishing contests in enhancing
cybersecurity awareness among organizational employees.
The data was collected through controlled phishing
simulations using KnowBe4's automated phishing contest
platform. The study was conducted within a small
organization with approximately 90 salaried employees.

e The Data Collection Process Was Carried Out in Two
Distinct Phases:

Pre-Training Test: In the initial phase, employees went
through a phishing competition without notice or training on
the subject. The object of this assessment was to establish a
baseline measure of employees' susceptibility to phishing
attacks. KnowBe4's platform was used to send out 10
phishing emails to all participants, utilizing templates
provided by the platform to mimic real-world phishing
scenarios. Employees were monitored to see whether they
would identify or fall victim to these phishing attempts. Of
the 90 employees, 56.72% actively responded to all phishing
emails, while 43.28% did not engage with all 10 emails. The
results in this phase were downloaded as an Excel file for
analysis.

Post-Training Test: Subsequent to the initial testing,
employees received specific training in identifying phishing
emails, with an emphasis on the main precursors, such as
links, sender addresses, and odd requests.

After five months, the phishing contest was repeated on
the same platform using exactly the same templates to
compare pre-training versus post-training performances in
support of the intervention's effectiveness. Again, data was
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extracted in Excel format from KnowBe4's platform for
further analysis.

It included the collected data on employee response for
each phishing email, whether it was identified as phishing or
they fell victim to the simulated attack. Other than that, the
non-participation of some employees would also be noted to
ensure that the analysis is thorough.

» Data Analysis

The analytics of data were informed by the comparison
of performance of employees before and after the training
invention in identifying phishing emails. This involved
structuring and analyzing the data from the KnowBe4
platform using Excel and reviewing the performance of the
cybersecurity training program.

e Descriptive Statistics:

The raw data from both rounds of phishing contests
were imported into Excel for analysis. Descriptive statistics
were calculated for both the pre-training and post-training
assessments, such as the number of successful phishing
detections, click-through rates, and the percentage of
employees who fell for each phishing attempt. The analysis
focused on identifying trends and patterns in employee
behavior regarding phishing awareness.

o Comparison of Pre- and Post-Training Results:

To evaluate the impact of cybersecurity training, a
comparative analysis was conducted between the results of
the first and second phishing contests. Key performance
metrics were compared, such as the rate of phishing email
detection and the reduction in the number of employees who
fell for phishing attempts. The difference in performance
metrics before and after the training intervention was used to
measure the effectiveness of the training program.
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o Gap Analysis:

This was part of the analysis that attempted to ascertain
very specific areas where employees continued to fail in
recognizing phishing attempts even after training. This
entailed an examination of the types of phishing emails that
resulted in the highest failure rates in both rounds. The results
of this analysis were used to refine and enhance future
training sessions to address these specific knowledge gaps.

e Participation Analysis:

Special attention was given to the participation rates,
particularly among the 8 employees who did not engage with
all the phishing emails. This allowed the understanding of the
impact of non-participation in training on the overall
effectiveness of the training and whether there was an
association between non-participation and cybersecurity
awareness levels.

This study provided insight into automated phishing
contests and their role in strengthening cybersecurity
awareness by the employees through comparisons between
pre-and post-training data. The results of this analysis were
used to develop recommendations for optimizing
cybersecurity training programs in similar organizational
contexts.

I11. RESULTS/FINDINGS

It was observed that the employees paid more attention
to phishing emails after the training than before. Also, the
participation rate increased from pre-training to post-training
rounds. Furthermore, the rate of reporting phishing emails
also increased as employees became more aware of the
importance of reporting phishing emails.
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Fig 1 The Illustration Shows the Results of An Uninformed Phishing Contest
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As illustrated in Figure 1, the average participation rate
among employees was 56.72%. Within this group, 13.21% of
participants were "trapped" by the phishing emails, indicating
they clicked on the malicious links embedded in the
messages. In contrast, 43.51% of the employees correctly
detected and reported the phishing emails using the "Phish
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Alert" button. A significant portion of 43.28%, however, did
not respond at all to the email, neither reporting nor clicking
any link from the phishing emails. No response happened,
though, which creates some gaps in engagement or awareness
that may need further attention.
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Fig 2 The Illustration Shows the Results of An Informed Phishing Contest

Round 2 of the phishing contests was conducted after
analyzing the results from Round 1 and providing targeted
training to employees. Figure 2 shows a significant decrease
in the number of employees who fell for phishing attempts,
with the "trapped" rate dropping to just 2.87%. Besides, the

response rate increased sharply to 80.34%, indicating that
participation was better after the training. A minority of the
respondents did not respond (19.66%), although this was far
below the rate from the first round.

Table 1 The Illustration Shows the Average of the Results of Uninformed and Informed Phishing Contest

Round 1 Average Round 2 Average

Trapped to Phishing 13.21% Trapped to Phishing 2.87%
Reported Phishing 43.91% Reported Phishing 77.47%
Neither reported not clicked 43.28% Neither reported not clicked 19.66%

The results from the two rounds of phishing challenges
showcase how targeted cybersecurity training decreases the
susceptibility of an employee to phishing attacks: Round 1,
where no prior training was given to employees, had a
participation rate of 56.72%, while 13.21% of participants
clicked on phishing links, indicating their unawareness.
However, a large number of the employees (43.28%) did not
respond. By analyzing those results and by giving specific
training and real perception, round 2 showed improvement in
a significant manner: now participation increased to 77.47%,
and the percent of those who fell for phishing attempts
dropped to a very small number, that is, 2.87%. It also
decreased the rate of non-participation to 19.66%, reflecting
an improvement in the level of watchfulness and response.
The evidence here will be that focused and structured training
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can improve employee detection and response to phishing
attacks, hence securing an organization from cyber threats.

» Limitations

As this research was conducted in a small organization
with about 90 employees, it cannot be generalized easily. The
findings may not relate to much larger organizations or other
industries that face different challenges in cybersecurity and
demographics. The motivation of the employees or interest in
topics related to cybersecurity could be some of the factors
that influenced the rates of participation in the phishing
simulations, thus potentially leading to biased results.
Employees highly interested in cybersecurity issues could
have participated more readily. The study did not explain why
all employees did not participate in every phishing email. The
reason for non-participation, for instance, time factor or
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ignorance, could form a good hypothesis that would shed
light on how to modify future training programs. These
constraints mean that though the study provided important
insights, there was a need for more extensive and diverse
samples, longer periods of follow-up, and extra control
measures to aid in establishing a well-rounded understanding
of the performance of automated phishing training programs.

Iv. CONCLUSION

Thus, findings from this study have demonstrated the
significance of automated phishing contests in improving
cybersecurity awareness among employees. It has been
established through the study, based on the KnowBe4
platform, that structured phishing simulations and targeted
training enhance the capability of employees to recognize and
respond to phishing attempts. The results showed a well-
evident decrease in susceptibility to phishing attacks after
training, which is another piece of evidence that supports
regular cybersecurity education in improving organizational
defenses.

This also tends to show that more sophisticated phishing
emails remained an Achilles heel in this study, in which one-
shot training is perhaps unlikely to completely close gaps in
employee knowledge. The results point toward increasing
demand for continuous adaptive training programs that would
change with the dynamics of developing cyber threats.
Investment in frequent, automated phishing simulations and
bespoke training can assist organizations in developing their
employees into the first line of defense against all different
types of cyberattacks. The insights drawn from this study
provide a substantial basis on which to improve cybersecurity
training  strategies, further helping to strengthen
organizational security postures.

While this study demonstrated the effectiveness of
automated phishing contests in enhancing cybersecurity
awareness, several areas warrant further investigation, such
as exploring the long-term impact of phishing simulations
and training on employee behavior by conducting follow-up
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assessments over a more extended period (e.g., one to two
years). This would provide insights into how well employees
retain phishing detection skills over time and identify the
optimal frequency of training refresher. Investigating the
effectiveness of personalized phishing simulations based on
an employee's role, level of access, or prior performance in
phishing tests could reveal whether tailored training improves
engagement and detection rates compared to one-size-fits-all
approaches. Such a study conducted across different
organizations in various industries and of various sizes may
provide a better look at how organizational culture, industry-
specific threats, and employee demographics influence the
effectiveness of phishing awareness training. By addressing
these, future studies could further refine how organizations
go about influencing and developing their strategies in
improving cybersecurity posture through employee education
and awareness.

» Ethical Consideration

Participants were informed about the objectives and
coverage scope of the study, the sequence that it would
follow, and that their participation was entirely voluntary.
Results of the contest that would be used in analyzing the
knowledge gaps were kept confidential and stored on a
password-protected laptop locked from accessibility by
anyone except the authors of this research. KnowBe4 ensures
that they are strict about their privacy policies, thus assuring
that organization-wide data cannot be given away outside;
employees have access to just their information. Any private
or confidential data were destroyed through proper disposal
after the study was completed. In addition, privacy directions
for respondents, set by the Institutional Review Board, were
followed throughout this research process.

APPENDIX

In order to protect the privacy of the participants some
examples of email templates have been shared. Others were
more personal in nature and contained either email addresses
or the office address of the participant.
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