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Abstract:- The modernization of the U.S. maritime fleet is
crucial to maintaining competitiveness in an evolving
global landscape. This review examines the economic and
regulatory challenges of implementing digital twins and
autonomous vessels within this sector. Digital twins
provide a virtual replica of vessels, enabling real-time
monitoring, predictive maintenance, and operational
efficiency, while autonomous vessels promise cost savings
and enhanced safety by minimizing human error.
However, adopting these technologies poses significant
challenges, including high initial investment, integration
with legacy systems, and regulatory gaps. This paper
discusses the current limitations within U.S. regulatory
frameworks, economic impacts, and international
standards that impact fleet modernization efforts. It
further discusses collaborative approaches to overcome
funding and technical barriers, emphasizing the need for
dynamic, adaptive regulations to balance innovation with
safety and compliance in an increasingly automated
maritime industry.
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I INTRODUCTION

» Overview of U.S. Maritime Fleet Modernization

The U.S. maritime fleet, particularly the Navy, faces
critical challenges in modernization and expansion due to a
combination of external pressures and internal constraints
(Hattendorf, 2004). While the U.S. Navy still maintains
technological superiority and well-trained sailors, its fleet
size has diminished in comparison to rising global powers
like China, which currently operates a larger naval fleet with
over 370 ships. Additionally, supply chain disruptions, labour
shortages, and budgetary constraints have slowed the
shipbuilding process, leading to a significant backlog in the
construction of key ships, including the Virginia-class
submarines and Constellation-class frigates (Sadler, 2021).

The U.S. Navy's shipbuilding plan for FY 2025 has also
been met with criticism, as the budget only includes funding
for six new ships, while 19 older vessels are scheduled for
decommissioning. This reduction could undermine efforts to
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modernize the fleet at a time when maintaining global naval
competitiveness is critical (Wood; 2020).

Furthermore, the shipbuilding industry itself is
grappling with labour shortages, aging shipyards, and
insufficient private investment in modernization. Some
analysts advocate for adopting innovative strategies, such as
using smaller, regional shipyards and decentralizing
production to mirror the efficiency of industries like
automotive manufacturing (Collins & Grubb, 2008).

On the regulatory front, the U.S. government has been
working on new decarbonization and emissions reduction
strategies to meet environmental goals. Initiatives such as the
National Blueprint for Transportation Decarbonization,
spearheaded by the Department of Energy and other federal
agencies, aim to modernize U.S. maritime operations
(Martinez et al., 2018).

However, without the U.S. Coast Guard's full
involvement in the decarbonization plan, the maritime sector
still lacks a cohesive strategy to meet long-term sustainability
objectives. Incentives like the Inflation Reduction Act and the
Renewable Fuel for Ocean-Going Vessels Act could
potentially offer financial support, but much remains to be
done to align these programs with the specific needs of the
maritime industry (Henry, 2024).

The need for modernization and technological
advancements in the U.S. maritime fleet has become
increasingly pressing due to evolving global challenges and
advancements in military technology. The rise of new threats,
such as hypersonic missiles, advanced submarine technology,
and cyber warfare capabilities, has created vulnerabilities in
the current fleet's defense systems (Dodge, 2024). To address
these challenges, the U.S. Navy is pursuing innovations that
emphasize greater survivability, adaptability, and operational
efficiency in the fleet. For example, the development of the
DDG(X) destroyer program focuses on advanced surface
warfare capabilities, including the integration of lasers and
railguns for missile defense, while improving fuel efficiency
and reducing emissions by up to 25% compared to older
models (Musgrave 1975).
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The U.S. maritime fleet, a critical component of national
defense and power projection, includes advanced aircraft
carriers as its centerpiece as shown in Figure 1. These carriers
serve as floating airbases capable of housing, launching, and
recovering fighter jets and other aircraft, allowing for rapid
deployment of air support across global waters (Gordon,
2006). Each carrier is supported by a task force of destroyers,
cruisers, and submarines, forming a strike group that offers a

Moreover, the fleet's ability to operate in a decision-
centric warfare environment is crucial as the Navy faces more
complex maritime security challenges. The rise of passive
sensor networks, quiet submarines, and "smart" mines
necessitates technological enhancements, such as unmanned
systems, Al-driven decision-making tools, and improved
cyber defenses. These advancements will not only enhance
the fleet's effectiveness in high-threat environments but also
ensure that it remains agile and capable of incorporating
future technologies. In short, fleet modernization is not just
about replacing aging vessels but also about future-proofing
the U.S. Navy to face both current and emerging threats in a
sustainable and technologically advanced manner (Clark &
Walton, 2019).

» Introduction to Digital Twins and Autonomous Vessels

Digital twins in maritime operations are sophisticated
virtual representations of physical vessels, systems, or even
entire maritime environments, powered by real-time data
collected through 10T sensors. These digital models are used
for various applications, from enhancing operational
efficiency to predictive maintenance and route optimization
(Raza et al., 2022; Javaid et al., 2023).

A digital twin integrates data from sensors embedded
across a ship, which monitor key operational parameters like
engine performance, hull stress, and cargo conditions. This
data is processed using advanced Al algorithms to predict
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robust blend of offensive and defensive capabilities. Aircraft
carriers, such as those in the Nimitz and Ford classes, feature
expansive flight decks and advanced technologies that
enhance their operational range and versatility, enabling the
U.S. Navy to respond to diverse challenges, from
humanitarian missions to combat operations (Reagan,
Nimitz-class aircraft carrier).

maintenance needs, identify inefficiencies, and optimize
routes based on historical and real-time data. This ability to
simulate ship operations virtually allows maritime companies
to plan operations more efficiently, reduce downtimes, and
enhance cargo management, especially for sensitive or
perishable goods (Prabowo, 2021).

In the context of U.S. maritime modernization, digital
twins  offer significant potential for  operational
improvements. By simulating various scenarios, these tools
can help decision-makers strategize vessel modifications,
enhance safety protocols, and increase fuel efficiency. For
instance, the use of digital twins in optimizing fuel
consumption can contribute to sustainability efforts, reducing
greenhouse gas emissions (Nitonye et al., 2024)

As the adoption of digital twins expands in the maritime
sector, challenges like high initial investment, integration
with legacy systems, and the need for skilled personnel in
data analytics and maritime operations must be addressed.
Nevertheless, the long-term benefits in terms of cost savings,
operational efficiency, and safety make digital twins a crucial
element of the future of maritime fleet management (Islam,
2024)

Autonomous vessels offer numerous benefits and
applications, marking a pivotal shift in the maritime industry.
One of the key advantages is enhanced safety, as these vessels
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reduce human involvement in hazardous environments, such
as during extreme weather conditions or complex navigation
scenarios. By removing human error from certain operations,
autonomous systems can significantly reduce accidents,
collisions, and potential environmental damage, such as oil
spills (Cheema & Sarandinaki, 2024).

Figure 2 illustrates an innovative application framework
for a digital twin-driven Autonomous Maritme Surface
Vessel (AMSV) system. This framework comprises four
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layers: the physical layer, digital twin layer, data layer, and
application layer. The physical and digital twin layers mirror
each other in terms of sensor setup, control architecture, and
environmental dynamics, allowing for comprehensive data
collection from the digital twin layer, which is further
enriched with offline data from the physical layer. Machine
learning models are trained and evaluated within the digital
twin layer before being deployed on the physical layer. Once
initial validation is complete, these models proceed to real-
world testing.
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Fig 2 Application framework for a digital twin-driven AMSV system. The framework is organized into four layers, forming a

cohesive and integrated digital twin system that streamlines model training and deployment for AMSVs.
Source: Raza et al., (2022). Towards integrated digital-twins: An application framework for autonomous maritime surface vessel
development. Journal of Marine Science and Engineering, 10(10), 1469.

Autonomous vessels also offer cost savings by
optimizing operations. For instance, these ships can execute
more efficient routes, reducing fuel consumption and
lowering emissions, which contributes to both economic and
environmental goals. This level of efficiency extends to
search and rescue operations, where autonomous systems
equipped with advanced sensors and computer vision can
more quickly detect and respond to emergencies (Cheema &
Sarandinaki, 2024).

Another major benefit is their use in hydrographic
surveys, where unmanned vessels can perform precise and
repetitive tasks without the need for crew, reducing both labor
and operational costs. Additionally, autonomous technology
can be retrofitted to existing vessels, making it a versatile
option for modernizing the current fleet (Weiger & Pribyl,
2017).
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Autonomous ships are also playing an increasing role in
defense, enabling more efficient surveillance and
reconnaissance missions. The technology allows for the
remote control of smaller, unmanned vessels that can be
rapidly deployed and operated at a lower cost, making them
ideal for military operations. As the maritime industry
continues to grapple with a shortage of seafarers, the adoption
of autonomous vessels is expected to grow, providing a
solution to workforce gaps while maintaining operational
continuity (Cheema & Sarandinaki, 2024).

> Scope and Purpose of the Review

The scope of this review encompasses the economic and
regulatory challenges associated with the implementation of
digital twins and autonomous vessels in the modernization of
the U.S. maritime fleet. These technologies have the potential
to revolutionize fleet management, operational efficiency,
and safety. However, their adoption also presents a complex
set of challenges, including high initial costs, integration with
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existing maritime infrastructure, and a regulatory framework
that has not yet fully adapted to the rapid pace of
technological innovation.

The purpose of this review is twofold. First, it aims to
analyse the economic barriers to the widespread
implementation of digital twins and autonomous systems in
U.S. maritime operations. These include the costs of
technological adoption, maintenance, and training, as well as
the financial implications of retrofitting older vessels or
building new ones to accommodate these technologies
(Cheema & Sarandinaki, 2024).

Second, the review will explore the regulatory hurdles,
particularly the current gaps in legislation that could delay or
complicate the integration of these innovations. The U.S.
Coast Guard and other regulatory bodies are still developing
guidelines to address safety, liability, and operational
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protocols for autonomous vessels, which is critical to
ensuring both national security and commercial viability
(Weiger & Pribyl, 2017).

1. DIGITAL TWINS IN THE U.S.
MARITIME INDUSTRY

» Technology Overview

Digital twin technology in maritime operations is a
powerful tool designed to create virtual replicas of physical
vessels, systems, or infrastructure, allowing for real-time data
exchange between the digital and physical worlds. The
technology's core components include the physical system,
the digital model, a bi-directional data flow, and continuous
updates, which ensure that the digital twin accurately mirrors
the performance and condition of the vessel or port (Ferreno-
Gonzalez et al., 2022) and the meanings of the concept are
further explained in table 1.

Table 1 The Different Definitions and Concepts of Digital Twin

S/No Definition of Digital Twin Key Points
A digital twin is a comprehensive, multi-physics, multi-scale, and probabilistic simulation of a Integrated
1 vehicle or system. It uses advanced physical models, real-time sensor data, historical fleet Simulation

information, and other resources to replicate the lifecycle of its physical counterpart.

Highly realistic representations of the current state of processes and their interactions with real-world | Realistic model

2 environments—commonly known as "Digital Twins."
Digital twins are virtual counterparts of real-world entities, combining virtual models with Virtual
3 communication abilities. They function as smart objects, acting as intelligent nodes within the Substitutes
Internet of Things and Services.
A Digital Twin is a comprehensive virtual model that represents every aspect of a real or potential Virtual
4 physical product, from its microscopic atomic details to its macroscopic geometric structure. Information
A digital twin model is an accurate, real-time virtual replica of a physical manufacturing system that Cyber copy
5 faithfully mirrors all of its functions.
A digital twin can be viewed as a framework in which specific real-time measurements are Dynamic,
6 continuously integrated into the simulation environment, allowing the active simulation model to bidirectional

adaptively influence the physical world in return.

A digital twin is a virtual replica of a physical asset that gathers real-time data from the asset and
7 extracts insights beyond what is directly measured by the hardware.

Real time data

A Digital Twin is essentially a dynamic, real-time model of the physical system, supported by Living model
8 advanced technologies like multi-physics simulation, machine learning, AR/VR, and cloud services,
among others.
A digital twin is a dynamic virtual replica of physical assets, processes, and systems that thoroughly Dynamic
9 monitors their entire life cycle. replica
A Digital Twin is a collection of virtual information structures that comprehensively represents a Virtual
10 possible or existing physical manufactured product, detailing it from the micro atomic scale to the Information

macro geometrical level.

Source: Liu et al. (2021). Review of digital twin about concepts, technologies, and industrial applications.
Journal of manufacturing systems, 58, 346-361.

The digital twin enables advanced decision-making by
providing operators with insights into vessel performance,
route optimization, and operational efficiency through
simulations of real-world scenarios. This system can predict
maintenance needs, enhance safety, and improve the planning
of upgrades or modifications to ships and ports. The
technology has been successfully applied in areas like
dynamic positioning, where data-driven models improve the
ship’s maneuvering under various sea conditions, enhancing
operational safety and efficiency (Santos et al., 2024).
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Several frameworks have been developed for
integrating digital twin technology into maritime operations,
particularly in seaports. These frameworks include multiple
layers such as physical, data, model, service, and application
layers, all of which contribute to improved port management
by connecting physical and virtual data streams and enabling
seamless interaction with stakeholders like shipping
companies and customs authorities (Homayouni et al., 2023).
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Digital twins are proving highly beneficial in fleet
management, maintenance, and simulation within the
maritime industry. A digital twin, which creates a real-time
virtual representation of a physical asset, allows for
continuous monitoring of vessels and systems, making it
easier to manage operations, predict maintenance needs, and
simulate various operational scenarios. These capabilities
enable ship operators to minimize downtime and avoid costly
repairs by predicting potential failures before they occur. The
integration of sensors and data analytics ensures that any
deviation from normal performance metrics is immediately
flagged, allowing for quick intervention to prevent accidents
or inefficiencies (Lee et al., 2022).

In terms of fleet management, digital twins facilitate
real-time monitoring of multiple ships across various
locations, ensuring safety and efficiency during voyages.
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Data gathered from these vessels—ranging from engine
performance to environmental conditions—can be processed
to improve decision-making processes and optimize
maintenance schedules. This technology supports a predictive
maintenance model, which reduces operational costs by
addressing issues before they lead to equipment failures
(Katsoulakos et al., 2024).

The digital twin and the physical system are considered
two components that create a new, enhanced system. This
integrated framework is known as the "Digital Family," as
illustrated in Figure 3. The "Digital Twin" system inherently
includes numerous elements (such as simulation models or
decision support modules) and the associated relationships
among these elements (for instance, a simulation outcome
transmitted to the decision support module).
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Fig 3 Digital Family as a System of Systems
Source: Glatt et al., (2021). Modeling and implementation of a digital twin of material flows based on physics simulation.

By cconnecting the separate systems of the “Real
System” and the “Digital Twin” within a digital family not
only accumulates the complexities of each individual system
but also creates new relationships and interdependencies
(represented by the red dashed lines in Fig. 3).

o Simulation-based Decision Support:

A physics simulation must be integrated as the central
component of the digital twin. This simulation should enable
the forecasting of disturbances and be properly incorporated
into the overall system to facilitate decision support and the
functions outlined. This entails creating interfaces and
supplying the necessary input data. Additionally, decision-
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making processes should be automated to reduce the reliance
on human intervention.

e Connectivity:

The communication between the systems must satisfy
the requirements of the intended applications (e.g., simulation
frame rate). Moreover, the implementation should be
compatible with a Cyber-Physical Production System
environment. Therefore, it is essential to ensure industrial
applicability by employing standardized communication
protocols. Furthermore, communication between the systems
should be automated as much as possible.
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o Control of the Real System:

Where applicable, the outcomes of the simulation
should be processed in a manner that enables the derivation
of control inputs for the real system.

Furthermore, the simulation capabilities of digital twins
are crucial in testing vessel responses to different scenarios.
By simulating various environmental conditions or potential
faults, shipping companies can develop more resilient and
efficient strategies for vessel operation. This is especially
relevant for extreme weather events or other high-risk
situations that could endanger ships at sea (Baalisampang et
al.,2018)

» Economic Considerations

The initial investment and operational cost implications
for implementing digital twins and autonomous vessels in the
U.S. maritime sector are significant but have the potential for
long-term savings and operational efficiency. Deploying
digital twins, which create a virtual model of vessels, requires
considerable upfront costs in system integration, software
development, and sensor installation to capture real-time
data. The main cost drivers include developing digital twin
models, integrating sensors for data collection, and the
ongoing maintenance of these systems (Bickford et al., 2020)

Additionally, autonomous vessels bring their own
financial challenges. The development of the required Al-
driven control systems, enhanced navigational sensors, and
robust cybersecurity measures adds to the overall investment.
Furthermore, transitioning existing fleets to include
autonomous technology would necessitate retrofitting older
ships or investing in new builds, further inflating initial
expenses (Katsoulakos et al., 2024).

However, the long-term operational cost reductions are
significant. Digital twins and autonomous systems help in
predictive maintenance, reducing unplanned downtime, and
optimizing fuel efficiency. These technologies allow
operators to monitor ship conditions in real-time, resulting in
fewer maintenance-related disruptions and optimized
performance across the fleet, which could lead to overall cost
savings over time (Katsoulakos et al., 2024).

The long-term economic benefits of integrating digital
twins and autonomous vessels into the U.S. maritime fleet
modernization are significant, particularly in terms of cost
efficiency, fuel savings, and enhanced operational
performance (Nitonye et al., 2024).

One of the key advantages of digital twin technology is
its potential to optimize fleet management and reduce
operational costs. By enabling real-time monitoring and
predictive maintenance, digital twins help identify issues
before they become critical, reducing unplanned downtime
and improving overall vessel efficiency. This results in
considerable cost savings in maintenance and repair, while
also extending the lifespan of maritime assets (Johansen, &
Nejad, 2019).
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Additionally, digital twins provide more accurate data
to optimize fuel consumption. This is particularly valuable in
the maritime industry, where fuel is a significant operating
expense. For example, using digital twin data to fine-tune
ship performance has been shown to reduce fuel usage and
carbon emissions. By analyzing real-time data on ship
operations and external conditions, digital twins can adjust
sailing routes, speeds, and loads to achieve maximum
efficiency (Lee et al., 2022).

Moreover, by incorporating Al and machine learning,
digital twins can further refine operational strategies, leading
to continuous improvements in cost management and fuel
efficiency, making them a vital tool in the long-term
economic strategy for modernizing the U.S. maritime fleet
(Idoko et al., 2024)

» Challenges of Digital Twin Implementation in the
Maritime for SMEs

Adopting digital twin technology in the maritime
industry poses several challenges, particularly for small and
medium-sized enterprises (SMEs). While digital twins can
enhance operational efficiency, predictive maintenance, and
real-time monitoring, SMEs often encounter significant
barriers that hinder their ability to integrate such advanced
technologies.

e High Initial Investment

The adoption of digital twin technology presents
significant opportunities for small and medium-sized
enterprises (SMESs) to enhance their operational efficiency
and competitiveness. However, one of the most substantial
challenges they face is the high initial cost associated with
implementing such advanced technologies.

Implementing digital twin technology requires
substantial upfront capital. This includes costs for sensors,
loT devices, software platforms, and the necessary
infrastructure to support data analytics. For many SMEs,
these investments can be prohibitive, especially when
competing with larger companies that can allocate more
resources to technological upgrades (Bickford et al., 2020;
Sather 2023). Additionally, the complexity of developing
and maintaining a digital twin system can impose significant
financial burdens. According to Husain et al. (2024), SMEs
may lack the necessary resources, expertise, and workforce to
effectively create and sustain these digital models, leading to
further expenditures in training and support. The financial
strain associated with these requirements can overshadow the
long-term benefits that digital twins offer, making SMEs
hesitant to invest in this technology.

e Lack of Technical Expertise

Many SMEs may not have the in-house expertise
required to manage and interpret the data generated by digital
twins. There is a growing need for skilled personnel who can
analyze complex data sets and integrate digital twin solutions
into existing workflows. The shortage of such expertise can
limit the effectiveness of digital twin adoption (Alamoush et
al., 2024). Similarly, major challenge is that many SMEs lack
employees with the requisite skills and knowledge to
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effectively develop, implement, and maintain digital twin
systems. This gap in expertise can lead to difficulties in
understanding the technology's complexities and maximizing
its potential benefits (Wagar et al., 2023).
e Data Security Concerns

The adoption of digital twin technology presents
significant opportunities for small and medium-sized
enterprises (SMEs) to enhance operational efficiency and
innovation. However, one of the primary challenges that
SMEs face is data security. As digital twins rely heavily on
real-time data exchange and integration with physical
systems, they inherently increase the vulnerability to cyber
threats. The implementation of digital twins involves
transmitting large volumes of sensitive data, raising concerns
about data privacy and security. SMEs may lack the robust
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cybersecurity measures needed to protect this information,
making them vulnerable to cyber threats that could undermine
operational efficiency and compliance with regulations
(Tabish & Chaur-Luh, 2024).
e Resistance to Change

Resistance to change is a significant challenge for small
and medium-sized enterprises (SMEs) when adopting digital
twin technology as depicted in figure 4 in the findings of
Homayouni et al., (2024). This resistance often stems from
various factors, including organizational culture, fear of the
unknown, and the perceived complexity of implementing new
technologies.
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Fig 4 Main Challenges and Barriers for DT Implementation in Seaports
Source: Homayouni et al., (2024). Unlocking the potential of digital twins to achieve sustainability in seaports: the state of
practice and future outlook.

One primary reason for resistance is the entrenched
organizational culture that may be skeptical of new
technological advancements. Employees may have
established workflows and processes that they are
comfortable with, making them reluctant to embrace changes
brought about by digital twin adoption. Research indicates
that organizational culture plays a critical role in technology
adoption, as a culture that fosters innovation is more likely to
support the implementation of new systems (Azam &
Quaddus, 2013). Conversely, a conservative culture can
impede progress and lead to resistance among staff (AlSaied
& McLaughlin 2024).

In addition, cultural and organizational inertia can pose

a significant barrier. Employees and management may be
resistant to adopting new technologies due to fear of job
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displacement or uncertainty about the technology's benefits.
This resistance can slow down the transition to digital twin
technology (Okeke et al., 2024).
e Access to Funding

Access to funding is a significant challenge for small
and medium-sized enterprises (SMEs) when adopting digital
twin technology. Despite the potential benefits of digital
twins, such as improved operational efficiency, reduced costs,
and enhanced decision-making capabilities, SMEs often
struggle to secure the necessary financial resources for
implementation.

Research indicates that the high initial investment

required for digital twin technology can be a barrier for
SMEs, which typically operate with limited budgets and
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tighter cash flows compared to larger organizations (Roman
& Rusu, 2022). The cost of developing and maintaining
digital twin systems includes not only the technological
components but also the associated costs of training
employees and integrating the system into existing workflows
(Slepneva et al., 2021). These factors can deter SMEs from
pursuing digital twin adoption, particularly when they lack
access to financial support or guidance on navigating funding
options.

Similarly, SMEs often struggle to secure funding for
technological investments. Unlike larger corporations, which
may have easier access to venture capital or government
grants, smaller firms may find it challenging to finance their
digital transformation efforts (Enyejo et al., 2024).

» Regulatory and Policy Barriers

The regulatory landscape for digital twins in maritime
applications is complex and evolving, influenced by a mix of
international, national, and industry-specific guidelines.
Digital twins—virtual replicas of physical systems—are
increasingly recognized for their potential to enhance
maritime operations, including fleet management and safety
improvements. However, the implementation of such
technology must navigate existing regulations that govern
maritime operations. The existing regulations affecting
digital twins include:

e International Maritime Organization (IMO) Guidelines

The International Maritime Organization (IMO) plays a
pivotal role in shaping the regulatory landscape for the
adoption of digital twin technology in maritime applications.
As a specialized agency of the United Nations responsible for
regulating shipping, the IMQO's mandate includes promoting
safe, secure, and efficient shipping on clean oceans, which
inherently involves integrating new technologies that can
enhance operational performance and environmental
sustainability

The IMO has been proactive in addressing the
implications of digital technologies in maritime operations.
Its guidelines focus on ensuring safety and environmental
protection, emphasizing the need for robust risk assessments
when adopting technologies like digital twins (Almeaibed et
al., 2021).

Digital twin technology offers significant potential to
improve various aspects of maritime operations, including
vessel performance monitoring, predictive maintenance, and
enhanced navigation. However, the adoption of such
technologies must align with existing regulations and
standards set forth by the IMO. One of the key challenges is
ensuring that digital twin applications comply with the Safety
of Life at Sea (SOLAS) convention and the International
Convention for the Prevention of Pollution from Ships
(MARPOL) (Lind et al., 2020). These regulations dictate
strict operational protocols that must be adhered to, making it
essential for the digital twin systems to incorporate
compliance features from the outset.
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Furthermore, the IMO has begun to recognize the
importance of digitalization in the maritime sector, as
evidenced by the Maritime Safety Committee's initiatives to
develop guidelines for the use of emerging technologies,
including digital twins. Recent discussions within the IMO
have focused on the need for a regulatory framework that
supports innovation while ensuring safety and security
(Canton, 2021). This framework aims to address issues such
as cybersecurity, data management, and interoperability
between digital systems, which are critical for the successful
implementation of digital twins in maritime environments
(Akpan et al., 2022).

e Data Protection Regulations

Data protection regulations present a crucial regulatory
landscape for the implementation of digital twin technology
in maritime applications. The integration of digital twins in
this sector involves the collection, processing, and analysis of
vast amounts of data, including sensitive information related
to wvessel operations, cargo, and crew. Consequently,
compliance with data protection regulations becomes
essential to ensure the security and privacy of this
information.

One of the primary regulatory frameworks affecting
maritime digital twins is the General Data Protection
Regulation (GDPR), which governs data protection and
privacy within the European Union (EU). The GDPR imposes
stringent requirements on data handling, including the
necessity for obtaining consent from individuals whose data
is being processed, ensuring data minimization, and
implementing appropriate technical and organizational
measures to safeguard data (Reichel & Lind, 2014). For
maritime companies utilizing digital twins, compliance with
these regulations is imperative, as failure to do so can result
in substantial fines and reputational damage (Mohammed
Abdul, 2024).

¢ Classification Society Standards

Classification societies play a pivotal role in the
regulatory landscape for digital twins in maritime
applications. These organizations establish technical
standards that ensure the safety, environmental protection,
and reliability of vessels and offshore structures. With the rise
of digital twin technology, classification societies are
increasingly developing guidelines and standards to support
the integration of these virtual models within maritime
operations.

Maritime operations are also regulated by various
classification societies, such as the American Bureau of
Shipping (ABS) and Lloyd's Register. These organizations
provide standards for the design and operation of vessels,
including those employing digital twin technologies. They
assess the safety and integrity of these systems, which can be
crucial for ensuring compliance with broader safety
regulations (Bruyne 2014).

Ensuring compliance with classification society
standards presents challenges as well as opportunities for
innovation in digital twin applications. Since digital twins are
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dynamic, continuously evolving based on real-time data and
analytics, classification societies must update their standards
frequently to accommodate advances in sensor technology,
data analytics, and system interoperability (Zhang et al.,
2012).

e Environmental Regulations

Environmental regulations constitute a critical
component of the regulatory landscape for digital twin
technology in maritime applications. As the maritime
industry is under growing pressure to reduce its
environmental impact, digital twins offer innovative ways to
enhance compliance by improving monitoring, optimizing
operations, and reducing emissions. The use of digital twins
can significantly contribute to environmental management by
optimizing fuel efficiency and reducing emissions. However,
compliance with regulations such as the International
Convention for the Prevention of Pollution from Ships
(MARPOL) is essential. Digital twin applications must align
with these regulations to minimize their environmental
impact (Almeaibed et al., 2021). However, implementing
digital twins to meet regulatory standards presents several
challenges due to the complexity of environmental
regulations and the technology's nascent status in maritime
applications.

» Gaps in Current Regulations for Integrating Digital
Twins

Gaps in current regulations for integrating digital twins
in maritime applications present significant challenges for the
adoption and effective use of this technology. While digital
twin technology holds immense potential for enhancing
operational efficiency and decision-making within the
maritime sector, the existing regulatory framework does not
adequately address the complexities and unique
characteristics of this innovative approach.

One of the primary gaps is the lack of clear guidelines
and standards governing the use of digital twins in maritime
operations. Current regulations primarily focus on traditional
vessel operation and safety, often neglecting the implications
of advanced technologies like digital twins. For instance, the
International Maritime Organization (IMO) has established
various conventions and regulations (such as SOLAS and
STCW) that govern maritime safety and training but have not
yet integrated specific provisions for digital twin applications,
particularly concerning autonomous vessels and automated
operations (Alamoush et al., 2024).

Moreover, the rapid pace of technological advancement
in digital twinning outstrips the development of
corresponding regulatory measures. This misalignment
creates uncertainty for stakeholders in the maritime industry,
including shipowners and operators, who may hesitate to
invest in digital twin technology without a clear regulatory
framework. The absence of defined standards for data
sharing, cybersecurity, and liability issues further
complicates the integration of digital twins, as these
technologies rely heavily on data analytics and real-time
information exchange (Prabowo, 2021).
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Additionally, there is a need for regulations to address
the ethical and legal implications of digital twins, particularly
regarding data privacy and the use of artificial intelligence in
decision-making processes. For example, as digital twins
generate and analyze vast amounts of data, concerns arise
about how this data is collected, stored, and used, as well as
the potential for misuse (Islam, 2024).

Overall, to fully realize the benefits of digital twin
technology in the maritime industry, it is crucial for
regulatory bodies to engage with industry stakeholders and
develop a comprehensive framework that encompasses
safety, data management, and operational standards specific
to digital twins (Islam, 2024).

» Potential Frameworks for Future Regulatory Adaptation
in Digital Twins
The integration of digital twin technology in maritime
operations represents a transformative shift, but it necessitates
corresponding adaptations in regulatory frameworks to
ensure safety, efficiency, and compliance. Several key
frameworks can be considered to facilitate this transition.

¢ International Guidelines for Digital Twins

International guidelines for digital twins are emerging
as key frameworks that can potentially shape future
regulatory standards, particularly in sectors where real-time
monitoring, predictive maintenance, and complex data
analytics are essential, such as in maritime and manufacturing
industries. As digital twin technology gains traction, these
guidelines provide foundational principles and standards to
ensure consistent, secure, and effective implementation
across various industries, which is vital for regulatory
adaptation.

The International Maritime Organization (IMO) has
also shown interest in integrating digital twins into its
regulatory considerations, particularly as it pertains to
emissions monitoring and compliance with global
environmental standards. For instance, the IMO’s 2020
guidelines on greenhouse gas (GHG) emissions have
prompted discussions on digital twin technology as a tool for
real-time emissions tracking and reporting (MEPC, 2023).
With future regulatory frameworks, digital twins could
become integral to compliance verification, streamlining the
collection and reporting of emissions data and ensuring that
ships adhere to global environmental targets (Lv et al., 2023).
Future frameworks should establish international guidelines
that recognize and govern the use of digital twin technologies
in maritime settings. These guidelines could encompass data
governance, cybersecurity measures, and interoperability
standards to ensure that digital twins are effectively integrated
into existing maritime practices (Bronner et al 2023).

e Collaborative Regulatory Models

A core advantages of collaborative models is their
ability to support experimental regulation, often termed
"regulatory  sandboxes."  These sandboxes allow
organizations to test new technologies within controlled
regulatory boundaries, giving regulators insight into
emerging risks and operational dynamics without requiring
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immediate, sector-wide regulatory changes (Allen, 2019).
This approach has proven successful in sectors like fintech,
where rapidly evolving technology requires regulatory bodies
to learn alongside the industry to prevent stifling innovation
(Faykiss et al., 2018). By allowing flexibility within defined
parameters, sandboxes enable regulators to assess real-world
applications and potential impacts of novel technologies
before solidifying rules.

The adoption of digital twins requires collaboration
among various stakeholders, including shipbuilders,
operators, regulatory bodies, and technology developers.
Establishing collaborative regulatory models that facilitate
dialogue and information sharing can help develop
comprehensive regulations that address the specific needs and
challenges posed by digital twin technology. This approach
can also encourage innovation while maintaining safety and
environmental standards (Runde 2023).

¢ Dynamic Regulatory Frameworks

Dynamic regulatory frameworks present a promising
approach for addressing the complex and rapidly evolving
regulatory needs associated with technologies like digital
twins. Unlike traditional static regulations, dynamic
frameworks are designed to be adaptable, allowing for timely
updates in response to technological advancements and
emerging industry challenges. This adaptability is crucial for
digital twins, particularly in sectors like maritime,
manufacturing, and healthcare, where regulations need to
evolve in parallel with technological innovation to remain
effective and relevant.

One of the main advantages of a dynamic regulatory
framework is its potential to incorporate real-time data and
feedback from digital twin applications to inform regulatory
changes. By using digital twins' capacity to generate detailed
operational data, regulators can create a more responsive
approach to compliance, adjusting requirements based on up-
to-date insights into system performance and environmental
impact (Kumar & Agrawal, 2024). For instance, in the
maritime industry, this approach could enable more tailored
emissions regulations that adjust based on specific vessel
operations, environmental conditions, or regional standards,
thus making compliance both more feasible for operators and
more effective in reducing environmental impact (Lv et al.,
2023).
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1. AUTONOMOUS VESSELS: CURRENT
TRENDS AND CHALLENGES

A. Technology Overview

The concept of vessel autonomy can be categorized into
various levels, ranging from traditional manned operations to
fully autonomous systems. The International Maritime
Organization (IMO) and other organizations have established
frameworks to define these levels of autonomy, which are
critical for understanding the transition towards autonomous
maritime operations.

> Levels of Vessel Autonomy

Understanding these levels is crucial as they form the
basis for developing operational protocols, safety regulations,
and technological advancements in the maritime industry. As
ships become more autonomous, there are significant
implications for crew training, regulatory frameworks, and
the future of maritime labor. For instance, while fully
autonomous vessels may enhance efficiency and reduce
operational costs, they also pose challenges regarding safety
standards and the management of complex navigational
scenarios (Almeaibed et al., 2021).

The progression through these levels of autonomy will
necessitate close collaboration among stakeholders, including
shipbuilders, operators, and regulatory bodies, to ensure that
the technology is implemented safely and effectively (Runde
2023).

e Level 0: Manual Control

Level 0 autonomy, or manual control, represents the
most basic level in the spectrum of vessel autonomy, where
human operators are fully responsible for navigation,
maneuvering, and operational decision-making as depicted in
figure 5. At this level, all control and decision-making
functions are executed by onboard crew, without the aid of
advanced autonomous systems (Ringbom, 2019). This
reliance on human input means that the vessel’s systems are
purely supportive, providing data on factors such as weather,
traffic, and vessel performance but not acting independently
to make navigational or operational decisions.

In manual control operations, traditional human error
risks remain, particularly in high-stress or complex
navigational situations where fatigue and environmental
conditions may impair decision-making (Dreyer & Oltedal,
2019). Consequently, safety at this level depends heavily on
the skill, training, and attentiveness of the crew, and manual
control remains the standard for most vessels worldwide,
particularly in situations where human oversight is essential
for complex maneuvers or unpredictable conditions (Mallam,
S. C., Nazir & Sharma, 2020).
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e Level 1: Assisted Operations

Level 1, or "Assisted Operations," represents the initial
stage of vessel autonomy, where digital systems support
human operators by providing assistance with navigation,
situational awareness, and decision-making processes.
Although the vessel is not fully autonomous, automated
technologies are integrated to enhance human control and
improve safety and efficiency in maritime operations. This
level of autonomy typically includes automated alert systems,
collision avoidance algorithms, and route optimization tools,
all of which aid the crew in maintaining safe and efficient
operations (Mallam et al., 2020).

In assisted operations, the human operator retains full
control over the vessel, with digital systems offering support
by analyzing and presenting relevant data. According to
Mallam et al. (2020), this level of autonomy aims to minimize
human error, particularly during complex navigational
situations, by providing real-time data on factors such as
vessel speed, proximity to other ships, and weather
conditions. Systems implemented at Level 1 autonomy
typically rely on sensor data to feed situational awareness
tools and decision-support modules that assist with tasks like
collision risk assessment and fuel-efficient navigation
(Ringbom, 2019).

An important aspect of assisted operations is the ability
of these systems to monitor the vessel's environment
continuously, providing real-time updates and alerts to reduce
operator workload and enhance situational awareness (Islam,
2024). However, the effectiveness of Level 1 systems is
contingent on proper human-system interaction, as operators
are still responsible for decision-making and maneuvering the
vessel. Ensuring seamless integration and usability of these
systems is critical to prevent information overload and
maintain operator effectiveness (Mallam et al., 2020).
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o Level 2: Partial Automation

Level 2, or partial automation, of vessel autonomy refers
to a stage in autonomous vessel operations where the system
can perform specific navigational and operational tasks with
minimal human intervention. At this level, the vessel’s
automated systems can assist in tasks like route planning,
speed control, and collision avoidance but still require a
human operator to monitor the environment and intervene
when necessary (Ghaderi, 2020). Level 2 autonomy is
typically characterized by a collaborative interaction between
human operators and the vessel’s automated systems, with the
human operator maintaining ultimate control and oversight.

One of the primary functions of Level 2 automation is
collision avoidance, where the vessel’s sensors and decision-
making algorithms work to detect and avoid obstacles,
ensuring safe navigation through complex waterways.
Studies have shown that with appropriate sensor integration,
such as radar and LIDAR systems, Level 2 autonomy
significantly reduces the likelihood of collisions, especially in
busy ports or heavily trafficked areas (Tran et al., 2023). The
system can also manage route adjustments and speed control,
reacting in real-time to environmental conditions and other
vessels, though the human operator can override these actions
if necessary (Ghaderi, 2020).

However, Level 2 autonomy is not without its
challenges. While it offers improved safety and efficiency, it
can also increase cognitive demands on the human operator,
who must continuously monitor the automated system and be
prepared to intervene quickly if required. This can lead to
potential issues of operator fatigue or complacency,
particularly during long periods of vessel operation. Research
has highlighted that effective training and interface design are
critical to ensuring that operators can manage this level of
automation without experiencing high levels of mental strain
(Mallam et al., 2020).
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e Level 3: Conditional Automation

Level 3, or conditional automation, of vessel autonomy
signifies a stage in maritime automation where the vessel’s
systems can manage most navigational and operational tasks
independently, but still require human intervention under
specific conditions or in complex scenarios. Unlike Level 2
(partial automation), Level 3 allows the vessel to perform
tasks such as route planning, obstacle detection, and speed
regulation with minimal human oversight; however, human
operators must be on standby to take control when the system
encounters situations beyond its programmed capabilities,
like adverse weather or unexpected obstacles (Radseth et al.,
2022).

At Level 3, vessel automation typically relies on
advanced sensor fusion technologies, such as radar, sonar,
and cameras, which provide the vessel with a comprehensive
situational awareness. Machine learning algorithms enable
these systems to recognize patterns, adapt to environmental
changes, and make navigation decisions within set parameters
(Liu et al., 2021). In cases where the vessel detects a situation
that falls outside these parameters—such as complex traffic
scenarios or equipment malfunctions—it prompts the human
operator to assume control (Ringbom 2019). This conditional
approach allows wvessels to navigate autonomously for
extended periods, reducing operator workload while
maintaining a human presence to handle exceptions.

A significant benefit of Level 3 autonomy is its potential
to improve operational efficiency by reducing the cognitive
demands on crew members, who can rely on the system for
routine navigation while focusing on high-level decision-
making and monitoring tasks. However, research points out
the risk of operator disengagement and response delays,
particularly when human operators are required to regain
control in emergency situations after long periods of non-
involvement. This "out-of-the-loop" phenomenon can reduce
the operator’s situational awareness and impact response
effectiveness (Endsley, M. R. 2017). Thus, effective human-
machine interface design, along with targeted training
programs, is essential to maintain operator readiness and
situational awareness at Level 3 automation (Mallam et al.,
2020).

e Level 4: High Automation

Level 4, or high automation, in vessel autonomy
represents a significant advancement in automated maritime
operations, allowing vessels to operate independently under
most conditions without human intervention. At this level, the
vessel’s control systems can manage complex navigational
tasks, including route planning, obstacle detection, and
avoidance, as well as response to environmental changes like
shifting weather or traffic density. Human input is minimal
and typically only required in exceptional circumstances or
emergency situations (Ghaderi 2020).

Level 4 autonomy relies on advanced sensor networks
and machine learning algorithms to achieve high levels of
situational awareness, allowing the vessel to make real-time
adjustments. This includes interpreting data from various
sources, such as radar, sonar, LIDAR, and GPS, to maintain
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optimal safety and efficiency (Thombre, et al., 2020). Unlike
lower levels of autonomy, Level 4 vessels are capable of
identifying, assessing, and responding to most operational
scenarios independently, and they can even dock and undock
autonomously with precision. These capabilities make high-
autonomy vessels ideal for long-haul voyages and operations
in remote areas, where minimal human supervision is
practical or necessary (Mallam et al., 2020).

e Level 5: Full Automation

Level 5, or full automation, of vessel autonomy
represents the highest stage in autonomous ship operations,
where vessels can operate independently without any human
intervention or onboard crew. At this level, the vessel's
systems are fully capable of handling all navigational,
operational, and safety tasks, adapting to dynamic conditions
and complex scenarios autonomously. Full autonomy relies
heavily on advanced artificial intelligence, machine learning,
and real-time data processing, enabling the vessel to make
real-time decisions based on its environment, thereby
achieving safe and efficient navigation (Poornikoo &
@vergard, 2022).

One of the significant capabilities of Level 5 autonomy
is autonomous decision-making, where vessels are equipped
with sophisticated sensors, such as radar, sonar, LIDAR, and
computer  vision, to perceive their surroundings
comprehensively. This sensor data is then processed by
advanced algorithms that allow the vessel to navigate safely,
avoid collisions, and respond to unexpected obstacles
(Thombre, et al., 2020). In maritime traffic situations, fully
autonomous vessels can predict other ships' trajectories and
adjust their own course accordingly, minimizing collision
risks even in congested waters (Zhang et al., 2021).

However, the implementation of Level 5 autonomy is
challenged by various regulatory, technological, and security
issues. Regulatory frameworks for fully autonomous vessels
are still under development, as international maritime law
traditionally requires vessels to have onboard personnel.
Additionally, cybersecurity presents a major concern, as fully
autonomous vessels are highly dependent on connectivity and
data integrity, making them wvulnerable to potential
cyberattacks that could compromise navigation and control
systems (Tusher et al., 2022).

Moreover, achieving reliable performance in adverse
weather conditions and complex environments, such as ports,
requires substantial advancements in sensor accuracy and Al
processing capabilities. While progress is ongoing, experts
suggest that real-world application of Level 5 autonomy in
commercial shipping may still be years away due to these
technological and regulatory hurdles (Mallam et al., 2020).

Autonomous ships, equipped with Al-based systems,
can navigate with minimal human intervention, adapting to
changing oceanic conditions and reducing operational risks
as illustrated in figure 6. Digitally enhanced naval vessels
feature advanced radar, satellite communication, and
networked systems, allowing for real-time data exchange,
remote diagnostics, and predictive maintenance. These
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technological improvements support a coordinated fleet,
offering enhanced security capabilities and positioning the
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U.S. maritime fleet as a leader in modern naval innovation
(Ben et al., 2022).

h N

Fig 6 Autonomous hips
B. Economic Impact of Autonomous Vessels

» Cost of Implementation: Retrofitting vs. New Vessel
Construction
The decision to implement digital twin technology in the
maritime sector raises critical considerations regarding the
costs associated with retrofitting existing vessels versus
constructing new ones.

Retrofitting involves modifying and upgrading older
ships to incorporate new technologies, which can be a cost-
effective way to modernize without the significant expenses
associated with building new vessels. This approach not only
helps extend the lifespan of the fleet but also ensures
compliance with evolving environmental regulations. For
example, retrofitting can significantly reduce emissions and
improve fuel efficiency using technologies like scrubbers and
selective catalytic reduction systems (Sather 2023).

Moreover, retrofitting has been shown to have a lower
carbon footprint; it is estimated that retrofitting a vessel
produces around 2,000 tons of carbon dioxide, compared to
approximately 70,000 tons for a new build (Cooper et al.,
2017).

On the other hand, new vessel construction, while
providing the latest in technology and efficiency, comes with
higher initial capital investments. This includes not only the
cost of materials and labor but also potential delays and
additional expenses related to regulatory compliance. The
upfront costs for new builds can deter many shipowners,
particularly smaller operators, from making the transition
(Seether 2023).
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Ultimately, the choice between retrofitting and new
construction will depend on various factors, including budget
constraints, regulatory pressures, and the specific
technological needs of the fleet. Retrofitting often emerges as
a viable alternative, especially for small and medium-sized
enterprises looking to modernize without incurring
overwhelming costs (Sather 2023).

» Impacts on Labor Markets, Operational Costs, and Safety
Improvements

The introduction of autonomous vessels could lead to a
substantial reduction in the demand for certain maritime
roles, particularly for crew members involved in navigation
and operational tasks. Estimates suggest that the
implementation of fully autonomous ships could decrease the
need for onboard personnel by 50% to 70%. However, while
there may be job losses in traditional roles, new opportunities
will arise in technology management, maintenance, and
oversight of these autonomous systems. This shift requires a
workforce skilled in advanced technologies, emphasizing the
need for retraining and education programs (ldoko et al.,
2024).

Autonomous vessels promise to reduce operational
costs significantly. These savings stem from decreased labor
costs, as fewer crew members will be needed, and potential
reductions in fuel consumption due to optimized routing and
operations. For instance, studies have indicated that the
operational cost of unmanned ships could be up to 20% lower
than their manned counterparts. However, the initial
investment in technology, infrastructure, and cybersecurity
measures may be high. The cost-benefit analysis for operators
will depend on the balance between upfront investments and
long-term savings (Hoffman 2023).
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» Safety Improvements

The economic impact of autonomous vessels is
significantly tied to their potential for safety improvements,
which can reduce the high costs associated with maritime
accidents, crew injuries, and insurance claims. Autonomous
vessels, equipped with advanced navigation systems, sensors,
and artificial intelligence, are designed to minimize human
error—a primary cause of maritime incidents (Hoem, 2019).
By reducing these incidents, autonomous technology offers
the potential for substantial cost savings across the maritime
industry, with insurers, operators, and shipping companies
among the primary beneficiaries.

Safety is one of the most compelling arguments for the
adoption of autonomous vessels. The majority of maritime
accidents are attributed to human error, which accounts for up
to 80% of incidents. By adopting advanced algorithms and
real-time data, autonomous systems can enhance situational
awareness and decision-making, thereby potentially reducing
accidents and improving overall safety. Research has
suggested that autonomous ships could be at least as safe, if
not safer, than manned vessels, particularly in complex
navigation scenarios (Grech et al., 2008).

Additionally, improved safety from autonomous
systems can lower insurance premiums, as insurers assess risk
based on the historical safety performance of a vessel. With
fewer incidents expected, insurers may begin to offer reduced
premiums for autonomous ships, reflecting the lowered risk
profile associated with these vessels (Brito & Griffiths, 2016).
Autonomous systems can also mitigate the impact of crew
shortages by reducing the need for large onboard teams,
thereby lowering labor costs while maintaining operational
safety (Kurt & Aymelek, 2022).

C. Potential Market Disruptions and their Impact on the
Shipping Industry

The integration of autonomous vessels into the shipping
industry is poised to create significant market disruptions,
reshaping traditional business models, operational processes,
and competitive dynamics. As the maritime sector gradually
adopts Maritime Autonomous Surface Ships (MASS), it faces
both challenges and opportunities that could redefine its
landscape.

» Market Disruptions and Impacts

o Shift in Business Models and cost reduction

The introduction of MASS is expected to promote the
emergence of new business models that use automation and
digital technologies. These innovations may shift value
creation from traditional operators to technology providers,
necessitating a re-evaluation of existing logistics frameworks.
The fragmented nature of maritime logistics complicates this
transition, as it involves multiple stakeholders whose interests
and operations must align to realize the potential benefits of
MASS (Figueiredo, 2021).

Fully autonomous vessels have the potential to

significantly reduce operational costs. By eliminating the
need for onboard crews, companies can increase cargo
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capacity and lower expenses related to crew accommodations
and wages (Kretschmann et al., 2017). In addition,
automation may enhance the efficiency of loading and
unloading processes at ports, resulting in faster turnaround
times and reduced congestion (Nitonye et al., 2024).

e Regulatory and Safety Implications

The shift toward autonomous vessels presents
regulatory challenges, as existing maritime laws are often
tailored to conventional crewed operations. This
misalignment raises concerns about safety, liability, and the
adequacy of current regulations to manage unmanned
operations.The International Maritime Organization (IMO)
and other regulatory bodies are currently exploring
amendments to address these issues, but the pace of
regulatory adaptation is lagging behind technological
advancements (Ghaderi 2020).

In addition to regulatory and safety implication, the
impact of autonomous vessels on labour market cannot be
ruled out as the transition to autonomous shipping may lead
to significant disruptions in labor markets, particularly in
maritime employment. While automation can enhance safety
by reducing human error, it also poses the risk of job
displacement for crew members and related professionals. A
survey indicated that many maritime professionals view the
introduction of unmanned vessels as a threat to job security
(Hannaford & Hassel, 2021).

e Cybersecurity Risks

Increased reliance on digital technologies in
autonomous vessels heightens the risk of cyberattacks. The
maritime industry has witnessed significant cyber incidents in
the past, such as the 2017 Maersk cyberattack, which
disrupted operations globally (Oruc, 2020). As the shipping
industry  digitizes, companies must enhance their
cybersecurity measures to protect against potential
vulnerabilities that could arise from operating autonomous
ships.

D. Regulatory Hurdles

» International Maritime Organization (IMO) Standards
and U.S. Regulations

The integration of autonomous vessels and digital twin
technology in maritime operations is significantly influenced
by both international and U.S. regulations. The International
Maritime Organization (IMO) plays a crucial role in
establishing guidelines and standards for the shipping
industry,  which includes the development and
implementation of technologies such as autonomous ships
and digital twins.

The IMO has been actively working on setting the
regulatory framework for Maritime Autonomous Surface
Ships (MASS). It established a correspondence group to
address the legal implications of autonomy in shipping and
has recommended that member states consider how to adapt
existing regulations to accommodate these new technologies.
For instance, the IMO's regulatory framework must evolve to
ensure safety, environmental protection, and the security of
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maritime operations in the face of increased automation
(Almeaibed et al., 2021)

Key IMO conventions relevant to the regulation of
digital twins and autonomous vessels include:

o International Convention for the Safety of Life at Sea
(SOLAS)

The International Convention for the Safety of Life at
Sea (SOLAS) is one of the most critical International
Maritime Organization (IMO) conventions, aimed at ensuring
the safety of merchant wvessels through comprehensive
standards that regulate ship construction, equipment, and
operation. As digital twin technology and autonomous vessel
systems advance, SOLAS's relevance extends to guiding how
these innovations can be safely integrated into maritime
operations. Digital twins, which create a virtual
representation of a vessel’s physical systems, and
autonomous technologies, which allow for varying degrees of
vessel self-operation, present unique regulatory challenges
that require SOLAS provisions to adapt for effective
governance (Issa et al., 2022).

Under SOLAS, vessel safety relies on a combination of
technological requirements and operational standards. For
autonomous vessels, adherence to SOLAS regulations can
become complex, as traditional requirements assume the
presence of onboard crew responsible for operational safety.
However, SOLAS could be expanded to include requirements
for remote monitoring, automated systems, and cybersecurity
to ensure that autonomous vessels and digital twins operate
safely and securely (Ringbom, 2019). The use of digital
twins, for example, can assist in compliance by offering real-
time monitoring of equipment performance, enabling
predictive maintenance and risk assessment, both of which
contribute to adhering to SOLAS's standards on vessel safety
(Ferreno-Gonzalez et al., 2022).

Additionally, SOLAS mandates specific protocols for
responding to emergencies, an area where autonomous
systems and digital twins could play an essential role. For
instance, digital twin technology could be used to simulate
various emergency scenarios, thus enhancing preparedness
and compliance with SOLAS safety requirements for critical
situations like fire and flooding (Li & Wonham, 2001). By
creating realistic simulations and automated responses,
digital twins can ensure autonomous vessels meet SOLAS
standards even in the absence of a full crew, thereby aligning
advanced technologies with traditional safety norms.

¢ International Convention on Standards of Training,
Certification and Watchkeeping for Seafarers (STCW)

The International Convention on Standards of Training,
Certification and Watchkeeping for Seafarers (STCW),
established by the International Maritime Organization
(IMO), is a foundational framework for ensuring that
seafarers possess the necessary skills and qualifications for
safe vessel operation. With the advent of digital twins and
autonomous vessels, STCW has gained renewed importance
as these technologies prompt a reevaluation of traditional
training and certification standards. Digital twins—virtual
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replicas of physical assets—enable advanced simulations,
potentially transforming seafarer training by allowing for
complex operational scenarios and emergency response drills
in a controlled, digital environment (Liu et al., 2021). For
autonomous vessels, STCW could adapt to address the unique
skills required to monitor and manage autonomous systems
both onboard and remotely.

STCW currently mandates standardized training
protocols, which include requirements for watchkeeping and
vessel management—areas where digital twins and
autonomous technologies are beginning to make significant
inroads. Digital twin technology, for instance, allows for real-
time monitoring and predictive maintenance, which could
lead to more efficient and safe vessel operation by preempting
potential malfunctions ((Katsoulakos et al., 2024). As this
technology becomes more prevalent, regulatory authorities
may need to adapt STCW to ensure seafarers are trained to
interpret and act upon digital twin data accurately.

As automation reduces the crew required on board, the
STCW standards may require revisions to address the new
skill sets and training necessary for personnel who will
operate and maintain autonomous vessels (Sadek, 2024).

e International Regulations for Preventing Collisions at
Sea (COLREGS)

The International Regulations for Preventing Collisions
at Sea (COLREGS), established by the International Maritime
Organization (IMO), provide a foundational framework for
ensuring safe navigation and avoiding maritime accidents
through standardized "rules of the road" for vessels. As the
maritime industry explores digital twin technologies and
autonomous vessels, COLREGs remain a critical reference
point for regulatory adaptation, guiding the integration of
autonomous and conventional navigation practices (Zhou et
al., 2020).

Digital twins, which serve as virtual representations of
vessels, are increasingly utilized to simulate real-world
scenarios, including collision avoidance strategies compliant
with COLREGs (Kargén & Varr6, 2024). These simulations
enable autonomous systems to "learn" from real-life
situations and assess compliance with COLREGs in a
controlled environment, thus supporting safer navigation and
adherence to international standards. By embedding
COLREGs-based navigation rules directly into autonomous
systems, digital twins can aid in ensuring that autonomous
vessels behave predictably around human-operated ships,
reducing collision risks (Tran et al., 2023).

However, the application of COLREGS to autonomous
vessels presents unique challenges, as these vessels do not
have onboard human judgment and may interpret the "stand-
on" and "give-way" requirements differently from human
operators. Autonomous systems must accurately interpret
these rules, especially in complex environments like crowded
ports or during poor visibility, where human decision-making
has traditionally been critical (Kargén & Varrd, 2024). Digital
twins play an instrumental role in refining these
interpretations by running simulations of various encounter
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scenarios and testing autonomous decision-making in line
with COLREGs.

Through digital twin simulations, stakeholders can
better understand the practical and regulatory implications of
autonomous navigation, informing potential amendments to
COLREGs that facilitate safe integration of autonomous
vessels within traditional maritime traffic.

In the United States, regulatory bodies like the Coast
Guard are evaluating how existing maritime laws apply to
autonomous vessels. This includes considerations for safety,
environmental regulations, and operational procedures
specific to U.S. waters. The Coast Guard's involvement is
crucial to ensure that the integration of new technologies
aligns with national interests and safety standards (Zhang et
al., 2012)

Overall, the evolution of regulations at both the
international and national levels will be pivotal in shaping the
future landscape of maritime operations, particularly as the
industry moves toward greater automation and digital
integration.

(AVA THE INTEGRATION OF DIGITAL TWINS
AND AUTONOMOUS SYSTEMS

A. Interoperability between Digital Twins and Autonomous
Vessels

Digital twin technology plays a crucial role in
supporting the operation of autonomous vessels by creating a
dynamic virtual representation of a physical vessel and its
operating environment. This technology integrates real-time
data and advanced simulations to enhance decision-making,
operational efficiency, safety and real-time data analytics and
remote operations.

» Enhancing Operational Efficiency

The integration of digital twins with autonomous
systems has been recognized as a powerful approach to
enhancing operational efficiency in the maritime industry,
providing real-time insights, predictive analytics, and
automated decision-making. Digital twins create a virtual
replica of physical vessels and their systems, continuously
receiving data from onboard sensors to mirror real-world
conditions. This technology enables autonomous systems to
optimize navigation, fuel consumption, and maintenance
processes by simulating operational scenarios and evaluating
performance outcomes before actual implementation (Raza et
al., 2022).
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A key benefit of digital twins in autonomous vessels lies
in their ability to simulate complex operational conditions,
such as varying weather patterns, traffic congestion, and
system failures. By providing predictive insights into
potential issues, digital twins enable autonomous systems to
make preemptive adjustments to navigation and operational
strategies, thereby reducing fuel use and minimizing
downtime (Johansen, & Nejad, 2019). Research shows that
such predictive maintenance, enabled by digital twin
technology, can reduce unplanned maintenance by up to 30%,
which significantly cuts operational costs and enhances
vessel availability (Levitt, 2003).

Digital twins facilitate the real-time monitoring of
vessel performance, allowing for proactive maintenance and
operational adjustments. For instance, by continuously
analyzing data from sensors on the vessel, digital twins can
predict maintenance needs, thereby reducing downtime and
extending the vessel's lifespan. This capability is particularly
beneficial for autonomous vessels, which rely on optimal
performance to navigate complex maritime environments
safely (Prabowo, 2021).

» Safety and Risk Management

The integration of digital twins with autonomous
systems is increasingly recognized for its potential to enhance
safety and risk management in maritime operations. Digital
twins provide a virtual representation of physical vessels and
their environments, allowing operators to simulate, predict,
and analyze potential scenarios without the risk and costs
associated with real-world testing. When combined with
autonomous systems, digital twins enable predictive safety
measures, allowing vessels to preemptively respond to
hazards and optimize navigation, ultimately minimizing
human error and improving overall safety (Zhou et al., 2020).

The predictive capabilities of digital twins can
significantly enhance safety and reduce the high rate of
accidents caused by human actions as depicted in figure 7. in
maritime operations. By simulating various scenarios,
including potential hazards like collisions or adverse weather
conditions, digital twins help in developing robust safety
protocols for autonomous vessels. They can analyze how a
vessel might react in different situations, allowing for the
refinement of control algorithms that govern the vessel's
autonomous operations. The use of predictive safety filters
can ensure that the decisions made by autonomous systems
are safe and reliable, even in dynamic environments (Nitonye
et al., 2024).
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Fig 7 The Distribution of Ship Accidents events from 2011 to 2018.
Source: Alamoush et al., (2024). Drivers, opportunities, and barriers, for adoption of Maritime
Autonomous Surface Ships (MASS).

» Facilitating Autonomous Decision-Making

The integration of digital twins with autonomous
systems represents a powerful convergence in maritime
technology, aimed at enhancing autonomous decision-
making by providing real-time, data-rich simulations that
mirror a vessel's physical state. Digital twins create a dynamic
virtual model that mirrors the operational environment and
conditions of an autonomous vessel, allowing it to simulate
and evaluate decisions before executing them in real life. This
capability is crucial for enabling autonomous systems to
navigate complex maritime environments and adapt to
unexpected conditions without human intervention (Santos et
al., 2024).

One key benefit of digital twins in autonomous systems
is predictive maintenance and operational optimization. By
continuously analyzing data from the physical vessel and
updating the digital model, digital twins can forecast
equipment failures, monitor structural health, and optimize
fuel usage, contributing to the vessel's long-term operational
efficiency and safety (Prabowo, 2021). These predictive
insights help the autonomous system make real-time
decisions regarding route adjustments or maintenance needs,
enhancing safety and reducing operational costs (Santos et al.,
2024).

Digital twins enable advanced decision-making
algorithms by providing a detailed virtual environment that
mirrors real-world conditions. This environment allows
autonomous vessels to optimize their routes, manage fuel
consumption, and avoid obstacles more effectively. For
example, using machine learning techniques, digital twins
can enhance navigation strategies and obstacle detection
systems, leading to safer and more efficient maritime
operations (Raza et al., 2022).
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» Real-Time Data Analytics and Remote Operations

The integration of real-time data analytics and remote
operations is transforming the maritime industry, particularly
in the context of autonomous vessels. These advancements
bring several significant benefits that enhance operational
efficiency, safety, and environmental sustainability.

Real-time data analytics involves the continuous
monitoring and analysis of data collected from various
sources, such as sensors on autonomous vessels. This
capability allows for immediate insights into operational
conditions, performance metrics, and environmental factors.
By leveraging machine learning and artificial intelligence,
autonomous vessels can process vast amounts of data to make
informed decisions about navigation, speed, and route
optimization. This not only improves the safety of operations
by minimizing human error but also enhances the overall
efficiency of maritime logistics (Jovanovi¢ et al., 2024).

Remote operations are facilitated by robust
communication systems, including satellite and loT
networks, enabling shore-based control centers to monitor
and manage autonomous vessels. This connectivity allows for
real-time decision-making and intervention if necessary. The
ability to operate vessels remotely reduces the need for
onboard crews, leading to substantial cost savings associated
with labor, accommodation, and training (Jovanovi¢ et al.,
2024).

Additionally, remote operations can significantly reduce
the risks associated with human presence in hazardous
environments, thereby enhancing overall safety (Ritari et al.,
2023).
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V. ECONOMIC IMPLICATIONS FOR
THE U.S. MARITIME INDUSTRY

A. Cost-Benefit Analysis of Fleet Modernization

The comparative analysis of costs versus benefits of
integrating digital twins with autonomous systems in the
maritime industry reveals significant insights into their
economic viability and operational efficiency.

» Economic Costs

o Development Costs

Development costs are a significant economic
consideration in the integration of digital twins with
autonomous systems in the maritime industry, as these
technologies require substantial investment in research,
hardware, and software development. Building digital twins
for maritime vessels involves complex data integration, real-
time sensor processing, and advanced simulation capabilities,
all of which contribute to high initial development expenses
(Mahmoud et al., 2022). These costs are further compounded
by the need for specialized skills and infrastructure, including
advanced computing capabilities, to accurately model the
physical vessel and its operational environment in real-time
(Homayouni et al., 2024).

A major cost driver is the need for sophisticated
hardware, such as LIDAR, radar, and other high-precision
sensors, which enable the digital twin to continuously gather
and process data from the vessel's surroundings. These
sensors, combined with high-performance computing
systems, are essential for creating a functional and responsive
digital twin but are expensive to acquire and maintain.
Additionally, software development costs are high, as digital
twin software must be tailored to specific vessel types,
environments, and navigational requirements (ldoko et al.,
2024). These customizations often involve extensive
simulation trials to ensure accuracy, further driving up the
initial costs.

Furthermore, regulatory compliance adds to
development costs, as digital twins for autonomous vessels
must meet international maritime safety standards. Testing
and certifying these systems for compliance involves
significant expenditure on validation and verification
procedures, which can delay deployment and increase overall
costs (Kretschmann, 2017). Adapting digital twin models to
adhere to the International Maritime Organization’s
regulations and the COLREGs standards also demands
continuous updates and modifications to the software,
creating ongoing expenses in the development lifecycle.

Additionally, the maritime industry faces challenges in
offsetting these high development costs due to the limited
scalability of digital twin technology across different vessel
types and operational environments. Unlike standardized
technologies, digital twins and autonomous systems must
often be customized to suit individual vessel classes and
operational needs, limiting cost efficiencies and increasing
economic strain (Mahmoud et al., 2022). This customization
requirement can make it difficult for companies to justify the
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initial investment, especially for smaller operators with
limited capital.

e Maintenance Costs

Maintenance costs are a significant economic factor in
the integration of digital twins with autonomous systems
within the maritime industry, as these systems require
ongoing investment in software updates, hardware repairs,
and regular calibration of sensors to maintain accurate
performance. Digital twins must operate in real-time,
mirroring the state of the wvessel and its operational
environment, which necessitates continuous data monitoring,
sensor functionality, and software optimization—each of
which incurs substantial maintenance expenses (Liu et al.,
2021).

A core component of these maintenance costs involves
the upkeep of advanced sensors and data processing
equipment. Autonomous vessels rely on complex arrays of
LIDAR, radar, and high-resolution cameras to capture real-
time data from the physical vessel and its surroundings. These
sensors are prone to wear, environmental exposure, and
technical malfunctions, especially in harsh maritime
conditions, and must be regularly serviced or replaced to
ensure accurate data input into the digital twin (Thombre, et
al., 2020). The costs associated with maintaining this
hardware, including labor for inspection and repairs, add
significantly to the operational budget for digital twin-
enabled autonomous vessels.

In addition, software maintenance represents an ongoing
economic cost. As digital twins simulate and interpret vast
amounts of operational data, their underlying software
systems must frequently be updated to incorporate the latest
algorithms, comply with evolving regulatory standards, and
accommodate advances in artificial intelligence (Al) and
machine learning (ML) that enhance autonomous decision-
making (Liu et al., 2021). Software upgrades and patches are
essential to ensure that digital twins remain responsive and
secure, especially in light of increasing cybersecurity threats
to maritime digital systems, which require constant
monitoring and preventive updates (Dodge, 2024).

Calibration costs also contribute to the overall
maintenance expenses. For digital twins to maintain accuracy
in reflecting the physical vessel, periodic calibration of
sensors and re-alignment of software parameters are required,
especially following extensive use or after significant repairs.
Calibration is essential for preventing discrepancies between
the digital and physical vessel states, which could lead to
operational inefficiencies or safety risks. Each calibration
session involves costs related to specialized labor and
equipment, impacting the economic feasibility of long-term
digital twin operations (Madusanka et al., 2023).

> Benefits

e Operational Efficiency:

The integration of digital twins can enhance operational
efficiency by providing real-time data and predictive
analytics. This leads to optimized navigation, reduced fuel
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consumption, and improved maintenance scheduling, which
can significantly lower operational costs in the long term. The
ability to simulate various operational scenarios also allows
for better decision-making and risk management (Javaid et
al., 2023).

o Reduced Environmental Impact:

Autonomous systems, particularly when integrated with
digital twins, can lead to more environmentally friendly
operations. For instance, optimized routing can minimize fuel
consumption, thus reducing greenhouse gas emissions (Ritari
et al., 2023). The maritime industry faces increasing pressure
to adhere to environmental regulations, and these
technologies can help meet such requirements while
simultaneously lowering costs.

e Enhanced Safety:

Although there are concerns regarding safety in
autonomous shipping, studies indicate that these technologies
can actually improve safety outcomes by reducing human
error, which is a significant factor in maritime accidents. The
real-time monitoring capabilities of digital twins can provide
early warnings of potential hazards, contributing to safer
operations (Cheema & Sarandinaki, 2024).

B. Potential Return on Investment (ROI) and Break-Even
Points

The integration of digital twin technology and
autonomous vessels in the maritime industry presents
significant opportunities for cost savings and operational
efficiencies. Understanding the potential return on investment
(ROI) and identifying break-even points are crucial for
stakeholders considering this modernization.

» Cost Savings and Efficiency Gains

Digital twins allow for real-time monitoring and
simulation of maritime operations, leading to improved
decision-making and resource allocation. By enabling
predictive maintenance and optimized fleet management,
companies can reduce operational costs associated with
downtime and maintenance. For instance, predictive
maintenance can save up to 30% in maintenance costs by
preventing equipment failures before they occur (Levitt,
2003).

» Investment and Implementation Costs

While the initial investment in digital twin technology
and autonomous vessels can be substantial—often including
software development, hardware integration, and training
costs—the long-term benefits often outweigh these initial
expenses. Studies suggest that while the average cost of
implementing a digital twin can range from $50,000 to
several million dollars depending on the complexity and scale
of the operation, the potential savings from reduced
maintenance and operational costs can lead to a positive ROI
within a few years (Alsyouf, 2006).

» Break-Even Analysis

To determine the break-even point, companies must
analyze fixed and variable costs associated with the
implementation of digital twins and autonomous vessels. This
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includes the costs of technology acquisition, operational
disruptions during the transition phase, and ongoing
maintenance expenses. The break-even point can be reached
when the cumulative savings from improved efficiencies and
reduced costs equal the initial investment (Schaeffer, 2017).
According to research, organizations often find that with
effective implementation, break-even points can typically be
achieved within 3 to 5 years (Bronner et al., 2023).

C. Funding and Investment Barriers

The integration of digital twins with autonomous vessels
presents significant opportunities and challenges in funding,
particularly within public and private sectors. Current
literature identifies several funding gaps that impact the
development and implementation of these technologies.

> Public Sector Funding Gaps

Government investments in maritime technology,
including autonomous systems and digital twins, often fall
short of what is necessary for widespread adoption. Many
nations struggle to allocate sufficient resources for research,
development, and infrastructure needed to support
autonomous shipping. This lack of funding can impede
innovation and slow the pace at which these technologies can
be tested and deployed. As noted in recent studies, the
absence of a federal strategy in some countries limits the
potential for coordinated investments that could bridge these
gaps and stimulate technological advancements (Guthrie,
2006).

> Private Sector Investments

The private sector also faces challenges in funding
autonomous vessel projects. High initial development costs,
coupled with uncertainties regarding regulatory approval and
market demand, can deter investments. Many companies are
hesitant to commit significant capital to projects that may not
yield immediate returns. This situation is exacerbated by the
fragmented nature of the maritime industry, where varying
interests among stakeholders can complicate funding efforts
(Guthrie, 2006).

» Collaboration Opportunities

To overcome these funding gaps, both sectors need to
collaborate more effectively. Public-private partnerships
(PPPs) can play a crucial role in pooling resources and
sharing risks associated with the development of autonomous
systems. By leveraging government incentives and private
sector innovation, stakeholders can foster an environment
conducive to experimentation and growth (lbokette et al.,
2024; Team, 2017).

> Long-Term Benefits

While initial funding is a challenge, the potential long-
term benefits of integrating digital twins with autonomous
systems—including efficiency gains, reduced operational
costs, and environmental improvements—may attract future
investment. As stakeholders recognize these benefits, it may
become easier to secure funding to support ongoing
developments (Igba et al., 2024).
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D. Opportunities for New Roles in Technology Management
and Oversight

The emergence of advanced technologies in the
maritime sector, particularly through the integration of
autonomous vessels and digital twins, is reshaping the
landscape of job roles. As these innovations proliferate, there
is a growing demand for skilled professionals who can
manage, oversee, and optimize these technologies.

» Technology Managers and Supervisors

As the maritime industry embraces automation, there is
a significant need for technology managers who can oversee
the integration and operation of autonomous systems. These
professionals are responsible for ensuring that technology
aligns with regulatory standards and operational goals. They
must possess a blend of technical expertise and management
skills to navigate the complexities of autonomous systems
and ensure smooth interactions between crewed and
uncrewed vessels (Hannaford & Hassel, 2021).

» Cybersecurity Experts

With the increasing reliance on digital technologies,
cybersecurity has become a paramount concern.
Cybersecurity experts are critical in safeguarding maritime
systems against cyber threats, especially for autonomous
vessels that are particularly vulnerable to attacks. These roles
include not only technical skills in IT and cybersecurity but
also an understanding of maritime operations and regulations
(Tabish & Chaur-Luh, 2024).

» Data Analysts and Al Specialists

The use of big data and artificial intelligence (Al) in
maritime operations necessitates the hiring of data analysts
who can interpret vast amounts of data generated by
autonomous systems. These professionals will help optimize
shipping routes, enhance operational efficiency, and improve
decision-making processes (ldoko et al., 2024).

» Training and Development Coordinators

With the introduction of new technologies, existing
maritime personnel will need training to adapt to these
changes. Training coordinators will be responsible for
developing and implementing educational programs that
equip the workforce with the necessary skills to operate
advanced maritime technologies. This includes training on
the operation of autonomous vessels, data analysis tools, and
safety protocols (Alamoush et al., 2024).

VI REGULATORY CHALLENGES AND
POLICY RECOMMENDATIONS

A. U.S. Regulatory Landscape: Federal Maritime
Commission (FMC) and U.S. Coast Guard (USCG) roles
The Federal Maritime Commission (FMC) and the U.S.
Coast Guard (USCG) play critical roles in regulating and
overseeing the maritime industry, particularly in the context
of emerging technologies like autonomous vessels.

» Federal Maritime Commission (FMC)

The FMC is an independent federal agency established
in 1961, responsible for regulating the U.S. international
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ocean transportation system. Its primary mission is to ensure
a competitive and reliable shipping environment that supports
the U.S. economy while protecting the public from unfair
practices. Key responsibilities of the FMC include:

e Regulation of Ocean Shipping

The regulation of ocean shipping is a central
responsibility of the Federal Maritime Commission (FMC),
aimed at ensuring a competitive and reliable international
ocean transportation system. The FMC oversees activities
such as monitoring freight rates, evaluating carrier
agreements, and promoting fair trade practices among
shipping companies to protect U.S. exporters, importers, and
consumers from unfair pricing and practices in the global
maritime market (Nesterowicz, 2004). The FMC’s regulatory
framework helps balance industry competitiveness with
protections against monopolistic practices, ensuring that
shipping rates remain fair and service quality is maintained.

One of the FMC's essential roles is enforcing the
Shipping Act, which governs carrier agreements and service
contracts within the U.S. maritime industry. By reviewing
agreements among ocean carriers, marine terminal operators,
and port authorities, the FMC can prevent anti-competitive
behaviors, such as price-fixing or capacity manipulation, that
could harm market stability and inflate costs for shippers and
consumers (Zhang, & Chen, 2023). The FMC’s mandate
includes monitoring the transparency of service contract
terms and ensuring they comply with legal standards, thus
fostering fair trade and competition in ocean shipping.

e Dispute Resolution

The FMC’s mediation services are especially valuable
in resolving disagreements related to shipping rates, service
terms, and cargo claims. These disputes are often complex,
involving multiple international regulations and contractual
terms, and can create significant operational disruptions if not
addressed promptly. The Federal Maritime Commission
(FMC) holds a crucial responsibility in dispute resolution
within the U.S. maritime industry, acting as a regulatory body
to address conflicts related to international ocean
transportation and ensure a fair, efficient, and transparent
maritime system. One of the FMC’s primary roles in dispute
resolution is managing conflicts between shippers, ocean
carriers, and terminal operators, particularly regarding
practices that may involve unfair or discriminatory practices.
Through its Office of Consumer Affairs and Dispute
Resolution Services (CADRS), the FMC provides mediation
and arbitration services to resolve disputes out of court, which
promotes efficiency and cost savings for all parties involved
(Zhang, & Chen, 2023).

e Compliance and Enforcement

Compliance and enforcement are central responsibilities
of the Federal Maritime Commission (FMC), tasked with
ensuring the fair, competitive, and lawful operation of the
U.S. maritime sector. The FMC oversees regulatory
compliance by monitoring shipping practices, tariff filings,
service contracts, and agreements among carriers to prevent
unfair, discriminatory, or anti-competitive behavior within
the shipping industry (Mukherjee et al., 2013). By enforcing
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compliance, the FMC seeks to uphold free-market principles
and prevent the abuse of market power that could harm
smaller operators, shippers, and ultimately consumers.

One of the core functions of the FMC's compliance and
enforcement division is to monitor agreements among ocean
carriers, such as alliances and vessel-sharing agreements,
which are common in the industry to reduce costs and
improve service efficiency. The FMC assesses whether these
agreements adhere to the Shipping Act and do not lead to
uncompetitive behaviors, such as price-fixing or market
dominance. Through regular audits and investigations, the
FMC ensures that cooperative arrangements among carriers
remain compliant with federal regulations, mitigating risks of
monopolistic behavior that could disadvantage U.S.
businesses and consumers (Zhang, & Chen, 2023).

» U.S. Coast Guard (USCG)

The USCG is a branch of the U.S. Armed Forces
responsible for maritime safety, security, and environmental
protection. Its functions in relation to autonomous vessels and
overall maritime regulation include:

o Safety Standards

Ensuring safety standards in the maritime industry is a
primary responsibility of the United States Coast Guard
(USCQ), as it plays a crucial role in protecting life, property,
and the marine environment. The USCG enforces safety
regulations across a wide range of maritime activities,
including commercial shipping, passenger vessels, and
offshore operations. This mandate includes inspecting
vessels, enforcing compliance with safety regulations, and
conducting safety audits to prevent accidents and ensure
operational integrity (Frittelli, 2017).

The USCG sets safety regulations and operational
standards for vessels operating in U.S. waters, including
autonomous ships. This involves assessing the technology
and safety measures that these vessels must adhere to in order
to operate legally (Savitz et al., 2020).

e Environmental Protection

Ensuring environmental protection is a critical
responsibility of the United States Coast Guard (USCG), as it
plays a vital role in safeguarding marine ecosystems and
mitigating the impacts of maritime operations on the
environment. The USCG is tasked with enforcing a range of
environmental regulations, including those related to oil
spills, hazardous materials, and marine pollution, thereby
contributing to the preservation of the nation's coastal and
marine resources (Watts & McNair-Connolly, 2011).

One of the primary responsibilities of the USCG in
environmental protection is the prevention and response to oil
spills. The USCG leads the federal government's efforts to
manage oil spill responses under the Oil Pollution Act of
1990, which mandates that the USCG develop and implement
a comprehensive spill response plan. This involves
coordinating with federal, state, and local agencies, as well as
private entities, to ensure an effective and timely response to
oil spills, thereby minimizing ecological damage (Savitz et
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al., 2020). The USCG also conducts regular drills and
exercises to test and improve its spill response capabilities,
ensuring readiness in the event of an actual incident (Watts &
McNair-Connolly, 2011).

e Interoperability and Security

Interoperability and  security are  essential
responsibilities of the United States Coast Guard (USCG) as
it seeks to ensure seamless coordination among various
maritime  stakeholders  while  safeguarding critical
infrastructure and national security. Given the complex and
interconnected nature of the maritime domain, the USCG
plays a pivotal role in facilitating interoperability among
government  agencies, commercial operators, and
international partners to enhance situational awareness and
response capabilities (Savitz et al., 2020).

One of the key aspects of interoperability is the
integration of communication and information-sharing
systems. The USCG actively participates in initiatives such
as the Automated Mutual Assistance Vessel Rescue
(AMVER) system and the Global Maritime Distress and
Safety System (GMDSS), which facilitate real-time
communication and coordination during emergencies (French
et al., 2006). By ensuring that vessels, ports, and response
agencies can communicate effectively, the USCG enhances
collective maritime safety and operational efficiency.

Both the FMC and the USCG will need to adapt their
regulatory frameworks to accommodate the unique
challenges posed by autonomous vessels, ensuring that
innovation in maritime technology does not compromise
safety, security, or environmental standards (Matison, 2022).

B. International Cooperation and Standards

» Need for Harmonization between U.S. Regulations and
International Standards

The need for harmonization between U.S. maritime
regulations and international standards has become
increasingly vital in today's globalized shipping environment.
As international trade continues to expand, the complexity of
navigating varying regulations can create significant
challenges for maritime operations, affecting everything from
compliance costs to safety and efficiency.

One of the primary drivers of this need is the recognition
that shipping is inherently an international activity. The
International Maritime Organization (IMO) has been a
pivotal player in establishing a cohesive framework for
maritime safety and environmental protection through the
development of conventions such as the International
Convention for the Safety of Life at Sea (SOLAS) and the
International Convention on Standards of Training,
Certification, and Watchkeeping for Seafarers (STCW).
These standards provide a basis for nations to align their
regulations, ensuring a more uniform approach to safety and
operational standards (Alamoush et al., 2024).
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The U.S. Department of Transportation's Pipeline and
Hazardous Materials Safety Administration (PHMSA) has
taken steps to improve regulatory harmonization. Recent
initiatives include a final rule that aligns U.S. hazardous
materials regulations with international standards. This move
is anticipated to not only enhance safety but also reduce
shipping costs for consumers—projected at around $250
million over the next decade. By streamlining processes and
eliminating conflicting requirements, U.S. businesses are
better positioned to compete in the global market (Dot, 2016).

Furthermore, the disparities between U.S. regulations
and those established by international bodies can lead to
inefficiencies and increased costs for American companies
engaged in global trade. For instance, differing requirements
can result in delays at ports, increased insurance costs, and
complications in logistics management, ultimately impacting
the economic viability of U.S. exports (Kretschmann et al.,
2017). Thus, aligning U.S. maritime regulations with
international standards is not merely a matter of compliance
but a strategic necessity for maintaining competitiveness in
the global shipping industry.

» Best Practices from other Countries Leading in
Autonomous Maritime Technologies

Several countries are leading the way in developing best
practices for autonomous maritime technologies, providing
valuable insights for the U.S. maritime sector. These practices
focus on regulatory frameworks, technological development,
and safety standards, which can serve as models for other
nations.

e Regulatory Frameworks

The International Maritime Organization (IMO) has
established interim guidelines for Maritime Autonomous
Surface Ships (MASS), which emphasize safety, security, and
environmental protection. These guidelines are designed to
ensure that trials of autonomous vessels achieve a level of
safety equivalent to that of conventional vessels, emphasizing
the importance of risk management (Weiger & Pribyl, 2017).

Countries like Norway and Finland have been proactive
in integrating these guidelines into their national regulations,
demonstrating how existing safety standards can adapt to new
technologies.

e Technological Development and Collaboration

In Singapore, the Maritime and Port Authority has
implemented a comprehensive strategy for fostering research
and development in maritime technologies, including
autonomous systems. This approach not only encourages
innovation but also facilitates collaboration among industry
stakeholders, researchers, and regulators to streamline the
adoption of new technologies (Singapore Maritime Institute)
. Collaboration is seen as essential to overcoming the
fragmented nature of maritime regulations globally.
Collaboration is seen as essential to overcoming the
fragmented nature of maritime regulations globally (Runde
2023).
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e Safety Standards and Best Practices

Classification societies such as the American Bureau of
Shipping (ABS) and Lloyd's Register have developed best
practice guides for the design and operation of autonomous
vessels. These guides include comprehensive risk
assessments and detailed recommendations for integrating
autonomous systems while ensuring the safety of crew and
cargo. The ABS has also pioneered remote survey
technologies that allow for continuous oversight of vessel
operations without direct human intervention, significantly
enhancing safety protocols (ABS) (Weiger & Pribyl, 2017).

e Training and Workforce Development

Countries that are advancing in autonomous maritime
technologies are also investing in training programs for the
current workforce. This includes upskilling maritime
professionals in new technologies and providing education on
the operational requirements of autonomous systems,
ensuring that they can effectively manage and oversee these
advanced vessels (Sadek, 2024).

C. Policy Recommendations

> Proposals for Regulatory Reforms to Support Technology
Adoption
Proposals for regulatory reforms to support the adoption
of autonomous maritime technologies and digital twins have
become increasingly necessary as the industry shifts toward
greater automation and technological integration. One of the
key challenges is the need for a harmonized international
regulatory framework that balances innovation with safety
and compliance, especially as the technology crosses multiple
jurisdictions.

Some studies have emphasized the importance of
establishing "regulatory sandboxes"—controlled
environments where new technologies such as autonomous
vessels can be tested under real-world conditions. This
approach encourages collaboration between governments,
regulatory bodies, and industry stakeholders to develop safety
and compliance standards tailored to these emerging
technologies (Bruyne 2014).

Additionally, studies like those from the University of
Belgrade underscore the need for regulatory modifications to
address safety, design, and operational concerns specific to
autonomous vessels, which could fundamentally alter crew
requirements and redefine labor roles in maritime transport
(Tadi¢ et al., 2024).

The International Maritime Organization (IMO) has
already begun drafting the MASS (Maritime Autonomous
Surface Ships) Code, which aims to provide a global standard
for integrating autonomous ships into commercial operations.
However, aligning these international standards with U.S.
regulations remains a challenge, particularly given the role of
agencies like the Federal Maritime Commission (FMC) and
the U.S. Coast Guard (USCG) in regulating maritime safety
and compliance within U.S. waters.
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» Potential Frameworks for Future Safety, Environmental,
and Cybersecurity Regulations

Proposals for regulatory reforms to support the adoption
of maritime technologies, particularly digital twins and
autonomous vessels, are evolving rapidly. One key approach
involves the establishment of regulatory sandboxes. These
controlled environments allow maritime technologies, like
Maritime Autonomous Surface Ships (MASS), to be tested
under real-world conditions while still meeting safety and
regulatory standards. This initiative encourages collaboration
among governments, regulatory bodies, and industry
stakeholders to ensure that innovation can flourish without
compromising the safety and efficiency of maritime
operations.

Lloyd’s Register, in collaboration with Mitsui O.S.K.
Lines, highlighted that the introduction of such sandboxes is
crucial for the smooth integration of autonomous
technologies in maritime sectors. These frameworks aim to
support regulatory harmonization, which is critical for
ensuring that the global maritime industry can adopt new
technologies uniformly. This includes adherence to
International Maritime Organization (IMO) standards, such
as the upcoming IMO MASS Code, which will address the
operational and safety requirements of autonomous ships.

Furthermore, the report underscores the importance of
combining human expertise with advanced Al software in
these autonomous systems, ensuring that human operators
remain central to decision-making processes. This balanced
approach helps mitigate concerns about labor displacement
while promoting operational performance, safety, and
sustainability in the maritime industry.

These reforms also address critical areas like
cybersecurity, environmental sustainability, and safety,
ensuring that as technologies evolve, the regulatory
frameworks are continually adapted to maintain compliance
with both national and international laws. The strategic
direction set by regulatory bodies ensures that maritime
technologies can be integrated smoothly into existing safety
and environmental protocols (Almeaibed et al., 2021).

VII. CONCLUSION

» Summary of Key Economic and Regulatory Challenges

The summary of key economic and regulatory
challenges surrounding the implementation of digital twins
and autonomous vessels in the U.S. maritime fleet is
multifaceted. Economically, the initial cost of integrating
digital twin technologies and developing autonomous
systems presents a significant barrier. This includes high
capital expenditure for retrofitting existing wvessels or
constructing new ones equipped with these advanced
technologies. Additionally, operational costs associated with
maintenance, system updates, and continuous data analytics
are high, especially for small and medium-sized enterprises
(SMEs), making it harder for them to compete in the market
(Bickford et al., 2020; Sether 2023).
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On the regulatory side, both the U.S. and international
maritime frameworks need significant adaptation to account
for the emerging digital and autonomous landscape. The lack
of comprehensive standards for the use of digital twins and
autonomous vessels hampers large-scale adoption. Moreover,
current safety, liability, and compliance measures are not
fully equipped to handle autonomous systems, particularly in
defining the roles of human oversight and Al decision-
making (Prabowo, 2021).

To address these challenges, there is a growing need for
harmonization between U.S. regulations and international
standards, such as those set by the International Maritime
Organization (IMO). Collaborative frameworks, including
regulatory sandboxes, are recommended to allow for real-
world testing of these technologies while still ensuring safety
and compliance (Bronner et al., 2023).

» Future Outlook for Digital Twins and Autonomous
Vessels in U.S. Maritime Fleet Modernization

The future outlook for digital twins and autonomous
vessels in U.S. maritime fleet modernization is promising but
depends on significant technological advancements,
regulatory adaptation, and cross-industry collaboration. As
the U.S. maritime industry moves toward more digitalized
and autonomous operations, several key factors are shaping
this transition.

e Technological Advancements

Digital twins, which create real-time, virtual replicas of
physical systems, and autonomous vessels are central to the
modernization of the U.S. maritime fleet. The integration of
these technologies can enhance operational efficiency, reduce
human error, and improve safety. Digital twins, for instance,
allow for predictive maintenance and optimized route
planning through advanced data analytics, minimizing
downtime and fuel consumption (Lee et al., 2022).

The maritime sector is also using technologies like 6G
communication networks, blockchain, and Al-driven
cybersecurity measures to support the digital infrastructure
needed for these advanced systems. With ongoing research
into quantum computing, more sophisticated simulations for
fleet management and optimization are also on the horizon
(Clark & Walton, 2019).

e Regulatory Developments

The regulatory landscape is expected to evolve to
support the adoption of autonomous systems. The
International Maritime Organization (IMO) and the U.S.
Coast Guard (USCG) are both involved in establishing safety
and operational guidelines that accommodate unmanned
ships and digital twins. Recent IMO initiatives have
introduced scoping exercises for the regulatory frameworks
surrounding Maritime Autonomous Surface Ships (MASS)
(Weiger & Pribyl, 2017).

e Economic Impact

From an economic perspective, the long-term benefits
of adopting digital twins and autonomous vessels could be
profound. A report by McKinsey highlights that by
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optimizing maintenance, improving fuel efficiency, and
reducing crew costs, autonomous vessels could save the
shipping industry billions annually. Digital twins, on the other
hand, offer a strategic advantage by reducing operational
risks and downtime, leading to better fleet performance and
sustainability (Franciosi et al., 2024).

However, the high initial investment costs, especially
for retrofitting existing fleets or constructing new
autonomous vessels, present challenges. Small and medium-
sized enterprises (SMEs) may find these costs prohibitive,
potentially slowing widespread adoption unless government
subsidies or public-private partnerships emerge to offset the
financial burden (Bickford et al., 2020; Sether 2023).

o Workforce Evolution

The shift towards autonomous technologies and digital
twins is likely to reshape the maritime workforce. While
automation may lead to job displacement in some areas, hew
roles in technology management, cybersecurity, and data
analysis will emerge. The need for personnel who can manage
and oversee autonomous operations remotely will rise,
leading to the creation of specialized roles that require
advanced technical skills (Hannaford & Hassel, 2021).

» Call for Collaboration between Industry, Government,
and Academia

The call for collaboration between industry,
government, and academia is crucial for the successful
adoption of autonomous and digital maritime technologies.
This collaboration is necessary to bridge the gap between the
rapidly evolving technological advancements in autonomous
vessels, digital twins, and regulatory frameworks. Industry
stakeholders can provide practical insights into the
operational needs and challenges of adopting such
technologies, while academic institutions contribute by
researching innovative solutions and technological
advancements. Governmental bodies, on the other hand, play
a key role in creating a conducive regulatory environment that
fosters innovation while ensuring safety and compliance with
international standards.

The development of Maritime Autonomous Surface
Ships (MASS), for instance, has already prompted calls for
regulatory sandboxes—controlled environments where new
technologies can be tested. These sandboxes, supported by
government and industry stakeholders, help accelerate
innovation by providing real-world testing conditions while
ensuring safety standards are met. Regulatory frameworks are
being updated internationally, but the success of these efforts
depends on the harmonious collaboration of all sectors to
align regulations with industry needs while integrating
academic research into policy-making. This ensures that the
benefits of such technologies, including cost savings and
increased safety, are distributed equitably across the global
maritime industry
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