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Abstract:- In today's digital world, the need for safe and
dependable file storage is becoming a crucial matter. The
traditional means of file storage, like centralized servers,
have many drawbacks like accessibility, scalability, and
security. This study investigates the application of IPFS, a
distributed peer-to-peer file system, as a safe file storing
method. In comparison to conventional file storage
techniques, we propose an IPFS-based solution for safe
information storage using Moralis IPFS API. This study
examines its advantages and disadvantages as well.
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I INTRODUCTION

THE demand for safe file storage is facilitated by the rising
value and sensitivity of digital information. Protecting sensitive
data from unauthorized access and alteration is necessary. With
the rise in cyber-attacks like hacking, data breaches, etc., a
secure storage solution is a requirement of high priority today.
This is crucial for businesses and organizations that handle a lot
of sensitive data, including but not limited to financial records,
personal data, and trade secrets. Secure file storage helps stop
data loss, data theft, and other hostile actions that could hurt
people or organisations. The adoption of secure file storage
solutions is frequently required for compliance with legal and
regulatory requirements including GDPR, HIPAA, and PCI-
DSS.r.

A. InterPlanetary File Storage

The InterPlanetary File System (IPFS) functions as a
decentralized network, protocol, and hypermedia system aimed
at facilitating the sharing and exchange of files within a
distributed file system. Every file within the interconnected
IPFS servers' global namespace is uniquely identified through
content-addressing, a fundamental component of the IPFS
architecture.

IPFS uses a content-addressable system where files are
assigned a unique hash based on their content, which allows for
efficient retrieval and verification of files. This is a
decentralized approach to file storage. It provides several
benefits, like increased security, redundancy, and scalability.
IPFS also includes features such as versioning and encryption,
making it a flexible and secure file storage solution.
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Since its debut, IPFS has undergone a number of notable
upgrades and modifications. This demonstrates the need for
community and technological landscape evolution and change.

The introduction of IPFS v0.4 in 2018 was one of the most
significant developments in IPFS's development. The protocol
underwent numerous improvements as a result. These
improvements included enhanced performance and reliability,
faster and more effective content routing, and greater support
for content-addressed data.

The launch of IPFS Cluster in 2018 marked yet another
significant turning point in the evolution of IPFS. It offered a
method for managing and replicating IPFS material across
numerous nodes. Greater fault tolerance and redundancy are
made possible by IPFS Cluster. As a result, performance and
scalability have increased.

With multiple projects using IPFS for distributed file
storage and content distribution, IPFS has recently received a
lot of attention in the blockchain world. For instance, the
decentralised hosting of websites and other material is made
possible through the integration of IPFS into the Ethereum
Name Service (ENS).

In general, IPFS development has been characterized by
an emphasis on enhancing performance, dependability, and
scalability as well as broadening the applications for
decentralized file storage and content delivery. IPFS is
positioned to keep playing a big role in the decentralized web
and the larger technology environment with continued
development and acceptance.

B. How IPFS works:
Below is the step-by-step functioning of the IPFS system:

» Add content to IPFS:

The IPFS client programme is used to add files or other
content to the IPFS network. A unique content identifier (CID)
is created for the material using this programme. The CID,
which is used to later retrieve the material, is a hash value
created depending on the content itself.

> Distribute content across the network:

The content is then divided into smaller bits and
distributed throughout the IPFS network by the IPFS client
software. The CID for the content is used to keep track of
where each piece is stored, and each piece of content is
encrypted and stored on several network nodes.
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» Obtain content from IPFS:

To obtain content from IPFS, you must use the IPFS client
programme to make a CID-based request for the content. The
client programme requests content from network nodes,
retrieves it, and then puts it back together to create the original
file.

» Use an IPFS gateway:

You can use an IPFS gateway to access content stored in
IPFS using a web browser. The gateway serves as a link
between the IPFS network and the web by being a web server
that is placed in front of the IPFS network. By utilizing a
standard URL, you can access IPFS material through the
gateway.

» Update content:

The IPFS client software creates a new CID for the
updated content when you make changes to IPFS-stored
content. While the new material is dispersed over the network
using the new CID, the old content is still present.

» Content deletion:

If no one demands it, IPFS content that has been kept
there instead remains orphaned. As nodes go down or storage
space is required for new material, orphaned content is finally
removed from the network over time.

In general, using IPFS entails adding content to the
network, dispersing it across various network nodes. It also
consists of retrieving content using its CID, gaining access to
content using an IPFS gateway, updating content using a new
CID, and allowing orphaned content to gradually disappear
from the network. Figure 1 shows the process of storing and
retrieving a file.
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Fig 1: IPFS Network File storage mechanism

C.Moralis IPFS:

Moralis IPFS is an IPFS-based decentralised file storage
system. The IPFS solution offered by Moralis is intended to
make it simple for developers to store and manage data on the
IPFS network. Moralis is a platform that offers a variety of
tools and services for developing decentralised apps.

With Moralis IPFS, dewvelopers can store files on a
decentralized network that is resilient, secure, and censorship-
resistant. Moralis IPFS provides features such as content
addressing, file replication, and access control, making it a
flexible and scalable solution for decentralized file storage.

Moralis IPFS also provides APIs and SDKSs for integrating
with other applications and services, making it a popular choice
among developers building decentralized applications on IPFS.
With Moralis IPFS, developers can easily incorporate
decentralized file storage into their applications, enabling
greater privacy and security for their users.

As it offers a variety of features and functionality for
developers, Moralis IPFS is an effective option for secure file
storage. With features like end-to-end encryption, access
control, and file versioning, Moralis IPFS gives developers the
ability to create decentralised, secure, and privacy-focused
applications.
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1. LITERATURE SURVEY

Paper Details
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Nizamuddin, Nishara & Hasan, Haya & Salah, Khaled. (2018).
IPFS-Blockchain-Based Authenticity of Online Publications.
10.1007/978-3-319-94478-4_14.

The authors of the paper propose a solution to ensure the
originality and authenticity of digital content such as books,
music, and movies that are published and posted online for free.
The solution uses a combination of emerging technologies,
including IPFS and blockchain smart contracts.

Q. Zheng, Y. Li, P. Chen and X. Dong, "An Innovative IPFS-

Based Storage Model for Blockchain," 2018 IEEE/WIC/ACM

International Conference on Web Intelligence (W1), Santiago,
Chile, 2018, pp. 704-708, doi: 10.1109/W1.2018.000-8.

The authors propose a solution to the growing data volume
problem in blockchain technology using an IPFS-based storage
model. The high storage and bandwidth demand of existing
blockchains prevent many nodes from joining the network and
limit its development. The solution involves miners depositing
transaction data into the IPFS network and incorporating the
returned IPFS hash into blocks. This solves the data volume
problem and promotes the expansion of the decentralized
network.

Haimei Xu et al 2021 IOP Conf. Ser.: Mater. Sci.
Eng. 1043 052014 “Content Sharing Network based on IPFS and
Blockchain”

The authors propose InnerLight, a mental health content-sharing
system using IPFS, blockchain, and ranking algorithms for
decentralization and sustainability.

Nizamuddin, Nishara, Haya R. Hasan and Khaled Salah. “IPFS-
Blockchain-Based Authenticity of Online
Publications.” International Conference on Blockchain (2018).

The authors propose a solution for originality and authenticity of
online digital content using IPFS and blockchain smart contracts.
IPFS stores the content, while the Ethereum smart contract
governs its history, ensuring traceability and visibility.

Kang, Peng, Wenzhong Yang, and Jiong Zheng. 2022.
"Blockchain Private File Storage-Sharing Method Based on
IPFS" Sensors 22, no. 14: 5100.
https://doi.org/10.3390/s22145100

The authors propose a knowledge file storage and sharing method

combining NDN technology, a distributed blockchain, and IPFS
to ensure file safety and efficient sharing while addressing the
issues of opaque file management, tampering with intellectual
copyright, and inconsistent file management among institutions.
The NDN is used for file signature and encryption.

Most existing secure file storage systems that implement
Web 3.0 use IPFS only as an underlying platform but do not
implement the integration of IPFS with the file storage
application.

. PROPOSED SYSTEM

While most current systems use IPFS with moderation or
just as a support framework, the proposed system uses the
Moralis API and integrates Blockchain technology in every
phase of the process to increase data security. The following are
the major functionalities in the proposed system.

A. System Functionalities:

» Authentication:

Authentication is performed via the login module. Unlike
conventional Login modules used in numerous systems, the
proposed system integrates blockchain technology right from
the authentication phase. This is done by associating the login
credentials with a crypto wallet. In theory, the user will need to
have a crypto wallet like MetaMask or BitWallet and can use
this wallet to log in to their account.

» Home Page:

The user is brought to the system's home page, from
which they can access a number of features.
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» Upload File:

After choosing this option, the user is invited to choose a
file from their local drive. The file is then compressed and
encrypted to make it smaller.

» File Chunking:

Depending on the size of the original file, Moralis API
splits the file into numerous chunks that range in size from 256
KB to 1 MB. The IPFS technology is then used to provide each
item a distinct content address. Using these addresses, a hash
code is generated. This is like a key for retrieval of the file in
the future.

» File Retrieval:

By supplying the generated hash code, the user can then
retrieve it from the IPFS network. For access to the original file,
the system reconstructs the file from its multiple chunks and
decrypts it.

The entire process is very straightforward and simple.
There is negligible deviation from normal/conventional file
storage processes in the proposed system. Figure 2 shows the
system process flow.
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V. IMPLEMENTATION

The back end of the proposed system was implemented
successfully with minimalistic front end. The file upload
process worked as intended. When the user uploaded the file,
the system generated a hash code.

On submitting the hash code back, the system was able to
retrieve the correct file. The system is currently limited to
handle images alone. However, it can be upgraded to support
other formats too.

Uploading files into Blockchain

Choose a file

Fig 3: Implementation results

File Storage

Fig 4: Implementation results
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V. CONCLUSION

The IPFS-based solution for secure file storage provides
numerous benefits in terms of security, accessibility, and
availability. This solution has been successfully implemented in
various domains, including healthcare, e-commerce, cloud
computing, supply chain management, and smart homes. The
combination of IPFS and blockchain technology ensures that
the data is stored securely and is easily accessible by authorized
users only. Moreover, the decentralized nature of this solution
ensures that the data is available even if some of the nodes fail
or are taken down. The proposed process flow for uploading a
file in the IPFS-based secure file storage system ensures that
the file is broken down into multiple pieces and scattered across
multiple nodes, ensuring its security and availability. Therefore,
the IPFS-based solution for secure file storage has the potential
to revolutionize the way we store and share data, especially in
domains where security and accessibility are of utmost
importance.
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