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Abstract:- The Internet of Things is the combination of 

technologies with physical devices for communication and 

intelligence or interaction with internal and the external 

environment. The Internet of Things refers to machine-

to-machine communication rather than human-to-human 

communication. it's a transformative force shaping our 

future. By connecting devices and enabling data-driven 

decisions, IoT is revolutionizing industries, unlocking new 

opportunities for innovation, and driving unmatched 

efficiency. Embracing IoT means embracing a world of 

interconnected possibilities and boundless potential. 

Security is one of the finest issue that need to be 

addressed when we are implementing smart systems in to 

the industries. This article provides over view on security 

for different layers of IOT systems in usage. 
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I. INTRODUCTION 

 

Internet of Things (IoT) a pattern of approach that 

enables communication of electronic devices and sensors that 

will make our lives easier through the internet. The innovation 
that brings together many smart systems, infrastructures, 

smart devices and sensors. The concept aims to connect 

anything with anyone anywhere irrespective of time. The 

popularization of IoT devices and technology in our daily life 

has changed a lot. One of the developments in the field of 

Internet of Things is the concept of smart homes, which 

include the management of internet devices, home electronics 

[2]. Smart Health Sensing System is one of the sectors where 

IOT plays an important role. SHSS uses intelligent systems 

which help in supporting health for humans.  These can be 

used irrespective of the checkup areas to monitor the health 

issues [3]. 
 

II. HOW IT WORKS 

 

The functionality of IOT consists of 5 different layers. 

These are perception, network, middleware, application and 

business layers. The perceptual layer contains devices like 

sensors, chips and other objects that connect to the IOT 

network. These collect the information and pass them to the 

network layer. This passing of information to network layer 

may use Wi-Fi, Bluetooth etc. The middleware works in 

decision making and generating results by computing. The 
entire device management is performed in application layer on 

top the business layer controls the application layer and with 

services it provides. The business layer is used for 

visualization of the information that was received and uses it 

for future strategies. IOT consists of different blocks and 

activities such authentication, sensing, identification and 

management. Fig 1 explains about the architecture layers of 

IOT. 

 

 
Fig 1. Explains about the architecture layers of IOT. 

 

III. SECURITY 
 

There are security techniques such as device 

authentication, access control methods were used to improve 

IOT security. Security and privacy are the crucial and 

important aspect that has to be focused up on. Security attacks 

in health care where IOT plays important role can cause loss 

of many lives and in business industries it may cause financial 

losses. Security is measured and provided very cautiously to 

all the layers that contribute for implementation of smart 

devices.  

 
 Perceptual Layer 

As they consist of devices like sensors, chips and other 

network connecting devices there are chances for more 

cyber-attacks. Some of them are deployed in open fields and 

have possibility of physical attacks which lead to mislead the 

sensitive information and get access to the node. This can be 

through below possibility ways: 

 Fake Node: Attacker may add fake node and collect the 

data which reduces power of the device 

 Physical damage: In denial service these devices may get 

attacked physically 
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 Code Injection: Attackers can take access to the system 

by implementing illegal code to the node to get the 
sensitive information 

 Mass Authentication of Nodes: Many nodes face 

authentication issues for network communication which 

affects the performance  

 

These are some of the security issues that can be faced 

in perceptual layer. These can be reduced by securing the 

systems from physical access. Authentication is necessary to 

prevent unknown access to the systems.  

 

 Network Layer: 
There is sufficient protection provided to network layer 

but there are some issues which need to be addressed like 

Man in middle attack, Dos attack are still affecting the 

networks. 

 Denial of service: Overburdening the network with traffic 

beyond its capacity which results in unavailable network 

for useful services. 

 Routing attacks: The routing information can be altered 

and creating the routing loops, false routes and dropping 

network traffic [5] 

 Network Congestion: Large amount of data with 

communication caused by many devices authentication 
can cause network congestion issue. This can be 

addressed by authentication mechanisms. 

 

Advancement is needed in network communication to 

resolve these routing attacks, network congestion and other 

network security related issues. 

 

 Application Layer: 

Security at application layer may not be same it varies 

from application to application as per the requirements. Data 

sharing is one of the common aspects in application layer. 
Data privacy and protection with access control are need to be 

focused in this particular layer.  

 Data authentication: One application may have many users 

with multiple access proper authentication and access 

controls are required to protect data in this application 

layer. 

 Malwares attack: Attackers may steal and mislead the data 

and the services that are involved in the system. 

 Phishing Attacks: Attackers may use infected mails and 

weblinks to take the credentials for accessing the sensitive 

information 
 

To protect the application layer strong authentication 

and access control are required. Having strong password can 
also resolve this issue. Anti-virus can help in reducing these 

challenges in the systems. 

 

IV. CONCLUSION 

 

Further attention and research is required for improving 

the security for different layers of IOT systems. In this survey 

article we provided how internet of things is involved in our 

lives and how it works with in layers involved in providing 

and improving the security for different layers. We discussed 

the challenges that are involved and measures that needed in 

resolving the security level issues in perceptual, network and 
application layers. Important application arears of IOT are 

mentioned in this article. 
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