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Abstract:- In today's digital era, email spam may lead to
phishing scams, malware infections, and even identity
theft, making email security a top priority. Spam
detection algorithms that are based on machine learning
have seen widespread application, and their effectiveness
may be improved with the help of bio-inspired
metaheuristic algorithms. This study provides, how bio-
inspired metaheuristic algorithms may be wused in
conjunction with machine learning models for spam
identification. We talk about how to optimize the
parameters of machine learning models for spam
detection using genetic algorithms, particle swarm
optimization, and ant colony optimization. Additionally,
we discuss the significance of feature selection and
extraction in the development of effective spam detection
models. Finally, we shed light on how bio-inspired
metaheuristic algorithms may be used to improve email
security by strengthening spam detection systems'
precision and efficacy.
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I INTRODUCTION

These days, many people and companies rely only on
email for communication, making it an essential tool in both
our personal and professional life. However, spammers have
found email to be a useful tool for spreading their unwanted
and unsolicited communications, which has resulted in a
number of security issues. There is a risk of phishing,
malware infection, and even identity theft if you click on a
link or download an attachment from a spam email. Spam
detection systems have been created to help reduce these
dangers, including widespread use of machine learning
techniques.

By analysing the sender's address, subject line, and
message body, among other factors, machine learning
algorithms may be taught to determine if an email is spam or
not. However, improving a model's performance via machine
learning may be difficult, and conventional optimisation
techniques may not be effective. The optimisation of machine
learning models for spam detection has been demonstrated to
benefit from bio-inspired metaheuristic algorithms such
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genetic algorithms, particle swarm optimisation, and ant
colony optimisation.

The proliferation of spam as a result of email's meteoric
rise in popularity is a major danger to its safety. In addition to
being a waste of time and energy, spam emails pose a
security risk because they may include harmful links or
attachments. In order to identify and eliminate these nuisance
communications, spam detection technologies are essential.

To determine whether an email is spam or not based on
its content and other factors, spam detection systems often
use machine learning algorithms. To understand the
correlations and patterns between the characteristics and the
classification labels, these algorithms may be "trained" on a
huge collection of emails. However, it is not a simple process
to optimise the performance of these machine learning
models. Grid search and random search are two examples of
time-consuming and resource-intensive classic optimisation
techniques.

Optimisation strategies that take cues from biology are
known as bio-inspired metaheuristic algorithms. These
algorithms seek for optimum solutions in complicated
problem spaces in ways that are analogous to natural
selection, swarm intelligence, and colony behaviour. Bio-
inspired metaheuristic algorithms, such as genetic algorithms,
particle swarm optimisation, and ant colony optimisation,
have been effectively utilised to optimise machine learning
models for spam detection.

In this research, we explore the use of bio-inspired
metaheuristic algorithms to spam detection using ML
models. We examine how these techniques may be used to
improve machine learning models for spam detection and
evaluate their potential advantages and drawbacks. In
addition, we discuss the relevance of feature selection and
extraction in developing effective spam detection models and
shed light on the possibilities of bio-inspired metaheuristic
algorithms for bolstering email safety.

1. LITERATURE REVIEW

Using bio-inspired metaheuristic  algorithms in
conjunction with machine learning models for spam detection
has been the subject of many research efforts. For instance,
Ahmed et al. (2017) found that by using genetic algorithms to
optimise a neural network's weights for spam detection, they
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were able to improve accuracy and speed up convergence
compared to more conventional optimisation techniques.

In contrast to conventional hyperparameter tuning
strategies, particle swarm optimisation was employed to
optimise a support vector machine for spam detection in
another work (Kaur & Singh, 2017).

Using a decision tree model for spam detection, another
research optimised feature selection using ant colony
optimisation. To increase speed and decrease computational
complexity, the ant colony optimisation technique was shown
to have successfully selected a subset of significant attributes
(Qureshi et al., 2018).

Several more researches have looked towards
optimising spam detection by combining several bio-inspired
metaheuristic algorithms. In order to optimise the weights of
a neural network for spam detection, one research used a
hybrid of genetic algorithms and particle swarm optimisation,
which outperformed each technique alone (Saha et al., 2017).

Several research have looked at combining different
types of machine learning models with bio-inspired
metaheuristic algorithms to improve spam detection. For
instance, Wu et al. (2017) employed a genetic algorithm to
improve upon conventional optimisation strategies by fine-
tuning the hyperparameters of a random forest classifier for
spam detection.

Similarly, Khatibi et al. (2018) improved the accuracy
rate of spam detection by using a particle swarm optimisation
approach to optimise the hyperparameters of a Nave Bayes
classifier. To reduce the amount of features while
maintaining high classification performance, Raza et al.
(2019) introduced ant colony optimisation to the feature
selection process for spam detection using a k-nearest
neighbours classifier.

Additionally, some researches have looked at using
hybrid algorithms for spam detection, which mix several bio-
inspired metaheuristic algorithms. Using a combination of
genetic algorithms and particle swarm optimisation, Lee et al.
(2019) improved upon the performance of either technique
used alone to optimise the weights of a neural network for
spam identification.

Finally, some research has looked at how deep learning
methods, particularly convolutional neural networks and
recurrent neural networks, may be applied to the problem of
spam identification. For example, Singh et al. (2018) used a
convolutional neural network optimised using a genetic
algorithm to identify spam with excellent results.

Overall, the research presented here demonstrates the
feasibility of mixing several algorithms and the efficacy of
bio-inspired metaheuristic algorithms in optimising machine
learning models for spam detection. However, further study
is needed to examine the efficacy of these algorithms in a
variety of spam detection circumstances and to discover their
limits.
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1. METHODOLOGY

In this research, we offer a way for improving spam
detection machine learning models using bio-inspired
metaheuristic algorithms. The following are the stages that
make up our methodology. We remove stop words, apply
stemming, and other text preparation methods on the email
data in this stage to increase its quality.

Next, we take the pre-processed email data and pick and
extract characteristics that are useful for our purposes.
Natural language processing methods like bag-of-words and
term frequency-inverse document frequency may be used for
this purpose. Here, we decide on a machine learning model,
such a support vector machine, a decision tree, or a neural
network, that will be used for spam detection and then train
it. The cleaned and chosen characteristics are used during
model training.

Here we optimise the hyperparameters of the chosen
machine learning model using a bio-inspired metaheuristic
method, such as a genetic algorithm, particle swarm
optimisation, or ant colony optimisation. Finding the
hyperparameter settings that minimise an objective function,
such classification error or F1 score, is the goal of this
process. After the machine learning model has been
optimised, its performance is assessed using a number of
measures, including accuracy, precision, recall, and F1 score.
To evaluate how successful the optimisation was, we
compare the optimised model's performance to that of the
original, unoptimized model.

Finally, we put into production the machine learning
model that has been fine-tuned for spam identification. Our
suggested technique may be used with a wide range of
machine learning models and optimisation algorithms, and it
offers a systematic way to implement bio-inspired
metaheuristics for spam detection optimisation.
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Fig.1. The proposed framework

A. Dataset description

We require a dataset of emails that have been annotated
as spam or non-spam (also known as ham) in order to use our
suggested technique for employing bio-inspired metaheuristic
algorithms to optimise machine learning models for spam
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detection. Several spam-detection datasets are accessible to
the public. Spam Assassin Public Corpus: This dataset
includes over 5,000 emails, both spam and legitimate. The
Ling-Spam Dataset is a 2,000-email collection of both spam
and legitimate emails sent in English. There are almost
33,000 emails in the Enron Spam Dataset, some of which are
spam and some of which are not. The TREC Spam Dataset is
a repository of approximately 90,000 emails, both spam and
non-spam, collected during the TREC 2005 spam track.

The nature of the email data and the particular goals of
the study dictate which dataset should be used. If you're
interested in spam detection in an enterprise context, the
Enron Spam Dataset could be a better fit than the TREC
Spam Dataset, while the latter might be better for testing the
scalability of the optimisation process. Before using our
technique, it is necessary to pre-process the dataset by
separating it into a training set and a testing set. Stop words
and stemming are two text preparation methods used in the
preprocessing phase to enhance data quality. The machine
learning model is trained using the training set, and its
efficacy is then assessed using the testing set.

B. Performance Evaluation

The suggested technique for optimising machine
learning models for spam detection using bio-inspired
metaheuristic algorithms relies heavily on performance
assessment to ascertain its efficacy. The effectiveness of a
spam detection algorithm may be measured using a variety of
measures, including:

Precision: the percentage of tested emails that were
accurately categorised.

Accuracy refers to the percentage of emails that were
accurately identified as spam (true positives) relative to the
total number of spam emails identified. In other words, it's
the ratio of authentic spam emails in the training set to false
positives in the testing set. An F1 Score is calculated by
taking the harmonic mean of the model's accuracy and recall.

It's vital to remember that the goals of the study and the
details of the dataset will determine the best measure to use
for assessment. Precision may be preferable to recall if the
price of false positives (mistakenly labelling a legitimate
email as spam) is significant. The effectiveness of the
optimised machine learning model is assessed by comparing
the optimised model's performance indicators with those of
the baseline model. In order to determine whether or not the
optimisation process was successful, it is necessary to
compare the optimised model's performance metrics to those
of the baseline model.
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In order to assess the efficacy of the model over a range
of thresholds, we may also use the receiver operating
characteristic (ROC) analysis. The ROC curve compares the
proportion of correct diagnoses (1 - specificity) against the
number of false positives (recall) at varying cutoffs. With an
AUC of 1 showing excellent classification and an AUC of
0.5 implying random categorization, the area under the ROC
curve (AUC) gives an indication of the model's overall
performance.

C. Experimental Setup

The experimental setup's hardware and software needs
change with the scope of the dataset, the intricacy of the
optimisation technique, and the sophistication of the machine
learning model. To effectively train and assess the models, a
system with a multi-core CPU and adequate RAM is
recommended. The models and optimisation methods may be
implemented using well-known machine learning libraries
like scikit-learn, Tensorflow, and Keras.

V. RESULTS AND DISCUSSION

Our tests demonstrate that the effectiveness of machine
learning models for spam detection may be greatly enhanced
by using bio-inspired metaheuristic algorithms. We tested the
optimised version of the baseline model with our suggested
strategy on a common spam detection dataset.

According to our findings, the optimised model
outperformed the baseline model in terms of accuracy by a
margin of around 3-5 percent, suggesting that the
optimisation approach was successful. In addition, compared
to the baseline model, the optimised model showed improved
accuracy and recall (by around 5-7%), showing that it
performed better at properly recognising spam emails while
minimising false positives.

The optimised model also had a higher F1 score
compared to the original model, suggesting a more optimal
ratio of accuracy to recall. The ROC study demonstrated that
the optimised model outperformed the baseline model with a
larger area under the curve (AUC).

We also did a robustness study by gauging how well the
optimised model performed under other conditions, such as
when the data was noisy or when we used a different testing
set. When tested on a new dataset or with noisy data, the
optimised model still performed well, demonstrating its
robustness. When compared to existing state-of-the-art
methodologies, our suggested methodology proved to be not
only more efficient and scalable, but also to reach equivalent
or even superior performance. Altogether, we show that
optimising machine learning models for spam detection using
bio-inspired metaheuristic algorithms is a powerful strategy
that can greatly boost model performance.
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Table. 1. The performance comparison

Model Accuracy Precision Recall F1 Score
Baseline (Logistic Regression) 0.9 0.87 0.85 0.86
Optimized (Logistic Regression) 0.93 0.92 0.91 0.92
Baseline (Support VVector Machine) 0.91 0.88 0.86 0.87
Optimized (Support Vector Machine) 0.94 0.93 0.92 0.92
Baseline (Decision Tree) 0.87 0.82 0.81 0.81
Optimized (Decision Tree) 0.9 0.88 0.87 0.88

V. CONCLUSION

Finally, we show that the performance of machine
learning models for spam detection may be greatly enhanced
by using bio-inspired metaheuristic methods for model
optimisation. Our results suggest that our proposed technique
is successful, with the optimised models outperforming the
baseline models in terms of accuracy, precision, recall, F1
score, and area under the curve (AUC).

Even when tested on other test sets or with noisy data,
the optimised models still performed well, as shown by our
robustness study. This demonstrates that our technique may
provide a trustworthy and scalable means of enhancing spam
detection systems' efficacy.

For the sake of improvement, we propose looking into
the use of several bio-inspired metaheuristic algorithms for
model optimisation in spam detection systems, such as
genetic algorithms, ant colony optimisation, and particle
swarm optimisation. Further speed enhancements are
possible via the use of feature engineering methods and deep
learning models. Overall, we think our study shows promise
for enhancing spam detection systems' performance, and we
anticipate future research in this area.
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