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Abstract:- There are many options for personal data 

protection framework. However, there are no rank of the 

available frameworks. The ranking of the framework 

gives a perspective on the merit and drawbacks of the 

frameworks, and it will provide a point for consideration 
in adopting and implementing the framework. This study 

aims to rank potential framework options for protecting 

personal data. Experts are involved for the evaluation 

and scoring of the criteria. The Analytical Hierarchy 

Process (AHP) technique is used to weigh the selection 

criteria and rank the alternatives, respectively based on 

the expert’s judgement. The findings demonstrate that 

for businesses ISO 27701 is the top framework of choice 

for personal data security.  
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I. INTRODUCTION 
 

The rapid transmission of information via internet 

platforms has created chances for data hacking and 
unauthorized disclosure of data. 

 

Approximately 73.7%, or approximately 202.6 million 

Indonesians, are active internet consumers, out of a total 

population of 274.9 million. While active social media users 

in Indonesia reached 170 million, or 61.8% of the country's 

total population [1] 

 

In Indonesia, there are a total of 1,637,937,022 instances 

of anomalous cyber traffic, of which approximately 55 

percent are aimed at data breaches [2]   

 

As a result of this data hacking, both the owners of 

personal data and the organizations that administer such data 

have suffered significant losses. As one piece of personal 

identification information may be worth up to USD 180 [3] 

One of the reasons for this is that information, primarily 
personal data, is viewed as a commodity and has significant 

value for parties that can make use of it [4],[5] 

 

Consequently, the security of information, particularly 

personal data and within cyberspace, is essential for 

businesses to have today and is of utmost importance [6] 

 

This research is aimed to rank the available choices of 

framework for empowering personal data protection for 

Indonesian organization. 

 

II. LITERATURE REVIEW 
 

A. Personal Data Protection 

Companies and organizations that collect, use, and 

process personal data are exhorted to be able to abide by all 
applicable laws and regulations, particularly those pertaining 

to personal data protection [7]. 

 

Companies that effectively implement personal data 

protection have a positive effect on company growth. [8] 

 

With special attention to personal data protection, it has 

been demonstrated that businesses based on personal data 

protection can enhance their business and offer a competitive 

advantage to businesses or companies that implement it [9]. 

 

Complying with personal data protection practices is 

essential for businesses and organizations not only due to the 

regulations and benefits they provide, but also due to the 

necessity of doing so. 

 

This is supported by the strong influence of 
digitalization on businesses in the present day. Digitalization 

has been extremely beneficial to human life, particularly in 

terms of integrating human life with technology [10]. 

Nevertheless, the digitalization process will typically increase 

security risks that digitalization actors typically overlook or 

give less attention to [10]. 

 

In addition to having a positive impact on the company 

and ensuring compliance with personal data protection 

regulations, there will be side effects in the form of increased 

company expenses induced by company compliance with 

personal data protection regulations. 

 

Regional standards or regulations for the preservation of 

personal data exist, so each nation has its own set of 

regulations. The General Data Protection Regulation of the 

European Union is one of them. The GDPR is currently used 
as a guideline for data protection practices. 

 

Not only the owner, collector, and user of data, but also 

third parties who process data are typically governed by 

regulations pertaining to the preservation of personal data 

[11],[12]. 

 

Given the importance of implementing personal data 

protection for companies or organizations, despite the fact that 

its application has negative side effects, but due to market 

demands in which personal data security is now a factor for 

consumers when selecting products or services, companies or 
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organizations must implement personal data protection 

practices.  

 

The company must protect personal data utilized in its 

operations, such as consumer data, as well as the personal data 
of its employees, as both fall under the umbrella of personal 

data. 

 

B. Personal Data Protection Framework 

The development of technology, particularly in the 

communication and information sector, which is now 

integrated into daily life [13] is accompanied by a rise in 

contemporary difficulties. The development of new 

technologies has also spurred the issuance of new regulations, 

particularly concerning the protection of personal data. 

Regulations pertaining to the preservation of personal data 

govern the collection, handling, and use of personal data by 

organizations and businesses [13]. 

 

Compliance with personal data protection regulations 

presents a challenge for businesses and organizations. This is 

due to the complexity of business operations, particularly with 
the constant flow of information [13]. 

 

Due to the complexity of meeting the standards 

governed by personal data protection regulations, 

organizations and businesses require measures or frameworks 

to make it easier for them to comply. 

 

The data framework is crucial to improving personal 

data protection systems and complying with regulations. 

There have been numerous frameworks for personal data 

protection, but selecting the correct one for an organization 

and complying with the regulation is challenging. 

 

C. ENISA Guideline for Personal Data Protection 

 

The European Union Agency for Network and 

Information Security, also known as ENISA, was established 
in 2004. Its mission is to increase the awareness and culture of 

information security and cybersecurity in the European 

Union's society [14]. 

 

ENISA has issued guidelines for personal data 

protection to aid in GDPR compliance and reduce the risk of 

noncompliance with the regulation. The guideline includes 

Data Protection by Design and Default, Data Protection 

Impact Assessment, Data Protection Engineering, Privacy 

Enhancing Technologies, and Data Breach Notification [15]-

[18].  

   

EU's GDPR also requires organizations to have a data 

breach notification system to ensure that if a data breach 

occurs within the organization, the organization will be 

notified and will attempt to mitigate the effects. The data 

incident notification guideline has been published by ENISA. 

It discusses how to manage an incident, as well as 
coordination with other parties, the content of notification 

information, and the timeline.  

 

The ENISA is primarily viewed as beneficial for 

assisting organizations in complying with the GDPR.  

 

D. ISO 27701:2019 

The International Organization for Standardization (ISO) 
has issued ISO 27701 as a standard. Prior to the publication of 

ISO 27701, this standard was referred to as ISO 27752 during 

the formulation process; it was renamed ISO 27701 in 2019 

[19] when it was ratified. 

 

The ISO 27701 standard is an extension of the ISO 

27001 standard that emphasizes the preservation of personal 

data in greater depth. ISO 27001 is a standard for information 

security in general; ISO 27701 is an extension or development 

that is more specific to information security for personal data 

[20], [21]. 

 

ISO 27701 was developed in response to global 

challenges in the protection of personal data. With the 

adoption of the EU General Data Protection Regulation 

(GDPR) and the Data Protection Act (DPA) by the United 

Kingdom, all activities in the European Union and the United 
Kingdom that involve personal data must comply with these 

regulations. However, neither the GDPR nor the DPA specify 

how to achieve compliance with these regulations; this is the 

impetus behind the development of the ISO 27701 extension 

from its progenitor ISO 27001. 

 

The Privacy Information Management System (PIMS) is 

thoroughly discussed in ISO 27701. This ISO 27701[22] 

standard addresses system design, system implementation, 

and system supervision.  

 

ISO 27701 contains specific guidelines for PIMS design 

and implementation. Information security policy; information 

security organization; human resource security; asset 

management; access control management; cryptography; 

physical and environmental safety; security operations; 

communication security; acquisition, development, and 
maintenance of systems; management of supplier 

relationships; information security incident management; 

information security aspects on business continuity; 

Compliance [20], [21]. 

 

In addition to the design and implementation 

considerations of PIMS, ISO 27701 also provides specific 

guidelines for personal data managers and processors. 

Moreover, ISO 27701 is said to be compatible with and 

integrate well with existing standards and regulations [19]. 

 

E. ASEAN Personal Data Protection Framework 

The ASEAN Organization is a collection of Southeast 

Asian countries. One of the objectives is to increase 

cooperation among its members in addressing diverse 

contexts of problems, including political, economic, social, 

cultural, and many others. Several member nations, including 

Singapore, Malaysia, Thailand, the Philippines, and now 
Indonesia, have legal regulations regarding personal data 

protection [23]. 
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Brunei Darussalam issued the ASEAN Framework on 

Personal Data Protection in 2016 through the ASEAN 

Telecommunications Ministers meeting in Bandar Seri 

Begawan [23], [24]. 

 
The ASEAN Framework on Personal Data Protection 

does not essentially require ASEAN member states to adopt 

this framework; this is to demonstrate the commitment of 

ASEAN member states to prioritize personal data protection 

[23]-[25]. 

 

This ASEAN framework contains seven main principles 

to strengthen the protection of personal data: (i) consent, 

notification, and purpose, (ii) accuracy of personal data, (iii) 

security, (iv) access and correction, (v) transfer between 

countries or territories, (vi) storage, and (vii) accountability 

[23]. 

 

III. RESEARCH METHODOLOGY 
 

In Regarding data collection and processing, this study 

involves three main steps. These stages include determining 
the selection criteria, applying the Analytical Hierarchy 

Process (AHP) to weight the selection criteria, and ranking the 

alternatives. 

 

For determining the selection criteria, the council of 

experts will evaluate which criteria can be considered in this 

study for the selection of a personal data protection 

framework based on a review of the relevant literature. In 

addition, the specialists suggested the inclusion of certain 

criteria in the selection procedure. The involved specialists 

have diverse backgrounds, with a focus on information 

security, cyber security, and risk management.  

 

After the selection criteria have been determined, the 

AHP is used to calculate the relative importance of each 

criterion. The purpose of balancing the criteria is to determine 

which criteria should be given the most weight and 
consideration. [26],[27]. 

Expert Choice software is used to perform the AHP 

calculation. 

 

IV. RESULTS AND DISCUSSION 
 

This study aims to aid in the selection and ranking of 

three data framework alternatives for the preservation of 

personal data, considering the four most important criteria for 

selecting the data framework to be used by Indonesian 

businesses. 

 

The framework alternatives are chosen according to how 

closely they adhere to Indonesia's characteristics. Due to the 

fact that every expert involved is Indonesian and conversant 

with the Indonesian environment. If the European Union 

General Data Protection (GDPR) is regarded as the most 

sophisticated rule for personal data protection, then the 
ENISA Personal Data Protection framework is involved, as it 

is widely used for complying with EU's GDPR. Other options 

include ISO 27701 and ASEAN Personal Data Protection 

Framework. ISO 27701 is a standard published by the 

International Organization for Standardization, and it was 

intended to be extensively implemented without regard to 

regional or regulatory restrictions. As a result of Indonesia's 

membership in ASEAN and 2016 ratification of the 

framework, the ASEAN PDP Framework is selected. 
 

The criteria are derived from a review and analysis of 

literature review to data protection in general. There are a total 

of four criteria that could be considered for this study. In 

addition to criteria for literature analysis, the expert's opinion 

also includes additional criteria. The criteria consist of 

business & economy, legal, technical, and security. 

 

The weight assigned to each ranking criterion is depicted 

in fig. 1 results.  

 

Legal criteria are ranked as the highest priority criterion 

with a score of 0.61, followed by Business & Economy with 

0.19, Security with 0.15, and Technical with 0.05. 

 

 
Fig 1.  Criteria Weights 

 

This indicates that compliance with the rules and 

regulations plays a significant role in determining which 

framework will be chosen. As a result of the fact that 

administrative sanctions, penalties, and criminal sanctions will 

be implemented if a company fails to comply with Indonesian 

law, noncompliance may result in company dissolution.  

 

Based on the results, business & economy is more 

important than security. Complying with the requirements of 
the regulation may necessitate that businesses also plan their 

financial expenditures for adoption, operation, and 

technology, while the security will improve automatically. 

Therefore, the security factor is still regarded as significant, 

but it can be covered by legal factors. This is demonstrated by 

the comparatively low sum of the business & economy weight 

score of 0.19 and the security weight score of 0.15. 

 

Technical is deemed less essential than the other three 

criteria, given that the objective is to comply with the rules 

and regulations by enhancing personal data protection. The 

company will have to adapt to the technical challenges that it 

may encounter. As a result, the objective is to comply with 

regulations and strengthen the system for protecting personal 

information. 

 

After calculating the relative importance of each 
criterion, the next stage is to select the best alternative for the 

framework for protecting personal data. Fig 2 results represent 

the ranking of the framework alternatives considered in this 

study.  
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In comparison to ENISA and ASEAN, the score 

indicates that ISO 27701 is the best option. Since ISO 27701 

is a part of the ISO standard series and an extension of ISO 

27001, it is considered to be the most compatible with the 

environment of Indonesian organization and the easiest to 
integrate with existing systems. As a result, the framework 

will be easier to implement for many organizations in 

Indonesia that are already familiar with it. While the ENISA 

is believed to be more difficult to implement due to its 

emphasis on Privacy by Design, which must be incorporated 

into every system, it is simpler to implement in a new system. 

While ASEAN lacks specific details on how to implement the 

guidelines and the guidelines themselves, the ASEAN has 

adopted the guidelines. 

 

 
Fig 2. Framework Ranking 

 

V. CONCLUSION 
 

Based on the findings, it can be concluded that ISO 

27001 is the highest-ranking personal data protection 

framework that Indonesian organizations can use to 

strengthen their personal data protection. 

 
Legal criteria were the most essential criterion, so 

compliance with the rules and regulations is considered to be 

of the utmost importance. Followed by the business & 

economy criterion, which was the adoption and operation 

costs of the framework. The security criteria are adhered to, 

and if the regulations are met, the security will automatically 

follow and strengthen itself. Due to the need for compliance, 

which necessitates that businesses adapt to the technical 

difficulties encountered, the technical criteria were deemed to 

be of less important. 
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