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Abstract:- The internet, now a day, has important rules
to search for information, learning, searching for news,
and entertainment. The problem that often arises is
that sometimes there is instability on the network or
internet providers who often experience downtime and
slow internet connections, which have become human
obstacles to their internet network needs. The
implementation of load balancing techniques and
Failover techniques allows traffic to flow evenly and
prevent overload on one connection.This system is
made to solve problems on the internet network; the
network is designed using three ISP provider with load
balancing and failover technique to support network
performance when downtime or disconnect so that the
line network can switch smoothly directly to another
ISP which are still available.As the result, the user or
client will not have trouble when downloading or
uploading their work.

Keywords:- Load Balancing, Failover, Per Connection
Classifier (PCC), Network.

I INTRODUCTION

The internet, now a day, has important rules to search
for information, learning, searching for news, and
entertainment. The internet has made people attach to the
need for an internet network. However, the problem that
often arises is that sometimes there is instability on the
network or internet providers who often experience
downtime and slow internet connections, which have
become human obstacles to their internet network needs.
Established implementation requires overcoming this by
implementing load-balancing techniques and using 3 ISPs
in the network.

The implementation of load balancing techniques
will provide benefits to users for using internet facilities.
Because load balancing can divide the traffic load into the
two connection lines in a balanced way, allowing traffic to
flow evenly and preventing overload on one connection.
Meanwhile, the failover technique is used to deal with an
ISP if it disconnects or goes down so that the other ISP can
automatically back up to another ISPs. Failover is the
ability of a system to switch to a backup system, either
manually or automatically, when the condition of one of
the systems fails.And at this time at CV SetiaKawan,
overload events are unavoidable because the average active
user exceeds the capacity that must settle. The following is
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data on the occurrence of downtime on the system within 1
year (counting from 2021 to 2022).

Month Week-1 Week-2 Week-3 Week-4
Jan 2021 2x Ix 3x 2x
Feb 2021 2x 3x 2x 3x
Mar 2021 Ix Ix 2x 2x
Apr 2021 3x 2x 2x 1x
May 2021 2x 2x Ix 3x
Jun 2021 Ix 3x 2x 1x
Jul 2021 3x 2x 2x 2x
Aug 2021 2x 2x 3x Ix
Sep 2021 Ix 4x 2x 2x
Oct 2021 4x 2x 2x 3x
Nov 2021 3x 2x 4x 2x
Dec 2021 2x Ix 4x 3x
Jan 2022 4x 3x 3x 4x

Total 119x down time in 1 a year

Table 1: Downtime Table

From the data above, the increasing needs of internet
users amid the current Covid-19 pandemic, causemany
downtime failures. This becomesa question of how to
avoid overload on an internet network with load balancing
and implementing the failover method.

A. Load Balancing

Load balancing is a technique to even out two
connection lines that must balance on a network, which
allows traffic to travel more efficiently. It also enables
throughput optimization to avoid overloading a single
connection path. It can make a connection more stable and
optimal. The conditions that apply to the common
scheduling algorithms on Load Balancers are Round Robin
Scheduling Algorithm and Least Connection Algorithm.
To distribute connection traffic loads on two or more
connection lines in a balanced way so that traffic runs
optimally, the load balancing methods that can be used are
ECMP (Equal-Cost Multiple Path), PCC (Per-Connection
Classifier) and NTH.
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» Per Connection Classifier (PCC)

The PCC load balancing method is a load balancing
method that combines Per Connection Load Balancing
with Per Address Pair Load Balancing. With these two
techniques, PCC in LAN networks will be more adaptable.

» Equal Cost Multi-Path (ECMP)

Equal Cost Multi-Path (ECMP) is to automatically
rotate the output selection path on the gateway. There are
two or more gateway paths for outgoing packets from this
router. With this ECMP application approach, outgoing
and incoming packets that pass through the track gateway
will have the same load.

» Nth

Nth is the load-balancing mechanism included in the
proxy. This method works with the operating method of
utilizing a round-robin algorithm that can disconnect
distribution solutions that will mangle to routes that have
been built for a load-balancing approach.

B. Failover

Failover is a method that uses several kinds of
connection lines to get a destination network. But under
normal circumstances, the implementation is done using
only one link. The other links are used as backups and will
be used when the main link is down.

1. LITERATURE REVIEW

Research and implementation were made by Eudes
Raymond in 2018 about the Implementation with two ISPs
using method Connection N and PCC[6], Systems built
using the Nth load balancing approach and the PCC load
balancing method can solve the problem if the ISP loses
connectivity.

Another in 2020 by Mustafa and Ramayanti about
implementation of Load Balancing and Failover to the
Device Mikrotik Router Using the NTH Method (Case
Study: PT.GO-JEK Indonesia) [2], using the NHT
approach, balances the traffic on the two connection lines
to prevent overloading one connection line.

1. METHOD

A. Data collection

Conducting interviews and observations is a technique
used by the author to obtain research data. The purpose of
collecting qualitative data (interviews and observations) is
to collect reliable and objective data because this data is
collected directly from the informants in the case study,
namely interviewing the head of the Network Engineer
section at CV. SetiaKawan.
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B. Research stage
Below shown the flow of the research stage.

Konfigurasi Load
Balancing
Studk Literatur
Konfigurasi Fafiover
Studi Lapangan
Pengujian Load
Balancing dan
Falover
Perancangan
Topologi Jaringan

Capture Hasil Kinerja
Load Balancing dan
Fadover

Fig. 1: Research Stage

For the problems in the companies, such as the
frequency of internet downtime, this can occur up to 1-2
times per month. The problem happened when the
company was still using only 1 ISP. To overcome these
problems author implemented the method, by making the
network topology modification. The implementation is by
using 3 ISPs in one network design.Then the author will
carry out the load-balancing configuration process. At this
load-balancing configuration stage, the authorsuse a
Mikrotik device.
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V. RESULT AND DISCUSSION

A. Prepare Load Balancing

Load balancing is required on small- or large-scale
networks that have two or more gateways to ensure stability
and network availability which is always available so that
communication remains connected even when interruptions
occur. The network must be able to minimize connection
interruptions on the main network so that the system can
continuously exchange data and information.
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Fig. 2: Topology Before Load Balancing

The implementation is with the previous condition
that only uses 1 ISP change to use 3 ISP in a network
connection and add load balancing.

The Hardware &Software
Mikrotik Router

Router

Switch

Fiber Optic

LAN cable

Winbox Virtual Machine

¢ Windows Operating system

Fig. 3: Topology after Load Balancing

B. Load Balancing Configuration

The first step is to install Internet LAN from ISP
Oxygen, ISP Indihome and ISP Remala in one Mikrotik
router, then connect it to a client using a LAN cable from
the Mikrotik router to the client’s computer. The
configuration:
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/interface bridge
add name=hridge-klient

/interface ethernet

set [ find default-name=ether] ]| name=etherl-ispl-oxygen

set [ find default-name=ether?, | name=ether2-isp2-indihome

set [ find default-name=ether3 | name=ether3-isp3-remala

Assign IP addresses in the following order.

/ip address

add address=192.168.100.100/24 interface=etherl-ispl-
oxygen network=192.168.100.0

add address=172.16.1.1/24 interface=bridge-klient
network=172.16.1.0

add address=192.168.200.200/24 interface=ether3-isp3-
remala network=192.168.200.0

add address=192.168.1.150/24 interface=ether2-isp2-
indihome network=192.168.1.0

This is what shows the configuration:

/ Quickset
7 capsman  |* 7
W |nterfaces Address Network Interface Comment
T $172161.024 1724610 bridge-kient
R £1921681.15024 19216810 ether2iisp2-indi...
2% Bridge 192.168.100.100/24 192.168.100.0  ethert-isp1-oxy...
% PPP #192.168.200.200/24 192.168.2000  etherd-isp3-rem...
v Switch
.: Mesh
P
MPLS
x Routing
System
’ Queues
I- Files
Fig. 4: Address List
DNS Settings 0[]
5 A
Severs: 20867222222 c oK
Dynamic Servers: Cancel
Appl
Use DoH Server: v LW |
Verify DoH Certicate | S|

Cache
v Allow Remote Requests

Max UDP Packet Size: 4096
Fig. 5: DNS configuration
/ Quiksat

L CAPSMAN DHCP Networks Leases Options Option Sets Vendor Classes Alerts
™ Interfaces + T DHCPConfig = DHCP Setup
1 Wireless Name. Interface Relay  LeaseTime Address Pool  AddAR...
3 Bidge dhep! bridge-klient 00:10:00 dhep_poold  no
& pPP
T Switch
9 Mesh
Zr
MPLS
b Routing
System

,Queues
Fig. 6: Configuration DHCP server
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NAT configuration can be done with the following
command:

[ip firewall nat

add action=masquerade chain=srcnat out-interface=etherl-
ispl-oxygen

add action=masquerade chain=srcnat out-interface=ether2-
isp2-indihome

add action=masquerade chain=srcnat out-interface=ether3-

isp3-remala

C. Mangle Configuration

Mangle is a kind of 'marker' that marks packets for
future processing with special marks. The function mangle
is to tag the route packets according to the current routing
rules. The authors will use the PCC load-balancing method
using mangle rules.In the PCC approach mangle
configuration stage, the author uses various mangle
sequences, such as:
¢ Chain Pre-routing
¢ Chain Input
e Chain Output

The configuration command is as follows:

fip firewall mangle
add action=mark-connection chain=input in-interface=etherl-
ispl-oxygen \

new-connection-mark=koneksi _ispl passthrough=no
add action=mark-connection chain=input in-interface=ether2-
isp2-indihome \

new-connection-mark=koneksi_isp2 passthrough=no
add action=mark-connection chain=input in-interface=ether3-
isp3-remala \

new-connection-mark=koneksi_isp3 passthrough=no

add action=mark-routing chain=output connection-
mark=koneksi_ispl |

new-routing-mark=ke_ispl passthrough=no
add action=mark-routing chain=output connection-
mark=koneksi isp2 \

new-routing-mark=ke_isp? passthrough=no
add action=mark-routing chain=output connection-
mark=koneksi isp3 |

new-routing-mark=ke_isp3 passthrough=no
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add action=mark-connection chain=prerouting
comment=pcc dst-address-type=\

!ocal in-interface=bridge-klient new-connection-
mark=koneksi_ispl \

passthrough=yes per-connection-classifier=both-
addresses-and-ports:3/0
add action=mark-connection chain=prerouting dst-
address-type=!local \

in-interface=bridge-klient new-connection-
mark=koneksi_isp2 passthrough=\

ves per-connection-classifier=both-addresses-and-
ports:3/1
add action=mark-connection chain=prerouting dst-
address-type=!local \

in-interface=bridge-klient new-connection-
mark=koneksi_isp3 passthrough=\

yes per-connection-classifier=both-addresses-and-

ports:3/2

D. Routing Configuration and Failover

For the first step, create a static route that functions as a
recursive gateway trigger. This rule will use as a recursive
gateway trigger. The author uses a public IP on the
internet, for ISP1 IP = 9.9.9.9, for ISP2 IP = 1.1.1.1, and
for ISP3 IP =8.8.8.8.

To distinguish between ISP1 and ISP2 triggers, set
the scope parameter in the rule. In this case, the scope of
ISP1 is 30, the scope of ISP2 is 31, and the scope of ISP3
is 32. Here are the configuration commands:

» Static Route Configuration

add comment="ping ispl" distance=1 dst-address=9.9.9.9/32
gateway=192.168.100.1

add comment="ping isp2" distance=1 dst-address=1.1.1.1/32
gateway=192.168.1.1 scope=31

add comment="ping isp3" distance=1 dst-address=8.8.8.8/32
gateway=192.168.200.1 scope=32

» Default Route Configuration

/ip route
add check-gateway=ping comment=""rec ispl" distance=1
gateway=9.9.9.9\

routing-mark=ke_ispl target-scope=30
add check-gateway=ping comment=""rec isp2"" distance=1
gateway=1.1.1.1\

routing-mark=ke_isp2 target-scope=31
add check-gateway=ping comment=""rec isp3"" distance=1
gateway=8.8.8.8\

routing-mark=ke_isp3 target-scope=32
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» Backup Route Configuration

add check-gateway=ping comment=""backup isp3 ke isp1"
distance=2 gateway=\

8.8.8.8 routing-mark=ke_ispl target-scope=32

add check-gateway=ping comment=""backup isp2 ke ispl"
distance=2 gateway=\

1.1.1.1 routing-mark=ke_ispl target-scope=31

add check-gateway=ping comment=""backup ispl ke isp2"
distance=2 gateway=\

9.9.9.9 routing-mark=ke_isp2 target-scope=30

add check-gateway=ping comment=""backup isp3 ke isp2"
distance=3 gateway=\

8.8.8.8 routing-mark=ke_isp2 target-scope=32

add check-gateway=ping comment=""backup isp2 ke isp3"
distance=3 gateway=\

1.1.1.1 routing-mark=ke_isp3 target-scope=32
add check-gateway=ping comment=""backup ispl ke isp3"
distance=3 gateway=\

9.9.9.9 routing-mark=ke_isp3 target-scope=30

So that the router can still access the internet, add a
default gateway configuration without the mark-routing
parameter. The result in the routing table will be the
following:

add check-gateway=ping comment="internet untuk mikrotik "
distance=1 gateway=\

192.168.1.1,192.168.200.1,192.168.100.1

Rovtes Nexthops Rules VRF

d=llvina|7
Dst Address ~ Gateway Check Gataway  Distance ~ Routing Mark  Pref, Sourca

DAC ) 172161024  bridge-Klent reachable 0 1121611
DAC ) 1921681024 other2isp2indihome roachable 0 192.168.1.150
DAC ) 192.168.100.0L.. ethert-spf-oxygen reachable 0 192.168.100.
DAC ) 192.168.2000/.. ether3.ispdromala reachable 0 192168 200,

1 nemet unkk mikrotk
AS D ODOOO 18216811 reachable ether2spl-ndhome, 192168 2001 rs., ping 1

Fig. 7: Default Route Mikrotik

Of all the stages described earlier, the final result of
this recursive is as follows:
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Fig. 8: Recursive Failover Configuration Results
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E. Load Balancing Test

In the first test, the authorsimplement load balancing
using the PCC method. This PCC system always maintains
the path that was passed at the beginning of the connection
traffic flow.

The following is the result of the connection that runs
when the client downloads in the conditions before load
balancing is applied and after load balancing is applied:

yousa
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o o A AR A ) Tk 0D Tepe/lips =058
B c RIBIT] TZISSHE Tk woe Dtos/lbps 168808
o < ORI i Tie etz Tbpalips 1808
0 e SC 19276 Al 13520 The 000000 Obps/Dbps % 8/5%8
= £ WEIT A Tie 0 Utpa s 858
P Es 121681771 m13530 1 Dbps/lbps S58/568
WELS S WEIT e Tk Dbgaligs H5E
FIPE £y 192168.177.1 m19%4 The Obps/Dbps %858
> £ IR RS Tk [ SH5%8
J? Rodng s WEIT Rsn Tk Dbpalipe HH5E
Sysenm S 192168.177.1 musne The Obps/Dbps % 8/5%8
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£ RIS 12 1 Sien) (0008 Sne v Dbpu/ltos 681128
28 ! S 00006 mevat  Obpulips 2681128
X Tk 7 LISSEEN  Gla) T3555] esbished Dipe/ligs TEOMEZ4T ME
e Temnd 50 TLISSNEE fho) 235558 oxatishes 16%2bpe/1MBkps  TSDMBZ45ME
@ Dk 150 172195 248251 6icp) 000000 gnsent  Obpe/lbps 12808
SC TREEITINEE TRBIEEH bl 735550 oxbished Kbou21ktps  T2ZMETLOMB
@D‘m SAC 2 836 172199718291 Sicp) 235553 estabished Obps/Tbps 52MB/75MB
¥ Mie St € ! ORSSEE Eh) WL ot 4BbpsTbps m80E
em-ﬁ-nh SAC 121952038291 Sicp) 235554 estabished Obpa/Tbps 16.0 MB/25.7 MB
e RISAEN Gl (0008 Sne vet  Obpultos ZEBN12E
He s IO TRNSARES  Gho) 235550 exbished 16Rbpe/1Bkps  1SDMBZ4EME
S&C 192168 177144388 17219918291 6icp) 235559 establshed 1632bps/1088bps  16.9MB/T5.0 B
Fig. 9: Testing Downloads on the Client Before Load

Balancing

Filler Rules NAT Mangle Raw SenicePors Connectons Address Lists: Layer Protocols

T Tredking

Sre Addess Dst Addess Protoei Connection Mark Timeout TP State
c 000088 285255285 25587 17 (udp) koneksi_isp2 000008
SACs  T216125049716 2019616278443 6 tcp) Koneksi isp! 235746 established
SACs  M125340741 40891082443 i) honeksiisp! 21,0818 established
SACs  IRBI2SNOTES 25842443 i) haneksiisp2 25335 estblished
SACs  T21612534%817 201977189443 6/tcp) koneksi isp! 25334 estalished
SACs  M1125343835  34201182184483 iop) honeksiisp2 235927 established
SACs  1M1B125349865 137615329443 i) haneksiisp! 235326 established
SACs  TT2IAZSMTI SDIGZ3ASMI i) honeksiisp3 235948 estabished
SACs 1716125350115 10491725680 6 tcp) koneksi isp1 06.07:34 established
SACs  IRABI2SINME 11888771580 i) honeksiisp3 06:07:3 established
SADs  TIBIZSISONG8 29802443 6/tcp) Koneksiisp3 144515 estabished
SACs  MG12530M71 40998194443 i) honeksiisp! 144351 stabished
SACs  MB128352754  162150.13022448 6t 25944 estabished
SACs  TR1A2SISTSS 211124014443 23533 established

SACs 17216.125352762  $4.192.116.104:443 2359:17 established

SACs 17216125352763  5220037.22443 6 (1cp) koneksi_isp2 235918 established
SACs 1721612552764 542048786443 B {1cp) honeksi_isp2 2359:33 established
SACs 1721612553136 162.158.134.233:443 17 (udp) koneksi_isp2 000226
SACs 17216.125353794  162.159.128.233:443 17 (udp) koneksi_isp! 00:02:06
c 1721612535315 172.16.1.255:54915 17 (udp) koneksi_isp2 00:00:09
SACs 17216.125057339 3518622447443 6 (1cp) koneksi_isp3 235931 established
SACs 172.16.125357427  162.159.133.234:443 6 {tcp) koneksi_isp1 235359 established
SACs 1721615358451 52.111.240.14:443 6 (tcp) koneksi_isp2 235945 established
SACs 1721615358453 52.111240.14:443 B {1cp) koneksi_isp3 235345 established
Fig. 10: Testing Downloads on the Client After Load
Balancing

From the results above, the condition before the
implementation of load balancing, there was only 1 IP line
which Moratel(as provider),-caused the overload.

Meanwhile, after implementing load balancing, of
course, the traffic will run evenly and automatically, and
there will be no more overload things that will occur
because the paths are divided into more balanced and even
distributions.

F. Connection Balance Test (Balance)

The authors will then verify the connection balance,
utilizing the Winbox program to monitor the network
before and after load balancing. The result:
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The result is that PCC load balancing effectively
distributed packets and bytes over both interfaces. Based
on the results, it is possible to conclude that this PCC load-
balancing approach can share deployment packets by
balancing them across all gateways.
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G. Failover Testing

The authors examine the information obtained to
evaluate the performance of the load-balancing system that
was created. It compensates for connection failures caused
by one of the ISPs. Even if one of each internet service
provider's connections is lost, the system will still have two
ISPs or one other ISP that can be accessed as a backup
internet connection with failover.

O e

Ej;g&mm Qse.v('l e w06 o
” warwrs e woue o

Fig. 15: Testing Download After ISP2 disconnected
& s

Fig. 16: Testing Download After ISP2 and ISP1
disconnected

From the results, the downloads continued to run
smoothly without any connection problems being
interrupted. Because it will automatically switch if 1SP2
disconnected then ISP1 and ISP3 will become the default
gateways that support the operation of the entire network.
It can be monitored from the IP address checked through
the IP checker website, namely
https://whatismyipaddress.com.
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At the beginning of the download process, it still uses

ISP2, - Indihome with IP 180.244.162.175. And after the
ISP2 is disconnected, the download process continues, but
the resulting speed decreases by 10Mbps and the total
speed becomes 20Mbps. Also, the IP that passed is using
ISP1 and ISP2 connections, namely Moratel and Remala,
and the connected IP is 103.160.12.81.

If ISP2 and ISP1 disconnected, the download process

will also continue, but the speed will decrease to 20mbps
and the total speed is only 10mbps and the IP that is
skipped is only a connection from ISP3, namely Remala
with IP 167.71.199.241.

V. CONCLUSION

Based on the theory and discussion in the previous

chapters that have been done, it can be concluded that.

[1.] Frayogi,

The design of load balancing on a system can help to
build a good performance. Load balancing can divide the
load more evenly and can divide one traffic lane into
several connecting lines symmetrically.

The system design implemented by using the failover
technique succeeded in solving the problem, -in the form
that if one of the ISPs is down, failover will
automatically back up the other internet networks that
are still running.

In the aspect of choosing an ISP, the authors suggest
choosing an ISP that can download and upload speeds
that are not much different. So, that when browsing or
doing other things you don't experience slow connection
speeds due to the different response times for each ISP.

It is recommended to use two load balancer proxy
devices, so that load balancing performance is more
stable and can share the workload with other proxy
devices and not burden only one proxy.
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