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Abstract:- The volume of internet transactions has
multiplied dramatically in recent years. The internet,
however, has numerous security flaws. As a result,
protecting our sensitive data is currently a very difficult
task. The majority of medium and big businesses having
an online presence are linked to a network. Security
demands that a barrier be built between the internal
network and the public Internet. The "trusted" and
"untrusted™ sides of the network can be used to describe
them.

There are numerous tools and gadgets available to
assist safeguard our data. By enrolling in the top cyber
security certification programmes, anyone can learn more
about these concepts. For instance, a firewall safeguards
our data and deters illegal access.
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I INTRODUCTION

Firewalls are among the most utilized security
instruments. A firewall is a kind of safety gadget that controls
your organization's entrance by sifting network traffic. The
sifting of undesired traffic and safeguard against risky
programming diseases are likewise elements of firewalls.

A firewall can be set up to give various degrees of
safety. It utilizes an assortment of rules and strategies to
channel the information and lessen how much security
expected to restrict admittance to the applications and
frameworks.

1. BASIC IDEABEHIND A FIREWALL

A security protective device utilized in the domain of
PC network security is the firewall. Between the intranet as
well as the extranet, it is used. It is recognized that the
previous is a protected organization. The last option network
is noted as being significantly less secure. Equipment and
programming make up the firewall. There could be no
alternate way for availability between the intranet and
extranet than through the firewall. The essential assistance
device for guaranteeing network data security is the firewall.
It is extremely defensive. Simultaneously, the security
strategy control (authorization, dismissal, checking, etc) can
be utilized to delivery and capture the data stream entering
and leaving the organization. A firewall fills in as an
examiner. have the option to assess how data is
communicated.
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Additionally, you can filter the information flow after it
has been analysed. It also acts as a limiter by limiting the flow
of data that has been flagged as dangerous. Deny the intranet
access while allowing secure data to enter the system.
Authorize the intranet's safe information flow. As a result,
network security can be successfully protected. Make sure the
intranet is secure. In order to stop fire from spreading,
buildings used to have firewalls as partitions. Here, a
protective wall is extended to safeguard the internal network
security.

From a purely physical standpoint. Each firewall's
physical implementation may differ. However, it typically
consists of a mix of hardware (such as hosts and routers) and
software: A firewall is essentially a safety measure. be
utilised to safeguard the standing of network users, resources,
and info. 2. A firewall's operating system and attributes The
way a firewall functions. Fire walls operate in accordance
with preset configurations and guidelines. Track each data
flow that passes through the firewall. Only approved data is
permitted. Additionally logs the pertinent connection point,
the server's communication display, and any intrusion
attempts. to make tracking and monitoring by the
administrator easier. a firewall's properties. The following
qualities should be included in a good firewall: One is that the
firewall must be used for all communication; Second, it is
only permitted to flow over the firewall in accordance with
the security policy of the protected network; Fourth, the
firewall itself is impervious to all types of assaults. The third
step is to record the data content and activities that pass
through the firewall. The fourth step is to identify and alert
network attacks.

In Figure 1 it is shown that how a firewall establishes a
barrier between secured internal networks and outside
untrusted network, such as the Internet.

Figure 1. A wide connection to the Internet.
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11. THE FIREWALL'S MAIN PURPOSES

Technique for dynamic packet filtering. Additionally, it
evolved into a state detection technique. possible to snoop on
packets passing past a firewall. Information extraction from
the application layer. Depending on the information's
security, to choose whether to accept or deny. It is possible to
achieve the goal of dynamic security network control.
Firewalls have the ability to control information flows
through their ports on the fly. The underlying idea is that you
must connect. Manage shady services. Insecure services can
be effectively managed by firewalls.

In advance, establish the rules for data entrance and exit
between the trust and distrust domains. Outside of the
intranet, you can block services you deem hazardous. Rules
can be defined as well. When a starting and shutdown policy
is needed, begin and end automatically. It provides versatility
in addition to significantly enhancing the intranet's security.
protection against centralised security. All the software
required to secure the intranet can be centrally located by
firewalls. including all upgrades and additions to the
software. similar to a digital password. Login credentials and
authentication. Firewalls can be used to centrally control
these security concerns. It is both highly effective and simple
to use. The only way to provide centralised security
protection is to configure the firewall as the hub of the
security scheme.

a ‘ ~")

Figure 2. A global connection to the Internet.
V. FIREWALL BACKGROUND

The firewall, which has driven network security for over
30 years, is as yet the most dependable line of guard. The
primary firewalls, which date back to the last part of the
1980s, got going as bundle channels that were liable for
examining parcels (or bytes) passed across an arrangement of
organizations among PCs.

Despite the fact that obsolete frameworks actually use
firewalls that channel parcels, firewalls have changed as
innovation progressed. The protected development of bytes
and parcels across discrete frameworks was one of the basic
roles of these firewalls that screened bundles.

A. Gen 1 Virus

Anti-virus software was first created in Generation 1
because viruses invaded stand-alone PCs in the late 1980s,
which had an impact on all enterprises.
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B. Gen 2 Networks

All organisations were impacted by internet attacks in
Generation 2, which prompted the development of firewalls.
Gil Shwed, the CEO of Check Point, created FireWall-1, the
first stateful packet firewall, in 1993.

C. Applications for Gen 3

Application flaws were exploited during Generation 3,
hurting a growing number of companies and prompting
companies to produce Intrusion Prevention Systems Products
(IPS).

D. Gen 4 Payload

A brand-new strategy was adopted to implement the
firewall about 2010. The majority of companies were affected
by an increase in targeted, covert, cunning, and polymorphic
attacks, which prompted the creation of anti-bot software and
the development of sandboxing tools.

The Next-Generation Firewalls were first introduced by
Palo Alto Networks. These firewalls include several built-in
features and abilities, including scalable performance, hybrid
cloud compatibility, network threat prevention, and
application and identity-based control.

E. Gen 5 Mega

Attacks are now multi-vector, large-scale, and use
sophisticated attack tools, which is advancing threat
prevention. Network security is the primary line of protection
for firewalls.

DIFFERENT FIREWALL TYPES FOR CYBER
SECURITY

In terms of network security, hardware and software
firewalls are the two main categories. Hardware firewalls are
put between the network and the gateway and are actual
physical objects. Software firewalls were internal
programmes that run on your computer using applications and
port numbers.

A cloud-based firewall is sometimes known as Firewall
as a Service (FaaS). Cloud-based firewalls may expand with
your business just like firewalls can, and they offer reliable
perimeter security. In terms of design and utility, there really
are a few different types of firewalls.

A. Afirewall with packet-filtering

A firewall that can restrict network traffic by blocking
an IP address, a port number, and a packet is known as a
packet-filtering firewall. It employs a set of rules that are
based on the information contained in each packet's IP and
transport header fields. The packet-filtering firewall chooses
whether to forward or delete the packet after receiving and
evaluating the results as shown in figure 3.

WWW.ijisrt.com 234


http://www.ijisrt.com/

Volume 8, Issue 1, January — 2023

Firewall in Cyber Security - Types, Advantages

Fig 3: Packet Filtering

Due to the fact that it is the most fundamental form of
security, this kind of firewall is mostly intended for smaller
networks. One must enrol in the top online ethical hacking
course with certification in order to comprehend this and
learn more about firewalls.

Packet filters are not required to keep track of the any
traffic characteristics because each packet is evaluated
separately. As a result, they are particularly effective in
figuring out packet flow. This kind of firewall operates at the
OSI  model's network layer. Both general-purpose
computers/routers and specialised routers are frequently used
to run packet-filtering firewall software, and each has its own
benefits and drawbacks.

B. Benefits of Firewalls with Packet Filtering

It is not necessary to set up a new firewall device
because filtering functionality is typically included into
routing devices. By blocking access from networks and
computers from outside your local network, packet filtering
safeguards your network (LAN). The following are some
benefits of packet-filtering firewalls:

One of the key benefits of employing a packet-filtering
firewall is the need for only a single router, which may shield
a complete network from all types of attacks.

» Work More Swiftly

Packet filtering routers quickly and effectively accept or
reject packets based on their source and destination ports and
addresses. Other firewalls, on the other hand, take a lot of
time because they can't filter quickly.

» Transparency

There are no prerequisite skills or requirements for the
user's involvement in order to utilise the packet-filtering
firewall. The users are unaware of how the packets are
transmitted until and until any packets are denied.

Other firewalls necessitate the deployment of
specialised software, configured clients, or specially trained
people.

» Built-in packet filtering
A common feature of both hardware and software
routing devices is the ability to filter packets.
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C. Firewalls with proxy services

In order to increase network security, systems called
proxy service firewalls filter messages just at application
layer. It functions as a go-between for your internal network
and external servers. They are more secure than conventional
firewalls because they inspect incoming traffic using stateful
and deeper packet inspection technology.

D. Firewalls with Stateful Multilayer Inspection (SMLI)

Stateful Multilayer Inspection firewalls give basic
firewall features as well as connection tracking. State, port,
protocol, in addition to administrator-defined rules and
contexts, are used to filter traffic. This method uses both
packets from an earlier connection and those from the current
connection.

Most firewalls use stateful packet inspection to keep an
eye on internal traffic. This firewall does more than just filter
packets; it uses multi-layer monitoring.

E. Firewalls with unified threat management (UTM)

SMLLI firewalls collaborate(Figure 4) with antivirus and
intrusion detection programmes to provide a centralized
threat management firewall. UTM might offer further
services like cloud management.

Spam Filter

Web Filter

=

Fig 4: Unified Threat Management

F. Future-proof Firewalls (NGFW)

Next-generation firewalls are more complex than
traditional firewalls that use packet-filtering and stateful
inspection. They inspect packets more thoroughly than
typical packet filters, looking at not only the headers of the
packets and also their contents and sources. NGFWs are able
to thwart security threats as they develop and grow more
complex.

G. Firewall Threats

e Even if a firewall is installed and updated with the most
recent vulnerability patches, discrepancies in the
firewall's configuration settings might still lead to issues.
This can result in decreased network performance and a
lack of security for your firm.
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o It is simple for an attacker to gain access to a network's
firewall since less sophisticated firewalls may only check
the packet's source of origin and destination before
allowing or denying a request.

e Firewalls can protect some types of DDoS attacks, but
they can be overloaded by protocol attacks. Default
passwords generate every security risk imaginable,
including accountability difficulties when network events
occeur.

e Attackers can access the firewall through unencrypted
HTTP connections because, in the case of an open
wireless network, this vulnerability may be exploited by a
third party connected to the same network.

e The host of the software firewall needs to be updated
regularly.

Hardware firewalls are expensive and challenging to
update.

VI. CONCLUSION

Firewalls are becoming a more crucial component of a
comprehensive network security policy as the Internet plays
a bigger role in business. It is crucial for protecting computer
systems from outside network attacks by Trojans, spyware,
viruses, and other forms of malware. Without affecting the
speed of computer system and network access, a good
firewall offers complete security to our network and system.
A few things should always be kept in mind when providing
security: Software should never be installed from unknown
sources. Always download from reputable websites that are
available online. Before using your firewall to monitor any
data transfers over the internet, be sure it is secure. Installing
firewall software on every PC is necessary to prevent
infection, which will quickly spread to every PC linked to the
network.
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