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Abstract:- Everyone nowadays gets their news from a
variety of online sources in the age of the internet. The
news quickly reached millions of users thanks to the
increasing use of social media platforms like Facebook and
Twitter. The most prevalent form of unverified and false
information is rumors and fake news, both of which should
be flagged as soon as possible to avoid severe
consequences. Fake news detection down to the smallest
detail remains a significant obstacle. The process of
identifying bogus messages is being automated. The
"blacklist™ of unreliable authors and sources is the most
popular of these attempts.Even though these tools can
contribute to the creation of a solution that is more
comprehensive from beginning to end, the more
challenging scenario in which authoritative authors and
sources publish fake news must be taken into
consideration. Subsequently, the motivation behind this
venture was to utilize Al andnormal language handling
methods to make a device for perceiving discourse designs
that describe phony and certifiedmessages. The aftereffects
of this undertaking show that Al can assist with this
assignment.

I. INTRODUCTION

In the rapidly growing world of technology, sharing
information has become a trivial task. There is no doubt that
the Internet has made our lives easier and provided us with
easy access to a lot of information. This is a development in
human history that has also blurred the line between authentic
media and maliciously falsified media. Today, anyone can
publish content for consumption on the World Wide Web,
whether trusted or not. Unfortunately, fake news gets a lot of
attention on the internet, especially on social media. People
are being duped and should not think twice before spreading
misinformation like this. Due to the rise of fraudulent sites on
the Internet, the number of fake news articles is increasing day
by day, and it is necessary to create a classifier that
distinguishes between fake and real information. Social media
sites such as Facebook, Twitter, and WhatsApp play an
important role in distributing thefake news. Detecting such
unrealistic news articles is possible using various NLP
techniques, machine learning, and artificial intelligence. There
are two ways that machines can solve the fake news problem
better than humans. First, machines are better than humans at
recognizing and tracking statistics. For example, it is easier for
a machine to recognize that most of the verbs used are
"suggestion" or "implicit" rather than "state" or "prove".
Additionally, the machine could be more efficient when
searching the knowledge base to find all relevant articles and
responding based on these different sources. All of these
methods can be useful in detecting fake news, but we use
supervised learning to recognize language and content features
only within relevant sources extracted without the use of fact
checkers or knowledge bases.
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Il. LITERATURE REVIEW

However, it is proving to be inefficient in meeting the
increasing demands of the population. You may get your online
news from various sources such as social media websites,
search engines, news agency website homepages, fact-check
websites. Many people now use the Internet as their central
platform to find and update information about the realities of
the world. Therefore, we will create a fake news/news detection
model that detects news and the actual state of news. Users are
not qualified enough to understand how to translate their
privacy needs into privacy preferences. Fake news can usually
be easily described as articles written for financial, personal, or
political gain. We may obtain online news from a variety of
sources, including social media websites, search engines, news
agency website homepages and fact-checking websites. Many
people now use the Internet as their central platform to search
and update information about the realities of the world.
Therefore, we will create a fake news/news detection model
that detects news and the actual state of news.In 2018, three
students from the Vivekananda Education Society Institute of
Technology, Mumbai published a research paper on detecting
fake news.In their research paper, they wrote: The era of social
media began in his twentieth century.After all, web usage is
increasing, postings are increasing, and the number of articles is
increasing.They used various techniques and tools such as NLP
techniques, machine learning, and artificial intelligence to
detect fake news.Facebook and WhatsApp are also working on
detecting fake news, as noted in the article. They've been
working on it for almost a year and are currently in the alpha
stage.Ho Chi Minh City University of Technology (HCMUT)
Cambodian Nguyen Vo student studied fake he news detection
and implemented it in 2017. Yan et alfirst proposed this
mechanism.He also used several deep learning algorithms and
tried to implement other deep learning models such as Auto-
Encoder, GAN, CNN.Samir Bajaj of Stanford University
publishes a research paper on detecting fake news.Detect fake
news using NLP perspectives and implement different deep
learning algorithms.He took the authentic record from the
Signal Media News record.

I1l. SIGNIFICANCE

But the main reason that false information continues to
grow is that people fall victim to truth bias, naive realism, and
confirmation bias. That people are inherently ‘truth-minded'
means that in social interactions they have a 'premonition of
truth' and that they 'have a tendency to judge interpersonal
messages as true, and that premonition is It probably only gets
fixed if something was". The situation arouses suspicion”
(Rubin, 2017). Fundamentally, humans are very bad at lie
detectors and lack recognition that they can be lied to. Social
media users are typically unaware that there are posts, tweets,
articles, or other documents that exist solely for the purpose of
influencing the beliefs of others in order to influence their
decision-making. Information manipulation is not a well-
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understood topic, and not everyone talks about it, especially
when friends share fake news. Users tend to let their guard
down on social media and absorb all misinformation as if it
were true. This is even more harmful given that young users
tend to rely on social media to keep up with politics, important
events, and breaking news (Rubin, 2017). For example: "In
2016, 62% of American adults received messages on social
media, but in 2012, only 49% of them reported seeing
messages on social media.will be informed (Shu et al., 2017).
Furthermore, people tend to believe that only their own view
of life is correct, and when others disagree, those people are
labeled as "homogeneous, irrational, or prejudiced,” naive to
his realism. (Shu et al., 2017)).

This leads to the issue of confirmation bias, the concept
that people prefer to receive information that only confirms
their current beliefs.and does not want to find evidence to the
contrary. For example, someone may be a strong believer in
unlimited gun control and want to use the information they
come across to support and even justify their beliefs. Whether
this uses 's random articles from untrusted websites, posts
from 's friends, re-shared tweets, or anything else on the web
that does is consistent with their principles. Consumer doesn't
want to find anything that disagrees with them. Humans are
helpless, but they like to hear and are predisposed to
confirmation bias. Only those who aspire to certain academic
standards may be able to avoid or limit prejudices, but the
average person who is unaware of misinformation in the first
place is unable to combat those unintended impulses.
Furthermore, fake news is not only harmful to individuals, it is
also harmful to society in the long run. Amidst all this
misinformation, fake news can undermine the 'balance of the
news ecosystem' (Shu et al., 2017). During his presidential
election in 2016, instead of the "most popular mainstream real
news" , "the most popular fake news was even more prevalent
on his Facebook" . This shows how users pay more attention
to manipulated information than to genuine facts.

This is a problem not only because fake news "tricks
consumers into accepting prejudices and false beliefs", but
also because fake news is a consumer reaction that alters the
actual message ( Shu et al., 2017).

IV. CONTRIBUTORS OF FAKE NEWS

Many social media users are very real, but the person
maliciously trying to spread lies may or may not be a real
person. There are three types of fake news contributors:
socialbots, trolls, and cyborg users (Shu et al., 2017). The cost
of creating social media accounts is very low, so we do not
recommend creating malicious accounts. When a social media
account is controlled by a computer algorithm, it is called a
social bot. Social bots can automatically generate content and
even interact with social media users. When a user has doubt
and distrust in their mind, they won’t know what to believe
and may start doubting the truth and believing the lies instead.
While contributors of fake news can be either real or fake,
what happens when it’s a blend of both? Cyborg users are a
combination of “automated activities with human input” (Shu
et al., 2017). The accounts are typically registered by real
humans as a cover, but use programs to perform activities in
social media. What makes cyborg users even more powerful is
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that they are able to switch the “functionalities between human
and bot,” which gives them a great opportunity to spread false
information (Shu et al., 2017).

Now that you know some of the reasons why and how
fake news is circulating, it's time to discuss ways to detect
online fraud in word-based formats such as email. The two
main categories used to detect misinformation are linguistic
cues and networkapproach.

V. LINGUISTIC CUEMETHODS

In the verbal cue approach, researchers detect deception
by examining various communicative behaviors. Researchers
believe that liars and fortune tellers speak differently. In text-
based communication, scammers tend to have more words than
fortune tellers. Liars also tend to use self-directed pronouns less
than other directed pronouns, along with more sentient
language. Thus, these properties found in message content act
as linguistic cues that can detect deception (Rubin, 2017).
Essentially, the linguistic cue approach detects fake news by
detecting information manipulators in the way news content is
written.

But false people aren't the only ones contributing to the
spread of false information. Real People is very active in
tackling fake news. As suggests, trolls are real people "who aim
to disrupt the online community” in hopes of eliciting an
emotional response from social media users. For example, there
is evidence to support the claim that “1,000 Russian trolls were
paid to spread false news about Hillary Clinton,” showing how
real people manipulate information to change the views of
others. The main purpose of trolling is to recapture all the
negative emotions such as fear and anger collected from social
media users so that they develop a strong sense of suspicion
and distrust. When users have doubts and suspicions, they may
not know what to believe and may begin to doubt the truth and
believe lies instead. fake news contributors are either real s or
fakes, but what if the two are mixed? Accounts are usually
registered under the guise of a real person, but use program to
conduct social media activities. What makes the cyborg-user
even more powerful is the ability to switch “functions between
a human and her -bot”, thus giving an excellent opportunity to
spread false information. Now that we know some of the
reasons for how fake news evolves, it would be beneficial to
discuss how to detect online deception in word-based formats
such as email. The two main categories of for detecting
misinformation are 's linguistic cues and network analysis
approach.

VI. NETWORK ANALYSIS METHODS

In contrast, network analysis approaches are content-
based approaches that rely on misleading linguistic cues to
predict deception.What distinguishes this category from
linguistic approaches is that networkanalysis approaches
"require an existing body of collective humanknowledge to
assess the truth of new statements” (Conroy, Rubin, & Chen,
2015).This is the easiest way to detect misinformation by
checking the ““truth of the key claims in the news article" to
determine the ““truth of the news" (Shu et al., 2017).This
approach is the basis for furtheradvancement and development
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of fact-checking methods.The underlying goal is to do fact-
checking of statements predicted in news content by using
external sources to assign a "truthful value” to claims in a
particular context (Shu et al. ., 2017).Additionally, three
existing  fact-checking  methods are  expert-based,
crowdsource-based, and computer-based.Expert-based fact-
checking is intellectually demanding because it relies heavily
on human experts to analyze ‘relevant data and
documents,”leading experts to make "judgments as to the
correctness of claims.” can be demanding and even time
consuming (Shu et al., 2017).A great example of fact-checking
by experts is PolitiFact.Essentially, PolitiFact asks researchers
to spend time analyzing specific claims by searching for
reliable information.Once enough evidence has been gathered,
the original claim is assigned a truth value ranging from true,
near-true, half-true, near-false, false, and burning
pants.Additionally, crowdsourced fact-checking uses the
concept of “wisdom of the crowds”.This allows the general
public, rather than mere experts, to use annotations to discuss
and analyze news content.Annotations are used to provide an
"overall assessment of the veracity of the news.

Finally, the last type of fact-checking is computational,
which provides an “automated and scalable system for
classifying true and false claims” and attempts to solve the
two biggest problems. Determining the validity of these
statements of fact (Shu et al., 2017).All statements in content
revealing the main statements and points of view are
removed.These have been identified as factual statements that
require verification, enabling the fact-checking process. Fact-
checking certain claims requires external resources such as the
Open Web and the Knowledge Graph.Open web sources are
used as'"references against which given claims can be
comparedfor consistency and frequency." Furthermore, the
two main methods used in network analysis approaches are
linked data and social network behaviour. The Linked Data
approach allows us to extract the erroneous statements
analyzed and examine them alongside the correct statements
known around the world (Conroy, Rubin & Chen, 2015).

When we refer to an accurate statement that is "known to
the world," we are referring to facts proven to be true and/or
generally accepted statements.For example, "Earth is the name
of the planet on which we live." Referencing the Social
Network behavioural Approach, centered Resonance Analysis
(which can be abbreviated as CRA) is used to It expresses the
content of large amounts of text by identifying the most
important words in the Network” (Conroy, Rubin, and Chen,
2015).All of the aforementioned approaches are the main ways
researchers use to detect fake news, but these techniques have
been used primarily in textual formats such as emails and
conference call recordings.The real question is how the
expected hints of deception on microblogs such as Twitter and
Facebook differ from those in text form.Related to the field of
disinformation in social media, fake news in the social media
arena is therefore relatively new.His research studies
completed in this area are only a handful and he needs more
studies.
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Additionally, methods further explored in in relation to
fake news detection in social media are the naive Bayesian
classifier, SVM, and semantic analysis.

A. Naive Bayes Classifier

Naive Bayes is derived from Bayes' theorem and is used to
compute conditional probabilities.This is the ““probability of
something happening given that something has already
happened" (Saxena, 2017).Therefore, prior knowledge can be
used to calculate the probability of a particular outcome.In
addition, Naive Bayes is a type of classifier, considered a
supervised learning algorithm that belongs to the class of
machine languages, and works by predicting a "probability of
membership" for each individual class.Belongs to a specific
class (Saxena, 2017).The class with the largest or highest
probability is determined as the "most likely class” , also
known as the maximum posterior probability (MAP) (Saxena,
2017).Another way to think about naive Bayes classifiers is that
this method uses the "naive" notion that all features are
irrelevant.

In most cases, this independence assumption is plain
wrong.Suppose a simple Bayesian classifier scans an article and
encounters "Barack".Often in the same article he also includes
"Obama".Even though these two features are clearly dependent,
the method computes the probabilities "as if they were
independent" and overestimates the "probability of an item
belonging to a particular class". (Fan, 2017).1t gives the
impression that the Naive Bayes classifier does not perform
well for text classification because it overestimates the
probabilities of his dependencies.

On the contrary, the naive Bayesian classifier still shows
high performance rates even on with "strong functional
dependencies", as the dependencies actually cancel each other
out for the most part (Fan, 2017 Year).Naive Bayes. The
classifier is desirable because it is a relatively fast and easily
accessible technique.As mentioned in 4213 (Saxena, 2017), it
can be used for binary or multi-class classification as it is the
best choice for "text classification problems".Also, the Naive
Bayes classifier is a simple algorithm and just relies on the to
do a lot of counting.Therefore, we can “easily train on a small
dataset” (Saxena, 2017).

B. Decision Tree

Decision tree algorithms are one of the most widely used
supervised machine learning algorithms for classification. This
algorithm produces results as a result of optimization based on
a tree structure containing conditions or rules. The decision tree
algorithm is associated with his threemain components:
decision nodes, design links and decision leaves. This works for
splitting, pruning, and tree selection processes. Supports both
numeric and categorical data for building decision trees.
Decision tree algorithms are efficient for large datasets with
low time complexity. This algorithm is mainly used to
implement customer segmentation and corporate marketing
strategies.
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C. SVM

Support Vector Machines (SVM), which can be used
interchangeably with Support Vector Networks (SVN), are
also considered supervised learning algorithms.The SVM
works by being trained on a specific her data that has already
been classified into two different categories.So the model is
built after it has already been trained.Furthermore, the purpose
of the SVM method is to distinguish which category new data
falls into, and we also need to maximize the margin between
the two classes.

The optimal goal is for the SVM to find a hyperplane
that splits the dataset into her two groups of her. To elaborate
further, the support vectors are the " data points closest to the
hyperplane”, and removing them causes to reposition the
dividing hyperplane.Therefore, support vectors are a key
element of the data set.A hyperplane can also be thought of as
““a line that linearly separates and classifies a set of data" , and
“the farther a data point is from the hyperplane," the more
likely it is to be correct.Additionally, an advantage of using
the SVM method is that it tends to be very accurate, and 4484
works very well on smaller and more concise datasets.Because
it can classify and identify numbers.Additionally, support
vector machines have the ability to handle high-dimensional
spaces and tend to be memory efficient (Ray, Srivastava, Dar,
& Shaikh, 2017).

Conversely, the drawbacks of using the SVM approach
are "potentially longer training times using SVMSs," resulting
in problems with large datasets and "noisy [meaningless] less
effective when datasets have overlapping classes.Furthermore,
the SVM method does not provide a “direct probability
estimate” (Ray et al., 2017).

D. SemanticAnalysis
Semantic analysis comes from the field of natural language
processing (NLP) in computer science.

As previously mentioned, the method of semantic
analysis is based on defining the "degree of compatibility
between personal experiences” as "equivalent to a content
'profile' derived from a collection of similar data.Examine
veracity metrics (Conroy, Rubin, & Chen, 2015).

The idea is that the creators of Fake News are not
familiar with certain events or objects. For example, they
didn't even visit the site in question, so they may have ignored
the fact that they were present in the "profile of similar topics"
or contain ambiguities that could be detected by semantic
analysis (Conroy, Rubin & Chen, 2015) .Also, an important
reason for using semantic analysis is that this method can
accurately classify documents by association and collocation
(Unknown, 2013).

This is especially useful in languages that have close
synonyms for words with multiple meanings, such as. English.
Suppose that if you decide to use a naive algorithm that cannot
distinguish between different word meanings, the results may
be ambiguous and inaccurate.

Thus, by considering rules and relationships when
searching text, semantic analysis works similarly to how the
human brain works (Unknown, 2013).However, given the
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circumstances of comparing the profile to the above
‘description of the author's personal experience’, his semantic
analysis method may have two limitations (Conroy, Rubin &
Chen, 2015) .

Even to "determine her alignment between attributes and
descriptors”, must first have a large amount of unearthed
content of her profile (Conroy, Rubin, & Chen,
2015).Additionally, there is the challenge that can accurately
associate ~“descriptors with her 's extracted attributes" (Conroy,
Rubin, & Chen, 2015).Recommended Methodology Detecting
fake messages on social media is complex, so it is clear that a
viable method should include several aspects to accurately
address the problem. it is clear.

VIIl. PROPOSED METHOD

The proposed method is a combination of naive Bayes
classifiers, support vector machines, and semantic analysis.The
proposed method consists entirely of artificial intelligence
approaches that must classify accurately between true and false,
rather than using algorithms that cannot mimic cognitive
functions.The three-part method is a combination of machine
learning algorithms, decomposed into supervised learning and
natural language processing techniques.Each of these
approaches can only be used to classify and detect fake news,
but in order to increase accuracy and be applicable to the social
domain, they are combined into a unified algorithm.It has
become a method of detection combined with fake
news.Furthermore, SVM and naive Bayes classifiers tend to
"compete" with each other as they are efficient supervised
learning algorithms in classifying data.

Both techniques are reasonably accurate in classifying
bogus messages in experiments, so this proposed method
focuses on combining SVM and the Naive Bayes classifier to
obtain more accurate results than . is guessing.In building an
intrusion detection system by combining Naive Bayesian and
Support Vector Machines, the author integrated both his SVM
and Naive Bayes classifier methods to perform better than his
method individually.

Make his method more accurate to classify.They found
that their "hybrid algorithm™ effectively "minimizes false
positives and maximizes the balanced detection rate" and is
slightly better than using SVM and Naive Bayes classifiers
individually (Sagale, & Kale, 2014).This experiment was
applied to the Intrusion Detection System (IDS), clearly
demonstrating that the integration of two methods is relevant
for detecting forged messages.In addition, we can further
improve Algorithm by introducing semantic analysis into SVM
and the Naive Bayes classifier.

The main drawback of the Naive Bayes classifier is that it
considers all features of the document, or whatever text format
used, to be independent, but in most cases this is not the
case.This is a problem due to the loss of accuracy and the fact
that relationships are not learned when everything is assumed to
be unrelated.As already mentioned, one of the greatest
advantages of semantic analysis is its ability to find
relationships between words.
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Therefore, adding semantic analysis helps to address a
major weakness of naive Bayes classifiers.Additionally,
adding semantic analysis to SVM can improve classifier
performance.ln "Supporting Vector Machines for Text
Classification Based on Latent Semantic Indexes", the authors
argue that the combination of the two methods yields
efficiency because the attention of support vector machines is
attracted to informative subspaces of the feature space.In
experiments, semantic analysis was able to capture “the
underlying content of documents in a semantic sense" (Huang,
2001).This made the SVM more efficient.

This way, you spend less time classifying non-
meaningful data and more time using semantic analysis to
clean up relevant data.As mentioned earlier, the main
advantage of semantic analysis is the ability to extract
important data from relationships between words.Semantic
Analysis can therefore take advantage of its fundamental
advantages and further improve SVM .

IX. CONCLUSION

As mentioned above, the concept of fraud detection is
particularly new to social media, and it is hoped that scientists
will find more accurate ways to detect misinformation in this
booming and fake news-ridden field. Research is ongoing, in
the hope that. As such, this study will help other researchers
determine what combination of methods should be used to
accurately detect fake news on social media. The proposed
method described in this article is an idea for a more accurate
fake news detection algorithm.

In the future 1 would like to test the proposed naive
Bayes classifier, SVM and semantic analysis methods, but due
to limited knowledge and time this will be a future project. It's
important to realize that not all mechanisms for detecting fake
news, or at least everything you read on social media, are true.
That way, you can help people make more informed decisions
and not be tricked into thinking by what others are trying to
make them believe.
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