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Abstract:- Creating a cyber security strategy for active
distribution systems is challenging due to the integration
of distributed renewable energy source. This essay
presents a methodology for adaptive hierarchical cyber-
attack localisation and detection for distributed active
distribution systems utilising electrical waveform
analysis. The foundation for cyber attack detection is a
sequential deep learning model, which enables the
detection of even the tiniest cyberattacks. The two-stage
approach first estimates the cyber-attack sub-region
before localising the specified cyber-attack within it. For
the "coarse' localization of hierarchical cyber-attacks,
we propose a modified spectral clustering-based method
of network partitioning. Second, it is recommended to
use a normalised impact score based on waveform
statistical metrics to further pinpoint the location of a
cyber attack by defining various waveform
features.Finally, a detailed quantitative evaluation using
two case studies shows that the proposed framework
produces good estimation results when compared to
established and cutting-edge approaches.

Keywords:- SVM, Random Forest, Gradient Boosting,
Logistic Regression, Cyber Attack Detection.

I INTRODUCTION

Cyber-attacks have become more sophisticated in
recent years, particularly those that target systems that store
or handle sensitive information. As vital information or
services depend on critical national infrastructures,
protecting them from cyberattacks becomes a significant
problem for both corporations and countries. Intrusion
detection systems (IDS) are utilised as a secondary line of
defence in addition to current preventive security techniques
like access restriction and authentication.IDS is able to
differentiate between legitimate conduct and malicious
behaviour based on a set of specified rules or patterns[1].

Power electronics converters are more susceptible to
cyber/physical attacks as a result of their rising use in
Internet of Things (loT) enabled applications, such as smart
grids. Because there is a dearth of cyber knowledge within
the power electronics industry, it is more important than
ever to create techniques for power electronics converters to
detect and identify cyber/physical attacks in many safety-
critical applications. These malicious assaults have the
potential to cause catastrophic failure and severe financial
loss if they are not identified in the early stages [2].
Employing extensive smart metre data, a hierarchical
architecture for anomaly detection in smart grids. The
suggested methodology is intended to identify anomalies at
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several smart grid levels, including as the transmission,
substation, and distribution levels [3].

Modern electric vehicles' power train systems' cyber-
physical security (EVs). The paper discusses the weaknesses
and difficulties of EV power train systems, including
intrusions on the communication networks, electric motor
control, and battery management system [4]. Using support
vector machines, a hierarchical intrusion detection system
(IDS) for industrial control networks (SVMs). The
suggested approach is intended to identify and categorise
various intrusion types, such as reconnaissance assaults,
DoS attacks, and data modification attacks. The models
distinguish between typical and aberrant network behaviour
using a variety of parameters, including packet size and
frequency [5] a data-driven technique based on synchronised
phasor measurement for locating single-phase grounding
faults in distribution networks. The suggested approach
makes use of the synchronised phasor data to determine the
fault's location and kind as well as to calculate the fault
resistance [6] a smart system that uses deep learning to
detect fake data injection assaults in real time in smart grids.
In order to identify aberrant changes brought on by bogus
data injection assaults and learn the temporal patterns of the
power system data, the suggested approach makesa use of
neural network with long short-term memory (LSTM) [7].

1. RELATED WORK

A cutting-edge intrusion detection system (IDS)
incorporating the REP Tree, JRip algorithm, and Forest PA
classifier approaches, all of which are founded on decision
trees and rules-based ideas. Characteristics from the initial
data set as well as the results of the first and second
classifiers are inputs for the third classifier. Using the
CICIDS2017 dataset, which was proposed by Mehmood et
al [1], the experimental results show that the suggested IDS
is superior to current state-of-the-art approaches in terms of
precision, rate of detection, frequency of false alarms, and
time overhead.Distribution power grid security is at risk
from both physical and digital attacks. Photovoltaics (PVs),
one of the burgeoning renewable energy sources, introduces
new potential vulnerabilities. In this paper, an existing
system creates a novel high-dimensional data-driven cyber
physical attack detection and identification (HCADI)
approach based on the electric waveform data collected by
waveform sensors in the distribution power networks and
was proposed by F. Li, R. Xiewt. al [2].
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Smart grids (SGs) must be monitored and controlled in
real time if power utilities are to increase operational
efficiency and reliability. We create a real-time anomaly
detection system that is based on data gathered from smart
metres (SM) installed at customers' homes. The approach is
intended to identify unusual occurrences and circumstances
at both the lateral and consumer levels. We put forth a
generative model for anomaly identification that considers
both the network's hierarchical structure and the information
gathered from SMs,was proposed by Li, G., Lu, Z et al [3].

Power electronics systems have become more
susceptible to cyber-physical attacks as a result of their
increased use in Internet of Things (loT) enabled
applications, such connected electric automobiles (EVSs). In
response to this expanding need, the IEEE Power
Electronics Society recently established a cyber-physical
security initiative (PELS). The hypothesis advanced by J.
Ye, L. Guo, and others [4] that linked electric vehicles
would experience a higher cyber-physical security concern
when connectivity grows as a result of Vehicle-to-
everything (V2X) and the number of electronic control
units.

With the advancement of information technology,
standard Ethernet is gradually being used in industrial
control systems. It dismantles the ICS's built-in isolation but
lacks any security features. For modern ICS, a customised
intrusion detection system (IDS) that is closely associated to
a particular industrial scenario is required. On the one hand,
this study describes many attack strategies, such as our
inventive forging assault and penetration attacks. On the
other hand, we offer a hierarchical IDS that has both a
model for anomaly detection and a model for traffic
forecasting. The autoregressive integrated moving average
(ARIMA)-based traffic prediction model can predict the
short-term traffic of the ICS network and may reliably
identify infiltration attacks in response to abnormal changes
in traffic patterns. Raza [5] suggested using the anomaly
detection model.Power systems' single-phase grounding
faults are influenced by a number of variables as a result of
the expanding sizes and rising complexity of these systems.
We suggest a modified approach using synchronised phasor
measurement to capitalise on big data in power systems. The
data-driven approach is used to locate and identify single-
phase grounding faults, proving the connection between
eigenvalues and power system state that B. Wang et al. [6]
proposed.
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The use of computer and communications intelligence
greatly raises the standard of smart grid monitoring and
control. The reliance on information technology
dramatically increases the susceptibility to destructive
attacks. False data injection (FDI), a data integrity attack, is
currently posing a severe danger to the supervisory control
and data acquisition system. As suggested by Y. He et al.
[7], we employ deep learning techniques in this study to
identify the behavioural traits of FDI attacks using historical
measurement data. We then use the gained behavioural traits
to recognise FDI attacks in real-time.

A. Proposed Scheme

The system suggests an electrical waveform-based
adaptive hierarchical structure for active distribution
systems with DERs for cyber-attack detection and
localization.

To assess the effects of cyber attacks on distribution
networks, high quality models of DER and cyber attacks are
developed;

To assess the suggested approach's performance with
quantitative analytics, numerous experiments are used. The
cyber assault can be identified in the suggested system based
on the monitoring measures' departure from steady-state,
which is a challenge for anomaly identification according to
our research.The strategy suggests first dividing the active
distribution systems into various sub regions in order to
properly locate the cyberattacks.

» Service Provider

The Service Provider must enter a valid user name and
password to log in to this module. Figure 1 tells about the
Service Provider flow chart, after successfully logging in, he
can perform a number of actions, including log in, train and
test cyber data sets, View Prediction Of Cyber Attack Type,
View Prediction Of Cyber Attack Type Ratio, View Cyber
Datasets Trained Accuracy in Bar Chart, View Cyber
Datasets Trained Accuracy Results, Download Predicted
Datasets, See the results of the cyberattack type ratio for all
remote users.
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Fig. 1: Service Provider Flow Chart

» View and authorized user » Remote User

The list of people who have registered can be seen by A total of n users are present in this module. Figure 2
the administrator in this module. The admin can examine the tells about the Remote User flow chart. Before conducting
user's information in this, including user name, email any actions, users need register. Following registration, the
address, and address, and admin can also authorise users. database will store the user's information. He must log in

using an authorised user name and password after
successfully registering. Users can perform tasks like
REGISTER AND LOGIN, PREDICT CYBER ATTACK
TYPE, and SEE YOUR PROFILE after successful login.

b

Fig. 2: Remote User Flow Chart
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B. ARCHITECTURE

In order to learn from fresh data and adapt to changes in
the active distribution system, the Adaptive Hierarchical
Cyber Attack Detection and Localization in Active
Distribution System architecture was created to be adaptive.
Figure 3 proposed architecture makes it suitable for real-
world applications where the active distribution system is
constantly evolving. This architecture consists of three
modules they are service provider, view and authorized user
and remote user. The service provider consists of login,
train& test cyber data sets view cyber datasets trained
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accuracy in bar chart, view cyber datasets trained accuracy
results, view prediction of cyber-attack type, view prediction
of cyber-attack type ratio, download predicted datasets, view
cyber Attack type ratio results and view remote users. The
Web Server is connected to web database for accessing data
and web server also connected to service provider for
acceptingall informationand datasets results storage.The
web database is used for Store and retrievals of data from
service providers. The remote users should register and
login, predict cyber-attack type, view your profile into the

page.

REGISTER AMD LOGIM,

FREDICT CYEBER ATTACK TYPE,

WIEWY YOUR FROFILE.

Fig. 3: Proposed Architecture

1. METHODOLOGIES

A. GRADIENT BOOSTING

For classification and regression analysis, machine
learning algorithms called gradient boosting are used. By
assembling a group of weak decision trees that have been
trained on various subsets of the data, it operates.
Combining all of the decision trees' projections yields the
ultimate conclusion.

The adaptive hierarchical approach using gradient
boosting involves the use of multiple layers of detection
mechanisms that are organized hierarchically. At each layer,
gradient boosting classifiers are used to classify system data
and identify potential cyber-attacks. The top layer of the
hierarchy consists of a broad-based detection mechanism
that uses a gradient boosting classifier to identify known
attack patterns and deviations from normal system
behaviour. The classifier is trained on historical data and is
capable of identifying common attack signatures and
anomalies.

The middle layer of the hierarchy consists of more
specific detection mechanisms that use gradient boosting
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classifiers to identify attacks that have bypassed the top-
level detection mechanisms. These classifiers are trained on
more specialized data and can identify attacks that are
specific to certain components or behaviours within the
system. The bottom layer of the hierarchy consists of
response mechanisms that are activated once an attack has
been detected. These mechanisms can include automated
responses such as blocking traffic, quarantining infected
systems, and alerting security personnel.Gradient boosting
machine learning approach flowchart(Fig 4). A number of
weak classifiers make up the ensemble classifiers. In the
following classifier, the weights of the erroneously predicted
points are increased. The weighted average of the individual
predictions serves as the basis for the final judgement.

In addition to detection and response mechanisms,
adaptive hierarchical cyber-attack detection and localization
in active distribution systems using gradient boosting also
includes localization mechanisms that can pinpoint the
location of the attack. These mechanisms use techniques
such as network topology analysis and geo-location to
identify the source of the attack and the affected components
in the system.
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Fig. 4: Gradient Boosting

B. K-NEAREST NEIGHBORS (KNN)

Based on a similarity metric, this straightforward but
extremely effective classification algorithm classifies
objects. Lazy learning method that is non-parametric and
waits to "learn" until the test example is shown. We
determine a new data's K-nearest neighbors from the
training data whenever we have new data to categorize. The
fig 5 K-Nearest Neighbors (KNN) tells about the data points
before applying KNN and after applying KNN.

? Before K-NN
"r\ Category B

New data point
K-NN

Category A >

> Example:

Because instances near to the input vector for the test or
prediction may take some time to appear in the training
dataset, learning based on instances also operates lazily. The
means and space with categorization factors (non-metric
variables) constitute feature space, and the training dataset is
made up of the k-closest samples in feature space.

o €€

A

CategoryB

New data point
assigned to
Category 1

Category A )

Fig. 5: K-Nearest Neighbors (KNN)

C. LOGISTIC REGRESSION CLASSIFIERS

The link between a collection of independent
(explanatory) variables and a categorical dependent variable
is examined using logistic regression analysis. The phrase
"logistic regression” is used when the dependent variable
only has two values, such as 0 and 1 or Yes and No. When
the dependent variable, such as Married, Single, Divorced,
or Widowed, has three or more distinct values, the term
multinomial logistic regression is typically
employed.Despite using a different set of data for the
dependent variable than multiple regression, the method has
a similar practical use.
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This software computes binary logistic regression and
multinomial logistic regression for independent variables
that are both numerical and categorical. It contains details
on odds ratios, confidence intervals, probability, and
deviance as well as the regression equation. There is a
detailed residual analysis performed, complete with
diagnostic residual charts and reports. By carrying out an
independent variable subset selection, it can search for the
best regression model with the fewest independent variables.
To help choose the ideal cut-off point for classification, it
offers ROC curves and confidence intervals on predicted
values. By automatically identifying rows that are not used
in the study, it enables you to verify your results.
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The below shown fig 6 depicts about the logistic
regression classifiers.The naive bays approach is a
supervised learning technique that relies on the overly-
simplistic premise that each feature of a class, whether
present or absent, is unrelated to any other feature. But even
so, it seems powerful and efficient. Its effectiveness is on
par with that of other supervised learning method. There are

A
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numerous justifications offered in the literature. We
emphasise a representation bias-based explanation in this
tutorial. The naive Bayes classifier, linear discriminant
analysis, logistic regression, and linear support vector
machines are examples of linear classifiers (support vector
machine). The approach used to estimate the classifier's
parameters accounts for the disparity (the learning bias).

1

0.5

y=0.3

—}'- S-Curve

y=0.8

Threshold Value

> x

Fig. 6: Logistic Regression Classifiers

D. RANDOM FOREST

Adaptive Hierarchical Cyber Attack Detection and
Localization in Active Distribution System using Random
Forest is a technique that aims to detect and localize cyber-
attacks in active distribution systems.To categorise and
pinpoint the kind of cyber-attack that has taken place in the
system, the technique uses machine learning techniques,
notably the Random Forest algorithm.

The method uses a hierarchical structure to raise the
detection and localization process' accuracy. The
hierarchical structure is based on a set of rules that are used
to classify the type of cyber-attack that has occurred. The
rules are organized in a hierarchical manner based on the
severity of the cyber-attack, with the most severe attacks

The model is trained using the Random Forest
technique using a set of training data that contains different
cyber-attacks. The algorithm creates a decision tree that is
used to classify the type of attack based on the features of
the attack. The features may include the source of the attack,
the time of the attack, the type of attack, and other relevant
information.

The sort of cyber-attack that has happened in the
active distribution system is classified and located using the
trained model, which is then used. The hierarchical structure
is used to improve the accuracy of the detection and
localization process by prioritizing the classification of
severe attacks. The below figure 7 tells about the random
forest in which it uses the training set and test set which will

being classified first. are applied training data for the prediction.
Training Training Training
—»> Data Data oo ® Data
1 2 n
Training ¢ ¢ ¢
25 Decision Decision Decision
Tree Tree Tree
1 \ 2k"’:,:’:"/r :
Voting
Test Set (averaging)
Prediction
Fig. 7: Random Forest
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E. SVM

Using an independent and identically distributed (iid)
training dataset, a discriminant machine learning technique
for classification tasks seeks to identify a discriminant
function that can precisely predict labels for recently
acquired instances. In contrast to generative machine
learning methods, which require the construction of
conditional  probability distributions, a discriminant
classification function takes a data point x and assigns it to
one of the different classes that are a component of the
classification task. When outlier detection is a part of the
prediction process, generative approaches are often used
because discriminant processes are less effective. This is
especially true for feature spaces with multiple dimensions
and when just posterior probabilities are needed. Learning a
classifier in terms of geometry is equivalent to finding the
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equation for a multidimensional surface that best divides the
various classes in the feature space.

Below shown figure 8 shows SVM which is a
discriminant approach, and unlike genetic algorithms (GAS)
or perceptrons, both of which are frequently used for
classification in machine learning, it always offers the same
optimal hyperplane value since it solves the convex
optimisation issue analytically. The initiation and
termination requirements have a significant impact on
perceptron solutions. While training provides uniquely
defined SVM model parameters for a given training set for a
specific kernel that converts the data from the input space to
the feature space, perceptron and GA classifier models are
distinct every time training is initialised. The purpose of GAs
and perceptrons is to minimise error only during training,
hence many hyperplanes will satisfy this criteria.

A Margin
e, = So ~"Hyperplane
° ©° ® e -
o @@ © 8 e
@ .-
Support Vector:
Y
FIG 8: SVM
(AVA RESULT ANALYSIS e View Prediction Of Cyber Attack Type
. . e Download Predicted Datasets
Proposed methodology works is the following way. It e View Cyber Attack Type Ratio Results
con5|st§ of: ¢ View All Remote Users.
e Login
Train & Test Cyber Data Sets A. Login Page

[ )
e View Cyber Datasets Trained Accuracy in Bar Chart
e View Cyber Datasets Trained Accuracy Results

This below fig 9 consists of user register and user login.
Here, user can register and login in to this page.

Fig. 9: Login Page
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B. View Cyber Datasets Trained Accuracy Results

Below figl0 shows the accuracy of datasets in a bar
chart.In this bar chart the accuracy of algorithms, they are

International Journal of Innovative Science and Research Technology
ISSN No:-2456-2165

SVM, random forest, KNN - neighbours classifiers and
gradient boosting algorithms. The accuracy results are
shown in bar chart, line chart and pie chart.

> View Cyber Datasets Trained Accuracy in Bar Chart

54

Ran
534

924

51+

50
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48 -
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4]

SVM

Random Forest Classifier

KNeighborsClassifier 46.13%

KNeighborsClassifier Gradient Boosting Classifier .. ...

C. View Prediction of Cyber Attack Type

Fig. 10: Bar Chart

Fig 11(a) and fig11(b) tells about the prediction of cyber-attack type.

| Datetime| host RID  |prota] spt | dtp | ipaddress [cc| country| locale [latitude|longitude] .
|03-03-|3 groucho- United . ! )
299 oregon 840591020 [TCP |2112 |23 (50.26.102.112)US States Texas 351613 -101879 |https://malpedia.caal
| 03-03-13 yroucho- - |8t
238 10lyo 621360428 [TCP |45855/9900(379.5344 |RU|Russia Petersiury 59.8944/30.2642 |NA
| 03-03-13|groucho- _ |liangsu hittps://www.nproro/i
248 si"gmm1I]:13Il]l]-121IT[:P 6000 135 |61.147.103.88 |CNChina Steny 92,0617 |118.1718 suspected-Saudi-aral
| 03-03-13|groucho- _ |liangsu hittps://www.cybersee
2258 singaunlemasn“m TCP 6000 |135 161.147.107.114|CN China Steny 92,0617 |118.1718 clina-aqt32-fireeye/
htips://www.cybergo
03-03-13|groucho- content/advisories/a
2308 singaunlemmﬁ‘r'q IGMPINA  |NA 146.165.196.2 |DE|Germany|NA | 9 COMpIOMISES-tctics -
1 »
View Prediction Of Cyber Attack Type
dtp | ipaddress [cc|country| locale [latitude|longitude| Sources |Prediction
. Cyber
13 [50.26.102.172)US lsl:men Tenas 35.1613 |-101.879 |https://malpedia.caad fkie.fraunhofer.de/actor/blacktech|Attack
ates founi
I It No Cyber
7900137.9.5344 |RURussia Petershurg 99.8944/30.2642 |NA :.;I:I:::
s lovurrmase cacuina Y popr g WS/ ADLOrS/2020/01/24798358551 behing the- 0 SHET
T Sheny ’ . suspected-saudi-arahian-hacking-oi-jefi-hezos-phone Found
35 61447107116 oN Cliina liangsu 32061 [1187m8 httns://www.cyberscoop.com/vietnam-coronavirus- ::E::er
e Sheny ’ - china-apt32-fireeye/ ound
htps://www.cybergov.au/acse/view-all- No Cyber
content/avisories/advisory-2020-008-copy-paste-
f“ 46.165.136.2 DE GermanylNA il I compromises-tactics-technigues-and-procedures-used- ﬂﬂ

Fig 11(a), 11(b): Prediction of Cyber Attack Type
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D. View Cyber Attack Type Ratio Results
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Below fig12 and 13 shows the cyber-attack results ratio are shown in the form of Pie chat.

View Prediction Of Cyber Attack Type Ratio Details

No eyber Attack Found 2N

| _cyber Autack Found |EEN

Fig. 12: Cyber Attack Type

Cyber Attack Found 20.00%

Fig. 13: Pie Chart

E. View All Remote Users
In this page it shows the list of remote users.

VEU ALL REMOTE USERe

No Cyber Attack Found 80.00%

HNE AL G s Wt oty S Oy |

Rajesh  Rejeshiz3@gmailcom  Male #8928 4th Cross,Viayanagar 9535866270 India  Karataka Bangalare
Manjunath tmbsmanjut3@omail.comMale 892 4th Cross Rajajinagar 953580620 India  Kamataka Bangalore

Fig 14: Users Table

V. CONCLUSION

In this research, we suggested an active distribution
system-specific ~ adaptive hierarchical cyber assault
localisation method. The aberrant features are captured
using electric waveform data from WMU sensors, which
would otherwise go unnoticed. We suggest a modified
spectral clustering method to firstly partition the entire large
network into more efficient, "coarse" sub-regions. Each
sensor's effect score in the potential sub-region can then be
calculated and analysed to pinpoint the precise site of the
'fine' cyber-attack. Also, we contrast our approach with
alternative approaches at each stage of the localization, sub-
graph clustering, and detection of cyber-attacks,
respectively. The outcomes from two example distribution
grids demonstrate the potential of our strategy.
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