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Abstract:- Migration to different nations is a major 

challenge faced nowadays as they require exodus and 

navigation policies. The officials of immigration request 

for the proof for the person’s vaccination taken for the 

virus. The passport developed for the vaccine acts as 

witness for the person being tested. The tested result tells 

negative report for the vaccination taken for certain 

viruses been infected. In regard of COVID it was 

mandatory to show the proofs for getting vaccinated. To 

minimize the time and attempt to manage the data the 

passport vaccination system has to be computerized. So 

here we have proposed the "Usage of Blockchain 

technology" system, for providing reliability and Privacy 

in systems for exchange of data among bitcoin users. The 

final outcome would be decentralized which is 

transparent and reliable, truthful solution based on the 

block-chain Ethereum tracks the vaccination status and 

history of diseases. 

 

I. INTRODUCTION 

 

A COVID-19 vaccine is one that aims to give acquired 

immunity against the coronavirus disease- causing virus 

known as severe acute respiratory syndrome coronavirus 2 
(SARS CoV 2). (COVID- 19). The initial COVID-19 

vaccinations were created and made accessible to the general 

population in 2020 thanks to emergency use authorization. 

The COVID-19 vaccines are widely credited with helping to 

stop the disease's spread as well as its severity and fatality 

rates. Many nations adopted staggered distribution strategies 

that gave priority to individuals who were most vulnerable to 

problems, such the elderly, and to exposure and transmission 

risks, like healthcare personnel. According to official 

statistics from national public health organizations, 11.81 

billion doses of the COVID-19 vaccination have been given 

worldwide as of May 26, 2022. By December 2020, more than 
10 billion vaccine doses had been pre-ordered by nations, 

with 14 percent of the world's population, or roughly half of 

the doses, coming from high- income nations. 

 

The part of vaccination policy that pertains to persons 

crossing borders is vaccination requirements for international 

travel. In order to stop epidemics, several nations throughout 

the world demand that visitors who are going to or coming 

from other nations have the necessary vaccinations. These 
travelers must present confirmation of vaccination against 

particular diseases at border crossings. 

 

An immunity passport known as a vaccine passport or 

proof of vaccination is used as identification in some nations 

and jurisdictions as part of the vaccination-based COVID-19 

pandemic control strategy. A government or health body 

normally issues a vaccine passport, which might be a digital 

or physical document. Some credentials might have a QR 

code that can be read by a smartphone app for provisioning. 

The idea behind vaccination passports is that those who have 

received the vaccine are less likely to spread the SARS-CoV-
2 virus to others and are less likely to suffer a serious 

consequence (hospitalization or death) if they become ill, 

making it safer for them to congregate. A vaccine passport is 

generally coordinated with corporate policies that are 

implemented or enforceable public health orders that demand 

customers provide proof of COVID-19 vaccination as a 

requirement of access or service. Many governments are 

thinking about developing contemporary, digital vaccine 

passports that are more difficult to fake, even though 

vaccination cards like yellow cards are still in use and are still 

a common means to track immunizations. Multiple nations are 
investigating whether vaccine passports and health permits 

could be used as proof of COVID-19 vaccination in light of 

the public health hazard posed by the COVID-19 pandemic. 

This would let individuals resume their regular activities and 

restore confidence in international travel. With new, secure 

digital credentialing technologies becoming more common, 

vaccine passports are benefiting from this development. The 

use of it extends beyond vaccine passports for international 

travel to various contexts. Organizations that collect 

individuals in groups, for instance, are looking for digital 

alternatives to paper test results and immunization records. In 

some circumstances, this entails determining if people have 
had voluntary, privacy-preserving testing or vaccinations. A 

practical and optional way for people to report their health 

status, such as whether they have had a vaccination or have 

tested negative for COVID-19, is through a digital vaccine 

passport. People with digital health passes can share a 

scannable QR code on their smartphone that confirms their 

status without having to remember to carry around multiple 

documents, and personal information is kept securely 
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encrypted in a digital wallet on the user's phone. Digital 

vaccine passports are one of many methods that governments, 

commercial firms, non-profits, and industry groups are 

proposing to enable individuals get back to their favorite 

hobbies as COVID-19 vaccine rollouts get underway around 

the world. 

 

Decentralized and transaction-based data exchange 
across a large network of participants is made possible by 

blockchain technology. For transactions that include 

unreliable parties and require high security, blockchain 

technology has recently attracted more academic focus. Data 

that has been entered into the blockchain cannot be changed 

once it has been done so because to the integration of the 

digital vaccination passport with blockchain technology. The 

Blockchain technology can play a crucial part in the relief of 

sickness as well as the facilitation of the implementation of 

governmental regulations and standards, maintaining trust 

between all stakeholders, in order to assist combat this global 

health crisis. In fact, the emerging Blockchain technology, 
which is a global computational infrastructure (i.e., smart 

contracts) and a distributed, immutable, and tamper-proof 

ledger database, has the potential to offer effective COVID-

19 solutions based on high standards of accuracy and trust 

thanks to its essential characteristics of transparency, 

integrity, and resilience. In light of this, we suggest in this 

paper a Blockchain-based platform for issuing and confirming 

COVID-19 test/vaccine certificates called Digital Vaccine 

Passport.  

 

II. IMPLEMENTATION 
 

We have implemented the proposed framework using 

the following technologies: 

 

A. Ethereum 

A decentralized, open-source blockchain with smart 

contract capabilities is called Ethereum. The site uses Ether 

(ETH) as its native coin. Programmer Vitalik Buterin created 

Ethereum in 2013. Ethereum 2.0, often known as Eth2, is 

currently [may be out of date as of March 2022] under open-
source development. The primary goal of the update is to 

boost the network's transaction throughput from its present 

pace of roughly 15 transactions per second [citation needed] 

to perhaps as much as tens of thousands of transactions per 

second. Ethereum is a permissionless, non-hierarchical 

network of computers (nodes) that constructs and reaches 

consensus on the blockchain, a continually expanding 

collection of "blocks" or groups of transactions. Each block 

has a unique identifier for the chain that must come before it 

in order for it to be regarded as genuine. The ETH balances 

and other storage values of Ethereum accounts are changed 

whenever a node adds a block to its chain by carrying out the 
transactions in the block in the order they are specified. The 

"state," or collection of these balances and values, is kept on 

the node independently of the blockchain in a Merkle tree. 

 

 

 

 

 

B. Solidity 

Smart contracts can be implemented using Solidity, a 

high-level programming language that is contract- oriented. 

C++, Python, and JavaScript have heavily inspired the 

development of Solidity, which was made with the Ethereum 

Virtual Machine in mind (EVM). The runtime environment 

for smart contracts in Ethereum is the Ethereum Virtual 
Machine, or EVM. The Ethereum Virtual Machine is focused 

on ensuring security and enabling machines all across the 

world to run untrusted code. The EVM is specialized in 

thwarting denial-of- service attacks and guarantees that 

applications cannot access each other's state, allowing for 

uninterrupted communication. The Ethereum Virtual 

Machine was created to operate as a runtime environment for 

Ethereum-based smart contracts. 

 

 Firebase 

User authentication is one of the most crucial criteria 

for Android apps in the modern era. User authentication is 

crucial, but if we have to create all of this code by hand, it will 

be much more difficult. 

 
With Firebase's assistance, this is accomplished 

relatively quickly. The Firebase UI allows us to sign people 

into our app. It manages the UI processes for logging in 

using an email address and password, phone numbers, and 

widely used providers, such as Google Sign-In and Facebook 

Login. Also possible are situations like account recovery. UI 

design is not necessary because one is already available to 

us. It implies that the activities need not be recorded. 

 

Before we can login someone into our app, we need to 

collect their authentication credentials. The user's email 
address and password can serve as their credentials. An 

OAuth token from an identity provider can be used as the 

credential. We then provide the Firebase Authentication 

SDK with these credentials. After confirming such 

credentials, backend services will reply to the client. 

 

 Front End Frameworks 

 

 HTML 

Standard markup for documents intended to be seen in 

a web browser is called HTML, or Hypertext Markup 

Language. Cascading Style Sheets (CSS) and JavaScript are 

examples of technologies that can help with this. 

 

 CSS 

A style sheet language called Cascading Style Sheets 

(CSS) is used to describe how a document produced in a 

markup language like HTML or XML is presented (including 

XML dialects such as SVG, MathML or XHTML). The 
World Wide Web's foundational technologies, along with 

HTML and JavaScript, include CSS. 
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 JAVASCRIPT 

Along with HTML and CSS, the computer language 

known as JavaScript, or JS, is one of the foundational 

elements of the World Wide Web. By 2022, 98% of websites 

will employ JavaScript on the client side to control how web 

pages behave, frequently using third-party libraries. A 

dedicated JavaScript engine is available in every major web 

browser and is used to run the code on users' devices. 

 

 
Fig 1:- Methodology 

 

III. METHODOLOGY 

 

There are four important phases in the operation of the 
proposed framework: 

 Registration of healthcare authorities  

 Registration of immigration officer  

 Covid-19 certificate issuing 

 Covid-19 certificate verification 

 

 Registration of healthcare authorities: 

In this phase to register himself, the healthcare provider 

provides his Email (registered with the hospital) and 

password to the concerned healthcare authorities. The 

healthcare authority will register the healthcare provider 

using the information provided, to the network through the UI 
provided. Now the healthcare provider can log in to the 

blockchain network through the login credentials provided at 

the time of registration. 

 

 Registration of immigration officers: 

Immigration officers are the registered personnel who 

are responsible for the verification of required documents of 

the traveler who is travelling from one place to the other. The 

immigration officer has to be registered to the network in 

order to do the aforementioned. The trusted authority collects 

the credentials provided by the immigration officer in order 

to register them to the network. 

 
 Covid-19 certificate issuing: 

When the traveler gets vaccinated at the 

hospital/healthcare front the healthcare provider will update 

the vaccination information of the traveler in the blockchain 

through the UI provided by the proposed framework. 

 

The healthcare provider will be updating the following 

information onto the blockchain network: 

 Aadhar card number 

 Name as in registered ID 

 Vaccination information 

 Hospital name 

 

 Covid-19 certificate verification. 

The immigration officer verifies the vaccination 

information of the traveler during the immigration process. 

The immigration officer does so by using the Aadhar card 

number provided by the traveler. The immigration officer 

feeds the Aadhar card number to the UI provided and 

searches for the vaccination record associated with the 

Aadhar card number. Now the immigration officer can cross- 

verify the vaccination information of the traveler. 
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IV. RESULT AND DISCUSSION 

 

 
Fig 2:- Authentication page 

 

 
Fig 3:- Landing page for data entry 

 

 
Fig 4:- Landing page for immigration officers.
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V. CONCLUSION AND FUTURE WORKS 

 
Covid 19 certificates validates whether a particular 

individual is vaccinated or not. Travel constraints arises when 

covid 19 certificate is not submitted. These Certificates are 

made mandatory in the field like film theatres, hospitals, 

airports etc. which makes this a necessary document to carry 

with. So there are chances that these documents are 

tampered, or fake documents which is a challenge to the 

security of personal information. So, this literature focus on 

the concept of digital vaccine passport with the help of 

blockchain technology to generate the covid 19 vaccination 

certificates which are tamper-proof and cannot be faked. This 

takes user privacy in to account as well as security of 
documents. Since block chain is used with the use of smart 

contracts, we can generate new secure block of data when 

new information is added. Proposed system allows the 

healthcare officials to register in the website and add the 

details of persons who are vaccinated and generate the 

certificate. Also, user can access the certificate using his 

credentials. This proposed system provides good security and 

privacy to user data by using blockchain technology. 
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