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Abstract:- Network security is an important technology for 

many applications. For network applications, security is a 

critical requirement. To defend systems from external 

attacks, network security is critical. Network security is 

essential to protect the systems from external threats. When 

it comes to a business, special precautions should be taken 

to protect shared data. Network security is one of the best 

ways to do so. Network security can be applied with 

different restrictions on different computers depending on 

the types of files they handle. Client and customer 

confidence is boosted, and your company is protected from 

the reputational and legal consequences of a security 

breach. Although several security tools have been developed 

to protect access to illegal Unauthorized users, problems 

still exist in society. With duplicate keys and unnamed tools, 

even traditional locks are vulnerable to steal. We should 

safeguard our network to avoid such a situation. Our 

indispensable objective is to design a tool to provide a 

greater secured multilevel protection and password 

reconfigure options in Personal Area Network. To triumph 

over the illegal authorization problem, we are going to 

develop a tool with a 2-way verification method. This 

provides a higher answer with multilevel security. Our 

proposed system offers extra security measures for 

transferring data in the network. It will act as a gatekeeper 

to the information and prevents illegal authorizers. It will 

protect a computer network and its resources from abuse, 

modification, or manipulation. 
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I. INTRODUCTION 

 

Nowadays everything is connected through networks. As 

we keep increasing the connectivity of physical devices, they 

often become susceptible to breaches in security. Network 

security is nothing but a set of rules and configurations that 
provides security to the integrity and susceptibility of devices. 

We see many issues that lock getting theft, so it becomes a 

fundamental requirement to provide locks with additional 

security. To overcome these issues, this Android-based totally 

safety locks with a Microcontroller provides a better solution 

with layered security and a more accessible GUI for the buyer 

to address in all paths of elements. Automobile ignition starters, 

schools, hospitals, residential areas, banks, and other major 

industries may all benefit from this type of technology. Because 

this lock is built into Android programmes, it is simple and 

secure for us. The system helps to reduce crime and 

unauthorized entry to our facilities. There is no option to 
utilizing traditional keys while using PAN devices such as 

Bluetooth. Unauthorizers will be unable to guess the location of 

the lock if hardware circuits related to our safety locks are 

installed inside the premises room. It will be difficult to expect 

the assistance of unknown women and men coming to bypass 

the protection because the password may have the maximum 

length with unusual characters. The phone of the legal person is 

also accessible, although passwords are converted using login 

templates. 

    

II. RELATED WORK 

 
To access the device, the existing well-known solutions 

use a [1] default password and a changeable password 

configuration. The device password can be changed at any 

moment by a valid user. The password configuration option will 

be protected by a password, thus unauthorized users will not be 

able to access or change the password. [2] The lock cannot be 

opened even if the physical key is replicated. For device access, 

they employ a hex keypad, which is a wired network. [3] use 

face recognition as a locking and unlocking mechanism. It is 

user-friendly and specially developed for impaired individuals 

so that authorized people can easily utilize the device. [4] They 
use a key to open the lock here. A password is set by the user to 

safeguard the lock system. When the proper password is 

entered, the lock opens. 

     

III. PROPOSED SYSTEM 

 

In networks, our suggested solution provides effective 

authentication and authorization. It focuses on end-user 

confirmation and authorization. It is executed using hardware 

and software modules. The hardware used is Arduino UNO 

which has an ATmega328P processor as a control unit. The 

programming for two way verification process is written in 
Arduino UNO.  
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Fig 1a & b: General & Functional Block Diagram of Proposed 

System 

 

  
 
 

 
Fig 2 &3: Flow Chart for Application and Hardware 

Execution respectively. 
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 A. Procedure for two way verification 

Step 1: At first the user must install the security lock app on 

their Android smartphone.  

Step 2:  The user must enter the valid password which has been 

saved in the EEPROM previously.  

Step 3: Only the privileged user can change the already existing 

password that shall be protected by one another password.  

Step 4: When an erroneous password is entered, our device will 
sound an alarm and display the Lock's status. 

Step 5: With the help of status LEDs, we can determine the 

condition of the lock during incorrect password entry, 

closing/opening, and password setup.  

Step 6: A random generated OTP is delivered to the user's 

device through PAN device if the user enters the proper 

password for two-way verification.  

 

B. Procedure for Proposed System:  

Step 1: The device is connected through the wireless access 

points like connecting devices or the cloud network.  
Step 2: The authorized client alone can be allowed by using the 

2-way verification method: 

1. Default password verification  

2. OTP generation and verification 

Step 3: The status of Connected/disconnected are displayed 

using LED and the facility of reset/change password are also 

included. 

 

C. Procedure for Functional Block Diagram: 

The functional block diagram describes the hardware units 

and the functions of the proposed system. 

Step 1: The user is wirelessly connected to a gadget using IEEE 
802.15 module with the control unit. 

Step 2: The control unit we use is ATmega328P which connects 

the control panel and the status bar (LED1, LED2, and LED3). 

Step 3: The status bar is used to display the status of the process 

like: 

1. LED1: used to display light when the user entered the wrong 

password. 

2. LED2: used to display light when the user is connected. 

3. LED3: used to display light when the user is disconnected. 

 

D. Features 

 Achieve sensitive and secure data transfer 

 Android-based safety lock. 

 The microcontroller is completely secured. 

 Convenient for users. 

 Use of 2-way verification. 

 No alternative use. 

 

 
Fig. 4: Default Password Check 

 

Fig 4: shows the user must enter the default password. 

When the key icon is touched, the user needs to enter the 
password. 
 

IV. STIMULATION RESULTS 

 

The Programming for the two-way verification process is 

written and dumped in the Arduino module. 

 

 
Fig.5: Application Overview 

 

Fig.5: Android application interface with Bluetooth 

module. 
 

 
Fig.6: Hardware Setup 
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Fig.7: OTP Generation 

 

Fig.7: The device will check whether the default password 

is correct. If it matches, the One Time Password will be 

generated.  

  

V. CONCLUSION 

 
In this paper, we proposed a new approach to secure a 

device based on a reconfigurable password setting application. 

This paper presents a basic concept for managing device 

protection in the home. It also ensures that users of Android 

smartphones are safe. Our project is extremely beneficial to 

users who have had to deal with the issue of unauthorized 

permission. The implementation rate is low-cost and affordable. 

The Android and Arduino platforms are used in this venture. 

Because the microcontroller has achieved Bluetooth 

connectivity, the device may be set up even more quickly. The 

design has been well-thought-out and prototyped. In this paper, 
we use a two-way verification mechanism to provide a simple 

prototype. In destiny, however, it can be extended in many 

areas. As a result, the reconfigurable password mechanism for 

the Personal Area Network has been designed. The suggested 

system focuses on the notions of authentication and 

authorization. As a result, the suggested security solution is 

ideal for data transfer and access applications. 

 

FUTURE ENHANCEMENT 

 

The project model is effective. We intend to expand and 

implement this project in IoT (internet of things) in the future 
so that we may analyze and store data in the cloud and use it 

more effectively. It will be fully automated and suitable for 

smart city applications. 
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