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Abstract:- In this internet era almost all smart devices
relate to eachother depending upon their uniqueness and
usage pattern. Vivid applications were created and with
multiple features thereby makingthem easy targets to be
exploited [1]. Exploits usually are malwares that pose to be
genuine and productive applications. These malwaresenter
the system and cause serious losses in terms of information,
hardware and other types of monetary losses. It is a well-
known fact that information stealing malwares and
spywares steal personalinformation thereby making them
available in social media or become seeds for furthermore
attacks in the future [2]. Several researches have been
carried out in the recent years in areas of Malware analysis
to emphasize on the alarming increase of malwarethreats
for a variety of platforms even in the presence of anti-
malware checks. In our article we are focusing on event
reconstruction considering different malware analysis
techniques and tools. Our focuss would be mainly to
reconstruct and known attack with practical emphasis and
thereby proposing mitigation solutions.
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l. INTRODUCTION

System Restore point is a procedure that allows the user
to restore important operating system files and applications in
theevent of a failure. The terminology was first coined for
Windows Millennium Edition (ME) and later got applied in
Microsoft Home and Professional versions of Windows OS.
System Restore was created to keep track of modifications to
system and application data. Moreover, it could restore
different points in time by creating so-called restore points,
which are often known as System Restore Points (SRPS).
Moreover, these restore points are known to provide us with
primary evidence about attackers, such as malicious code,
configuration, and logging parameters, that may have been
wiped off completely from the observed system memory. It is
understood that in most versions of Windows operating
systems, the System Restore Point is enabled by default. A
variety of events create System restore point such as the first
boot of the OS, system uptime cycle per 24 hours, while new
softwares get installed, during the process of restoring a restore
point, while installing new softwares in the system, manual
updation of the operation system and etc. [3].
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1. BACKGROUND LITERATURE

Cybercrime has steadily increased with the advent of
Information technology and with easy-to-use tools causing
serious consequences for both individuals and society.
Although technological advancements have made our lives
easier and more comfortable, they have also come up with
detrimental effects. As a result, professional and advanced
digital forensics techniques are required to deal with such
crimes. To make matters worse, criminals attempt to erase
traces of their illegal activities with anti-forensic tools and
techniques. Anti-forensic techniques are known to jeopardize
the availability of evidence and/or utility of evidence in the
forensic process. Because anti-forensics tools and techniques
are constantly begin improved and updated, digital
investigations may become increasingly difficult. A digital
forensic investigator typically analyzes information stored in an
electronic device's memory, such as RAM (also known as
volatile memory) and hard disks (also known as non-volatile
memory) to find evidence. As a result, only an in-depth analysis
of such media could reveal illegal methods and manipulations
used against the already evaluated electronic equipment with its
content, such as the use of malicious software or, more broadly,
evidential information to be submitted to the court of law.
Technically speaking, Windows’ System Restore Point data
structure are known to reveal "anti-forensic" techniques used
against the artefacts under investigation, for example, deleted
files with formidable source of evidential data. An investigator
might, for instance, discover a evidential data related to key
loggers using such analysis. In fact, forensic investigators may
also encounter difficulties as a result of the SRP data
repository's format.[3]

Investigating computer intrusions is a difficult task.
Hackers and attack methodologies are constantly evolving and
so is thelevel of maliciousness in their code. Concealing their
malicious code, deleting, or changing log files, and re-
engineering new methods to reduce the amount of traceability
come at a cost to malware analysts. Upon reviewing almost 200
compromised systems, the authors [3] have expressed their
frustration due tothe lack of evidential data in victim machines
after the intrusions from the perpetrators. It as to be taken into
consideration that the latest exploitation tools and post-
exploitation techniques have become a serious weapon to beat
traditional techniques practised in the analysis of physical
media by investigators and analysts. Hence it is imperative to
improve our tools and techniques to accommodate uncommon
investigation steps in support of cybercrime investigations and
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malware analysis. One such uncommon technique is the use of
System Restore Points in windows machines and in-depth
analysis. This article is based on a practical analysis of an
investigation that took place in the United States [4]. This
analysis throws light to the fact that investigators can review
System Restore Points to establish their analysis parameters
with respect to event timeline and unravel hidden information
to help figure out how the system got compromised [4].

Currently, digital surveys are primarily used for research
and the collection of digital evidence. On-the-market, computer
forensics tools preserve the state of a system or examine a
system in search of evidence, but they do not attempt to
determine why an object can be evidence. It's fun to collect an
object and examine its properties, but in order for the proof to
be useful, we need to figure out what's causing these properties.
In the physical world, it boils down to recognizing and drawing
blood at a crime scene without using scientific methods to
determine where it came from.

Event reconstruction is a critical stage in digital forensic
investigation since it helps to identify the whole sequence of the
event while it occurred. The findings of this stage is usually
helpful for the forensic investigators to generate reports to be
submitted to the court of law. It is imperative that outcomes be
reproducible and hence the entire event reconstruction
procedures must be done in a thorough manner [5].

The Importance of Reconstruction of Crime Scenes It is
frequently important to narrow down the alternatives that lead
to the crime scene or physical evidence discovered to ascertain
the real path of the crime. One of the primary reasons for
preserving the integrity of a crime scene is the probable
necessity to recreate a crime.

Author Jayaraman [12] says reconstruction of the events
and the series of occurrences is vital for digital forensics’
investigation since it evidently leads to the incidental phase.
The ability to analyse the quality of automated event
reconstruction during malware analysis is an important step
towards standardizing the digital forensics investigation
process involving malwares. This has always given positive
outcomes in creating antiviruses, patch to systems, creating a
more malware resistant infrastructure, etc.

A. Introducing Maliciousness Triggering SystemRestore

In is important to understand the originality of System
restorewhile it was launched. Malware authors and analysts
claimedthat they could remove viruses and fix issues arising in
computers due to malware with ease and with the help of
Windows System restore. But the reality was that System
Restore created copies of infected files where the extreme case
was the viruses being capable of infecting the actual and restore
volumes. The viruses also get restored in the system when the
system gets cleaned with the help of antivirus softwares and
Windows system restore. Otherwise, the virus removal fails
when System Restore gets used as a tool to remove the virus.
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Fake hard disk defragmenters are another source of problems.
For example, the Trojan horse "Trojan virus" - is a malicious
program that performs malicious operations under the guise of
the requested process. Also, Worms - malicious code that
replicates itself by exploiting vulnerabilities in networks
independently. Usually, worms slow down networks. System
Restore virus scans the computer for known errors in the system
and inbuilt hard disks.

B. Fake Applications and System Restore

This fake application is known to provide computer
performance metrics and theft analysis outcomes which usually
display falsified information mentioning configuration errors,
bad sectors in hard disks, and any other critical errors. The
application also displays fake pop-up alerts to inform the users
of hard disk failures and system issues. These alerts specifically
make users believe that the computer needs a licensed version
of System Restore so as to be able to fix the system issues.
Malware authors are always known to raise their bar and push
their custom-built software to the edge so as to disable
legitimate antivirus software in the target device. Hence it is
understood that System Restore and restore point prevails to be
the only security and optimization solution available in
windows-based systems. An optimum solution in such cases,
otherwise, would be to remove the maliciousness itself
manually. Based on the above discussions the advisory given
[6] is to use only legitimate version of softwares and in our case
that would be System restore point.

1.  ANATOMY OF A CYBERATTACK

Windows has a default configuration that creates a
systemrestore point once a week and before any important
actions, such as installing a new program or driver. If this
protection isn't enough for you, you may have Windows build
a restore point every time you start your computer. The
mechanism that recovers a point is a useful tool. It may assist
you in recoveringyour device and resolving a variety of issues.
Because this willrestore your device to a prior state, you will be
able to undo most of the modifications made to your PC since
the restore point was created. Installed or removed software and
drivers, changes made to the registry and settings files by
applications, and Windows updates are all examples of these
modifications. Two actions are necessary to modify the default
configuration of the Windows restore point.

First, you'll alter the frequency with which Windows may

trigger automatic restore points in the Windows registry, and
then you'll utilize Process Scheduler to establish a starting task
that produces a restore point.
Step 1: Alter the Creation Frequency of Restore Points.
Windows has a default option that creates an automated
restoration once every 24 hours. You may still do a manual
restore point and create restore points as a result of a program
or driver installation. You must deactivate this frequency option
to build a restore point every time you start.
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By editing the registry, you may change the frequency at
whichrestore points are created. Click Start and put "Regedit"”
into thesearch box. To launch Registry Editor, press Enter and
grant itpermission to make changes to your computer. Step 2:
Create aNew Restore Point by scheduling a Startup Task. You
must nextuse the Windows Task Scheduler to establish a task
that runs onWindows startup and produces a new restore point
after you have set the restore point frequency to zero in the
registry. TapStart, type "Task Scheduler,” then use the Enter
key to launch the Task Scheduler.
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Fig 1. Flow chart indicating practical demo of attack metrics
IV. MALWARE ANALYSIS

Malware analysis is the science of extracting as much
information as possible about a piece of malware while using
selective tools and techniques. To better comprehend the
malware's capabilities and extent, how the system was infected,
and how to protect against future assaults, the information
retrieved helps enormously.
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A. Basic Static analysis

The most frequent approach for malware analysis is Basic
staticanalysis. This is usually accomplished by analysing the
malware without executing it. As understood, the malware is
examined without the malware sample being executed, static
analysis is thought to be safe.

In this type of analysis, we examine the software without
havingto look at the code. File information such as File name,
File size, File type and any related hash values which are
recognized by antivirus software, are among the technical
metrics acquired with basic static analysis. Other parameters of
analysis include malicious infrastructure, libraries, and
compressed files.

In this type of analysis, we have used various tools such
as Virus total, PEid, Dependency Walker, etc. As shown in
Figure below virus total has indicated 56 Of 68 anti-virus
scanners clarified that it is a malware. This malware was a
sample testedto prove the concept of event reconstruction
where in we have achieved first success in Basic static analysis.

Fig 2. Basic static analysis (Virus total)
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Fig 3: DLL files analysis using dependency walker
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B. Basic Dynamic Analysis
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Dynamic analysis is the process of monitoring a program's
behaviour while it is running in a safe environment. In basic
dynamic analysis, we execute the malware to analyse and
understand the behaviour of it. It is not necessary to deconstruct
the malicious binary before doing the analysis. The tool used in
this technique actively monitors malware's behaviour during
execution, making it more adaptable than static analysis. Basic
dynamic analysis gives details such as domain names, specific
IP addresses, registry keys and values, file path with locations,
and any other files on the system or network been used by the
malicious software. This type of analysis may not be able to
produce useful findings in certain circumstances since malware
may need extra information to execute which may be restricted
in a safe environment. As a result, Advanced dynamic analysis
is used, which involves extracting extensive information from
the malware file as it is being run using a debugger or other
specialtools.[8]

In our practical analysis we have used Process Explorer
toimplement basic dynamic malware analysis. As can be seen
inFigure 3 below, the malware (000.exe) runs in the system
without a signature or a company name and not even from
verified source.

C. Advanced Static Analysis

Strings, the linked library files (.dlls), and the exported
and imported functions of the DLL files could be analysed with
the help of such disassemblers. Knowledge of the basic
operating system and understanding of disassembly are
required for sophisticated static analysis since it catches
undiscovered malware. Antivirus scanning, hashing, strings,
and reverse compiling are a few more of the techniques used in
advanced static analysis.[9]
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D. Advanced Dynamic Analysis

Fig 5. Advanced static analysis (IDA Pro)

Advanced static analysis is the process where we analyse
themalware with the help of a disassembler, which allows it to
bereverse engineered and analyzed. This sort of analysis
revealsinformation about malware that isn't exposed by static
analysisnor behavioural analysis [8]. The fundamental code that
makesthe malware functional could be understood with the
help ofdisassemblers such as IDA Pro as shown in Figure
below orRADARE, another example serving the same purpose

[71.

Advanced static analysis uses the debugger and
disassembler toproduce instructions that define the semantics
of the program.
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Fig 6. Advanced dynamic analysis (Immunity debugger)
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Advanced dynamic analysis is an elated step towards
viewing the low-level code in action. In this analysis
technique, theentire analysis depends on the tool of usage. A
thorough knowledge of setting breakpoints and analysing the
code with the help of techniques such as Single stepping,
stepping over and stepping into is vital. Registry based
malwares, respective monitoring process and in-depth data
analysis on malwares could be carried out with the help of
debuggers such as OllyDbg, Immunity Debugger, WinDbg.

As part of a sophisticated dynamic analysis, a debugger
may beused to get access to functionality that would otherwise
be impossible to acquire via normal methods. It's more difficult
tooverlook essential actions since it's behavior-based rather
than static.[7]

In our analysis, we have used Immunity debugger to
implement advanced dynamic malware analysis. We didn’t
have to go toodeep in the analysis process with Immunity
debugger since thegiven maliciousness was already confirmed
by Basic static, Basic dynamic, and Advanced static analysis with
IDA Pro. The code was analysed with disassemblers, and we
managed to acquire similar codes with the help of Immunity
debugger as could be seen in the Figure.

E. Code Analysis

In order to figure out how the specimen behaves, reverse-
engineering the malware was necessary as explained in
Advanced static analysis. If you're looking at an application’s
low-level assembly instructions or byte code, you'll need a
disassembler, debugger, and maybe a decompiler. The binary
instructions are decoded by a disassembler into human-readable
assembly code. It is the goal of the decompiler to re-create the
original source code of the application. When a debugger is
used, the analyst can interact with the code and see the results
of its instructions to get a better understanding of the code's
purpose. Both OllyDbg and IDA Pro Freeware, well-known
free disassemblers and debuggers for Windows applications,
are available for download.[10]

As a sophisticated approach, we analysed the binary code
to comprehend its inner workings. A sample of the screenshot
has already been provided (Figure 4). Static and dynamic
analysis alone cannot provide the information that is revealed
by this method. Strictly speaking, static vs dynamic code
analysis is themain distinction between the two types of code
analysis. Code analysis methods may be divided into two
categories: static and dynamic. Static analysis entails
disassembling the suspicious binary and examining the
program's code, while dynamic analysis involves debugging the
binary in a controlled way. It is imperative that grasp of
programming languages, and operating systems is necessary for
code analysis [11]. Knowledge of low-level languages
depending on the application getting analysed is also essential.
Examples of Low-level languages are not limited to Intel based
X86 processor, ARM processors, Smali language, etc.
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F. Analysis Conclusion (Including Subspinous Malware
Behavior)

Whenever there's a security issue and malware being the
culprit,malware analysis is an essential part of the incident
response process. ' It provides guidance on how to get back on
track. It aids in the identification of the hosts, servers, and
systems impacted by the malware attack. As a result of malware
analysis, companies are provided with actionable knowledge
that they may use to avoid or lessen the dangers posed by
malicious software. Using this method helps to avoid any more
compromises.

V. SECURITY ANALYSIS AND DETECTION
TECHNIQUES

As it shows in the below screnshot, Windows Event
Viewer haslogged the suspoicious activites happened after the
virus got downloaded into the system. There is also an option
inside the windows server settings called threatsand virus which
providesus with details of any maliouces in the system.

As it is known that the event viewer used to check the logs
thathappened in the system such as when we have downloaded
thevirus in the system.

Fig 7: Log alert from event viewer
VI. IMPLEMENTATION

2 Reconstruction Pre-Requisite

The significance of backup and recovery is that at some
time a representative copy of the data is available for use.
Transferring duplicated data from one place to another and
performing different procedures on those files are all included
under the umbrella phrase "backup and recovery."

In order to keep your data safe, you'll need a solid backup
plan.Having a backup is your final line of defense against losing
important data, since it allows you to retrieve the originals. The
following are some of the benefits:
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Prevent unwanted alterations by an attacker; safeguard
againsthardware failure, unintentional erasure, or calamity. By
looking at old and archived backups, you may learn about an
intruder's activity.

& Reconstruction Environment

The reconstruction environment is a windows server 2012
R2server and it is the 5th generation of Microsoft's Windows
Server operating system, and its component of the Windows
Operating systems. windows server 2016 Microsoft Windows
Server 2016, formerly known as Windows Server vNext, is a
server operating system developed by Microsoft (OS). The
server operating system is designed particularly to be used as a
basis for executing communicate effectively.in the environment
the firewall was down to apply the viruses that are created and
downloaded from github easly.

> Reverse Engineering

It is a technique or approach in which someone attempts
to comprehend how a successfully made item, procedure,
system, or software application achieves a purpose through
logical logic with little (if such) knowledge into how it already
does.

As an analysis process we applied reverse engineering
technique by deploying IDA Pro. The Interactive Disassembler
generated assembly language source code from machine-
executable code as shown in Figure 7 and we were able to
analyse in Grpahical mode and textual mode.
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Fig 8: Graphical overview from IDA Pro
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VIl. CONCLUSION

In this research we were able to reconstruct the event with
conventional systems using Microsoft platforms. We were able
to identify the maliciousness of the malware and the target point
using windows restore point and windows systems restore.
Additionally, we made use of Windows Event Viewer to
conclude system-based analysis in addition to the four malware
analysis techniques.

Upon analysis, we were able to conclude that malicious
nature of the malware and propose mitigation techniques.
ConsideringData Loss Prevention (DLP) we propose adequate
measures toensure Backups are in place to make use of System
restore functionality. In addition, System Restore Point
frequency needs to be increased to ensure restore points get
generated at frequent intervals so that future investigation
process could getsimplified. This also provides inherent roll
back feature if the system gets compromised with alternate
malicious softwares orsystem crash.
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