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Abstract:- Drones, also known as unarmed aerial
vehicles in short uav who fly . They can reach the places
where it's hard for any person to reach because they are
small in size and can capture images. Enabling drones to
perceive human beings on the floor is essential for a
variety of programs, inclusive of surveillance, anti-theft,
people seek, and far off monitoring. Drones can capture
facial images which is used as biometric recognition.
Protection citizens from crime and criminals are hard
day to day by authorities and government. In order to
protect citizens from criminals there is a need for some
kind of technology that can save citizens from crime and
keep them safe before anything happens by identifying
the criminal even in crowded places. In this paper, we
are going to address the cutting edge face recognition
technology.

I. INTRODUCTION

As we discussed drones are also known as unarmed
aerial vehicles because they can be controlled without
having any pilot inside it to control it means it can be
controlled autonomously. Drones can be pre-programmed to
go whenever it is destined to go and don't require manual
control and can take images of people at a bird's view angle.
In fact, we all know that a face is the inherited feature of a
person and each person has a unique geometrical face shape,
size and color which distinguish it from every person in this
world even when it comes to twin brothers and sisters who
look alike. So, a system based on facial recognition is best to
recognize anyone if the person is not willingly to cooperate
with the authorities or with the biometric recognition system
like fingerprint sensor or eye sensor.

Therefore it's possible to introduce a system that
detects the face of a person even in a very crowded place
where there are tons of faces to detect and then recognize
them with the data set of the photos of criminals that are
saved in the authorities database and alert them that the
criminal is present there. Even in the military they use
artificial intelligence to target movements of any person in
the area by face detection or human detection.

Now we are going to discuss this paper in the given
sections - Section 2 shows the literature review about drones
and face detection algorithms. We describe the methodology
on drones in Section 3. Algorithm in Section 4 and Research
Challenge in Section 5. Finally, our conclusion and future
works are addressed in Section 6.
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Il. LITERATURE REVIEW

In this section, we are going to discuss OpenCV, face
detection algorithms and drone technology. Various
researchers have worked in these technologies. For Better
understanding for ourselves, this section is divided into two
subsections: (i) UAV and its applications and (ii) Face
Detection

A. UAV and its Applications

In July 1849, the primary recorded use of an unmanned
aerial vehicle for battle-combating existed, there were
several classifications of drones, intention and decoy,
presenting ground and aerial gunnery a target that simulates
an enemy aircraft or weapon, identification presenting
intelligence on the battlefield, conflict supplying high-
chance attack competencies, shipment distribution logistics,
analysis and missile Enhancement of UAV generation
increase, UAV civil and commercial agriculture, aerial
photography, statistics collection.

Parts:

e Frame

e Brush-much less motor

e Propeller

e Transmitter and Receiver
e AV Transmitter

e AV Receiver

e FPV Camera.

a) Frame
There are distinctive styles of frames like tricopter,
quadcopter, hexacopter, Y6 hexacopter, octocopter
and X8 octocopter and many others. These frames
are much less weight, sturdy, it additionally
manufactures different fabric depending on its uses.

b) Brushless Motor

Growing variety of applications on brush-much less
motor for industrial automotive software, home home
equipment and building controls. And it has Highest
performance, Small motor length, Light weight,
Longer lifetime, No maintenance, No sparking,
Steady operation, Variable velocity. High RPM s
feasible without tons of heating. More electricity to
weight ratio. Depending on the KV, analyzing the
RPM might be exchanged like one thousand KV
offers 1000 RPM in one volt and 2600 KV gives
2600 RPM in one volt.

c) Propeller
A type of plastic that has strong stiffness but can
bend then smash if it meets something heavy it'l

WWW.ijisrt.com 1163


http://www.ijisrt.com/

Volume 7, Issue 5, May — 2022

spoil, desiring to replace the prop is recently created
with polycarbonate propellers.

d) Transmitter(Tx) And Receiver(Rx)
A radio transmitter (TX) is a tool that lets in the
pilots to control the UAV wi-fi. The
signal/commands are obtained with the aid of a radio
receiver (RX) which is related to a flight controller
which assists in controlling it.

e) Av Transmitter

It is an wireless audio video transmitter, by way of
using the channel we will transmit the sign. We are
the use of “TS832 transmitter” it has five.8G of
transmitter and 48 channel, weight of 22g. 2.1.8 AV
RECEIVER In this we are the use of the “RC832S
receiver” for receiving the audio video sign, with the
aid of using the AV to USB converter we can get the
stay move in laptop, it has five.8G high sensitivity
receiver, 48 channel.

f) FPV CAMERA

First-individual views (FPV), are used to watch the
drone flying in first person view by mounting the
display screen just close to the eyes or using virtual
reality goggles. It gives a whole new experience to
fly the drone in a very professional way to shoot
great videos and take images that was not taken
before.

B. Face Detection

In 1960, Woodrow Wilson Bledsoe discovered the
concept of face recognition. Face detection is a very
fascinating concept but it can be very late in daily use or we
can say when it arrived in mobile phones to unlock the
mobile phones for security and protection and used as a
biometric recognition system. But before facial recognition
of a person its need to first detect the human face. It is early
used in home security protection and in military uses before
it reaches the normal citizens.

1. METHODOLOGY

A. System Architecture

The diagram of the drone is given in Figure 1. So, first
we will initialize the drone to reach the desired coordinate or
place we want the drone to reach or we can control it
manually to take it to the desired place where we want it to
take it. Drone after that will take images of the scene and
send it to the concerned authorities where they run the
algorithm for face detection and face recognition.

Here we use an arduino module which is attached to
the digicam which sends the data in the form of video and
images to the control center. The quad copter is the most
balanced uav which can fly at one place without deflecting
so it's the most suitable type of drone to track the facial
features like eyes, mouth ,nose to conclude that its a face or
person not a animal or anything else.
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Fig. 1: A Quad-copter used for the proposed project

Using a drone is the most effective way to recognize a
face from a certain distance. We use the arduino model
because its lightweight and canclute many images at a time
using the Haar cascade classifier to detect human face and
LBPH algorithm that recognize human faces with the
trained dataset.

Here, the figure 2 represents how the system will work.

System

Initializatton

Mounted Camera
—> StartCapturing ——>
Video

1

Haar Classifier for
Face Detection

Drone Reached the
Desired Co-ordinate

Move to the LBPH Face Load Trainin
Different Co- Recognition Using «——— Dataset g
ordinate Trained Dataset aiase

Tag the Person and
Transmit it to the
Concerned Authority

Fig. 2: System Block Representation

B. Software version

In machine learning we require a large amount of dataset
to train the algorithm to work effectively and efficiently and
give good results. Here we require images of 4 people that
are given in Table 1. We can further increase the number of
images in the proposed dataset to recognize more faces as
well as to train the facial recognition algorithm.
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Resize Each Image Convert Each Image

into 150x150 into Grayscale

Trained Model
Acquired in CSV

Apply LBPH Face
Format Recogizer

Fig. 3: Training model for face recognition using LBPH face
recognition algorithm

Fig. 4. Training Dataset of 4 people

At first, we train the dataset by providing the given
person in the dataset with their names that the system will
recognize. So, it will resize the images into the resolution of
150x150 this was done to minimize the time will we
required to process the image then at second step the image
will be converted into grayscale cause it will eliminate the
processing speed of arduino to recognize the color in the
image and it will be ease to recognize the image.Then at
third step we will apply LBPH face recognition algorithm.at
the last the trained data will be acquired in csv format. The
training model was shown in Figure 3 and the trained
dataset is shown in Figure 4.

Face Detection with

Live Video Stream Haar Classifier

Implement LBPH Face

Check the Recognizer to Identify o A

: - Faceand Convertin

Confidence Level the Person in the A g
Dataset 150x150

Face Recognition

Fig. 5: Implemented Software Model
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Now we will discuss the implementation of the
software model when the algorithm will start working in the
real world. So the first thing we will do is capture a live
video stream from the digicam that is connected to the
arduino, then it will start capturing the frame to minimize
the processing time of the image. Then we will implement
the Haar Cascade Classifier to detect the human faces after
that the detected face image will be crop to the resolution of
150x150 to save the extra processing time of high resolution
image. After all that the image is sent to the LBPH
algorithm to recognize the person by matching its face with
the person that was saved in the dataset by having the
confidence level on how much the face of the person
detected is matched to the person that was in the dataset.
The proposed model is defined as shown in Figure 5.

IV. ALGORITHM

A. Face Detection
Face detection is done using OpenCV and Haar Cascade
Classifier.here we are going to discuss the algorithm on how
to recognize a face. Algorithm of face detection is given
below:
o Step (1) First consider the device we are using to detect
the face.
e Step (2) Then convert the taken into grayscale image
or black and white format.
o Step ©)] Now  after  all this
use the Face Detection
¢ Algorithm to detect the face.
o Step (4) After that you can show the detected face on
your laptop/pc or your mobile phone.

B. DataSet Creation
Dataset creation is the first step to create the training
model for further work because creating a dataset is
important to train our machine learning algorithm.In the
dataset each image is given a unique id. Algorithm of
dataset creation is given below:
e Step (1) Use the face detection algorithm to detect the
face from the device that we are using.
o Step (2) Create the dataset of the images that are taken
by the device or camera.
e Step (3) Now you can ask the user to input the name
and id for each detected face taken.
o Step (4) Take at least 100 images and then save them
into the dataset folder or directory.

C. Trainer
To train our algorithm we will use the labeled dataset we
discussed in the previous part. We will use Open CV and
python to train our algorithm. The algorithm we are using to
train is LBPH face recognition algorithm. Algorithm of
trainer is given below:
o Step (1) Acces all the images from the labeled dataset
that we created in the previous part.
o Step (2) Extract the features of the images using the
highly efficient LBPH face recognition algorithm.
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D. Recognizer
The recognizer is defined in simple language as the
recognition of the detected face images with the created
dataset in a real time environment. Algorithm of recognizer
is given below:
o Step (1) Define the tools that are used to seize the
facial image.
o Step (2) Use face detection, to come across the face
from the enter feed.
o Step (3) Get access to the labeled dataset that contains
all images.
o Step (4) Check the image taken is similar to the image
that is saved in the dataset.
o Step (5) If yes, then the image of the person with its
unique id and name is shown on the display screen.
e Step (6) If no, then it will tell the person detected is not
recognized or does not match the image to the person
saved in the dataset.

V. RESULT

The dataset of four people is created in the directory
where each person has at least 250 images each to train the
algorithm and facial recognition model. The required dataset
is shown in Figure 6.

N e S"Rd >}
Fig. 6: Four sample imagés of 4 people for the training
dataset

When the algorithm takes the images from the live
video capture it will convert the taken live video into frames
to cut down the extra processing then it will detect all the
faces that the Haar Cascade algorithm is able to detect the
images in the frame. Then all those detected images of faces
are coveted into the resolution of 150x150 to save time of
processing an extra number of pixels by compressing the
image. At last all images are converted into grayscale
images. Grayscale images of 4 person is shown in Figure 8.
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A ,
Fig. 8 Detected faces in grayscale format

Confidence level is an important factor in deciding
whether the taken image is similar to the image that was in
the dataset. Confidence level determines in percentage out
of 100% on how much the image taken during live video
capture is similar to the image that was saved in the dataset.
If the Confidence level is 0 percentage it means the pesson
detected is not the dataset and we detected a completely new
face. Here, Haar cascade detected 4 person faces and LBPH
face recognition algorithm identifies the individual in Figure
9 as Pratap because it has a confidence level of 81.45%. In
Figure 8, we can see that in figure (c) has a confidence level
of 81.45% with folder ID: 0 means all detected faces with
their names and this directory has the image of the Pratap
face in all possible scenarios to train the algorithm much
better.. Similarly photo (d) from Figure 8 has a low
confidence level of 4.8% ,it has so much low confidence
level because some of the facial recognition features
recognized by LBPH for different images are similar to it
but it was so low that the confidence level is not even 10%.
Here some features of some faces will match the other
person's face. That is why we use confidence level to
determine how much possibility that it has the same person
that was in the dataset . Same thing applies to the images
from (a-b) that their confidence will be low cause their the
should value is low as compared to that of the trained
dataset.

When the face was detected in the frame from live
video capture and also recognized then the person is tagged
with the confidence level and its name that was entered by
and used during dataset creation and it was shown in Figure
9. Out of the 4 person face faces we used in our data set only
one is recognized because the other 3 were not the trained
and labeled dataset. Figure 10 (a) and (b) are other examples
of facial recognition in an image . In this case, the algorithm
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identifies Ankul with a high confidence level of 89%. Figure
11 represents the accuracy of the trained dataset that we
created with appreciation to the application applied in real
time. The training accuracy will increase with the increased
number of dataset where each person has a large number of
images from different perspectives to increase algorithm
training and increase the confidence level of detected face.

Fig. 10. (a) Face detection. (b) Tagged person with the
confidence level of 89%.
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Fig. 11: Trained dataset vs validation accuracy
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