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Abstract:- The increase in the use of IoT (Internet Of 

Things) gadgets in several sectors such as smart homes, 

agriculture, cities, and health has resulted in a growth 

in security challenges, notably authentication. 

Authentication is a security mechanism that creates the 

difference between legitimate and illegitimate users, 

and it also encompasses the identification and 

verification of the users. Device authentication is a 

challenge in IoT setting since IoT devices are resource 

constraint in their make and often uses passwords set 

by the manufacturer. Normally end users of the IoT 

devices do not change the passwords which make the 

smart environment prone to hackers. This study is 

aimed at using machine learning algorithms to detect 

and verify IoT devices in a smart home network. Only 

legitimate users are to have access to use the network 

resources. The results show that the approach has a 

96% accuracy of classifying devices based on 

supervised machine learning algorithms and an 

illegitimate device can be blocked.   
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I. INTRODUCTION 

 

IoT is the linking of physical objects that have sensors 

implanted in them. Actuators, programs and other 

technologies can also be embedded with the aim of connecting 

and communicating with other devices over the Internet. [1]. 

IoT has been applied in smart homes, smart cities, healthcare 

systems and agriculture to limit human interaction. The goal 

behind the IoT is to enable devices to report automatically in 

real time, improve efficiency and present important 

information to the surface faster than systems that rely on 

manual intervention. 
 

With this huge development in IoT, there are security 

concerns, related with it, which can influence severely the IoT 

structures. Lack of proper security makes it simpler for 

attackers to access the network and can bargain 

trustworthiness, privacy, nonrepudiation and accessibility of 

both devices and information [2] and as a result in some cases 

it might cause disasters [3].  

 

Quite a number of devices are being linked to each other, 

this leads to the issue of authentication. As the devices need to 
communicate with each other, it is important for the devices to 

prove that they are what they say they are. The devices need 

to trust that the other device that wants to communicate is a 
legitimate device, and if there happen to be an illegitimate 

device, communication must not be granted. IoT has numerous 

limitless devices, which are heterogeneous in their make, and 

contrast in sizes,  storage capacity, computational power and 

lifespan of battery [2]. 

 

Different authentication methods have been proposed in 

literature which include but not limited to identity- based, 

context-based, token- based, one- way and two- way 

authentication. To guard against commands from 

unauthorized users, reliable IoT authentication methods are 

required so that connected IoT devices can be trusted.  
 

This paper proposes to use machine learning algorithms 

to identify and verify IoT device in a smart home setting. 

Previous researches have been done that classified devices, but 

this work goes further to allow only legitimate users to access 

the resources. Device network packets captured, helps 

determine whether a device is legitimate or illegitimate. 

 

The paper continues as follows; related work is covered 

in section II. Section III discusses the methodology used in 

identifying and verifying devices in a smart home 
environment. Section IV gives results and discussion of the 

work, section V concludes the paper.  

 

II. RELATED WORK 

 

The growing of the IoT is unquestionable. According to 

the researches done device authentication is well thought out 

as a common security challenge in the IoT environment, 

therefore, effective authentication techniques must be applied 

to establish reliable communication[4], [5]. This section 

presents some device authentication techniques proposed for 

the IoT environment, showing the technical method used. 
 

In[4], a context-aware technique for mobile users in 

smart home setting was proposed. To access services in a 

smart home, an authentication model for mobile users was 

designed. Traditional credentials and context-aware 

information are used in the model. The user's profile, location, 

calendar, and access habits and logs were all used as context 

sources. The objective of their work was to improve static 

authentication techniques by reducing the verification process 

whenever users request to access the service they need.  
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In [5], a proximity-based technique for IoT device 

authentication, called Move2Auth was proposed. While the 
IoT device delivers packets over and over, the user must hold 

the smart phone in front of the IoT device and do one of two 

hand gestures that the smart phone chooses at random. The two 

gestures; moving smart phone in the direction of the IoT 

device and away from the IoT device, as well as turning the 

phone, allowing the device to be detected and authenticated. It 

incorporates device authentication and key generation for 

verification. The technique cannot be applied on devices that 

are further apart.  

 

Based on application usage patterns, a behavior profiling 

model was proposed to authenticate users in IoT networks [6]. 
The researchers suggested the use of behavioral authentication 

because many authentication methods have some weaknesses 

and there are complications when implementing them for 

authentication that is continuous and implicit.  

 

Researchers in [7] proposed the use of hardware 

serialization to authenticate IoT devices. The technique 

included the pre-registration and authentication steps. Every 

IoT device, according to the researchers, has a device 

identification chip. The goal of this chip is to offer an 

unclonable device identification for authentication.  
 

According to [8], gadgets may be recognized just using 

machine learning technologies. To collect message packets 

from IoT devices in specific IP address ranges, a low-level 

scanner called NMAP (network mapper) was employed. The 

packets are collected by the AP (access point) and transferred 

to the server for processing. To classify IoT devices, the server 

use a pre-trained model. Researchers in [8] proposed using 

Artificial Intelligence (AI)/machine learning to solve 

authentication and permission problems in end devices. The 

suggested approach is built on a fog computing paradigm 

within the context of a smart home, but it does not rely on end 
device computational capacity, storage, or power. 

 

Researchers in [9] presented a method for detecting 

devices that are categorized as white-listed devices and 

specific device instances connecting to a network 

automatically. They also created a security system model that 

permits the implementation of rules to limit IoT device 

communications based on device privileges. 

 

At the physical layer, researchers in [10] implemented an 

authentication technique based on ECC (elliptic curve 
cryptography) between an IoT device's RFID (radio frequency 

and identification) tag and reader, and a server. The model that 

was used was set into four phases which are; pre-preparation, 

setup phase where the server computes an elliptic curve 

equation in excess of binary field, Polynomial Addition of 

Elliptic Curve point phase and authentication phase. When 

compared to other open key cryptography systems such as 

RSA, the use of ECC makes the convention more useful, 

secure, and requires less resources and calculations. 

 

A ticket-based authentication mechanism was developed 
in [11] between a low-powered sensor node and a mobile 

device that belonged to distinct networks. Although the two 

directing networks have a trust agreement, the client nodes, 

such as sensor nodes and mobile nodes, do not have. The nodes 
and their respective authentication servers have pre- shared 

private keys. The authentication servers both authenticate the 

nodes. Both nodes are certain that they are talking with their 

legitimate counterparts because both authentication servers are 

involved during authentication. The authenticating objects 

affirm that they share the same session key based on their 

common trust[12]. 

 

In [13], the authors proposed a common and lightweight 

physical layer authentication system for the Internet of Things 

devices in smart cities. The tags were used for verification 

purposes. The tag embedding method goal is to insert a 
legitimate IoT device's authentication tag signal. The tag 

verification method determines whether or not the signal 

received at the receiver is from a genuine IoT device[13].  

 

Researchers in [14] proposed a mutual authentication 

mechanism utilizing Elliptic Curve Cryptography (ECC) 

between server the and the IoT device using RFID tags. 

Elliptical curve on binary field is calculated and polynomial 

addition of elliptical points is done on binary field. The pseudo 

random number generator retains an internal state which 

comprise of a key and seed. The tag and server must exchange 
messages during the authentication step. The server produces 

the random number, and the tag chooses it. 

  

To successfully authenticate users accurately and at the 

same time reducing the use of much resources, [15] proposed 

an authentication technique for IoT systems  that is light-

weight called Li-GAT (Lightweight Gait Authentication 

Technique) that make use of various information collected 

from smart devices. Small IoT devices use Li-GAT to preserve 

energy and compute power, which are both important parts of 

the IoT ecosystem. This method required users to keep their 

devices in their hands for authentication to take place. 
 

The study by S. Jung and S. Jung [16] proposed the push 

Open Authorization (OAuth) that changes the OAuth protocol 

and issues the OAuth token when the OAuth authorization 

server registers to the OAuth client first. According to the 

researchers, using a personal OAuth authorization server to 

authenticate is more reliable than using a third-party 

authorization server since users may limit access to the data 

created by IoT devices directly. Users may directly authorize 

the OAuth client that can access the information on their IoT 

devices[16]. 
 

Researchers in [17] proposed an authentication scheme 

that relied on PUF to reduce the risk of authentication key 

exposure and the capacity of authentication server. The 

suggested method only stores and updates a CRP when it 

comes into touch with the device that needs to be authorized. 

By encrypting authentication messages with secret key 

generated by the CRP, it also provides for more secure device 

authentication. 

 

A  multi-key based mutual authentication technique is 
proposed in[18].Secure vault; that is a collection of keys with 

equal size is a common secret key between the IoT server and 
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the IoT device. The secure vault's initial contents are 

exchanged between the server and the IoT device, and the 
secure vault's information must be update after every 

successful communication.  

 

Researchers describe a PUF- based Authentication 

Scheme (PAS) with session keying, which allow smart devices 

and the IoT gateway to communicate securely. On the grounds 

of a CRP, a registration and authentication technique was 

given, as well as session keying. Authentication requests are 

delivered by the PAS using the device's footprint. The gateway 

issues a challenge to the PUF-based device seeking 

authentication and generation of a session key for further 

communication. A secure command execution protocol was 
also given for executing commands and requested parameter 

choices initiated by requesting devices in the Internet of 

Things, such as cell phones and wearable devices[19]. 

 

III. METHODOLOGY 

 

The main objective is to identify and verify an IoT device 

in a network. Real IoT devices like smart bulbs, smart sensors 

and smartphones that control the devices are connected to a 

raspberry Pi to form a network as shown in fig. 1.  

 

 
Fig. 1 Devices connected to a raspberry Pi 

 

The smart bulbs, and smartphone are currently connected 

to the raspberry Pi. The Pi is acting as a wireless access point 

for the IoT devices. Fig. 2 shows the mac addresses of the 

devices currently connected.  
 

 
Fig. 2 Mac addresses of connected devices 

 

Network packets of real IoT devices are captured using 

packet sniffer software. The network packet is the flow 

between the transmitter IP, receiver IP, transmitter port and 

receiver port. Each flow of data is used to extract features that 

are used to train the model. The approach is based on 

supervised learning where labels are used. Feature selection is 

done in order to identify the devices.  The protocols used were 

TLS, UDP, TCP, ARP, etc. the communication flow from each 

device are captured based on sender IP, receiver IP, sender port 

and receiver port. 
 

Data cleaning is done to remove unwanted features or to 

get rid of that which is not important to the device 

classification.  

 

A dataset is created where the rows represent traffic flow 

and the columns represent feature vector. If a new device is 

added, training is done again to add new features to the model.  

 

IV. RESULTS AND DISCUSSION 

 

Logistic Regression ()LR, Linear Discriminant Analysis 
(LDA), Decision Tree Classifier (DTC), Random Forest 

Classifier (RF) and Gaussian NB were the algorithms that 

were used in training the model. Decision Tree classifier had 

a score of approximately 96.32%, which made it an algorithm 

that classifies the IoT devices with minimum errors. Gaussian 

NB had a percentage of 74.38%, which made the algorithm 

less accurate as compared to other algorithms.  

 

 
Fig. 3 Comparison of machine learning algorithms 

 

Confusion matrices are performance indicators used 

when working with classification problems. They give 

remarkable summary on how well a model is performing. A 2 

× 2 confusion matrix per binary classifier is used. 

 

 
Fig. 4 Confusion matrix 
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Confusion matrix shows the accuracy of the model. 

Accuracy is given as follows: 
 

Accuracy = (TP + TN) / (TP + FP + TN + FN) 

   = (316 + 150) / (150 + 5+ 316 + 12) 

   = 0.964….. 

   = 0.96     (1) 

 

Where; TP is True Positive, TN is True Negative, FN is 

False Negative and FP is False Positive. 

 

From the confusion matrix, precision, which is the 

estimate of how many predictions are correct, is also 

calculated.  
 

Precision = TP / (TP + FP) 

  = 316 / (150 + 5) 

  =1.58     (2) 

 

Legitimate devices are granted access to the network 

resources. From the diagram given below, the mac address 

highlighted shows a device that was given access to the 

network. 

. 

 
Fig. 5 Access granted to a legitimate device 

 

Illegitimate devices are blocked from accessing the 

network. From the diagram given below, the mac address 

highlighted shows a device that is blocked from the network. 

 

 
Fig. 6 Device blocked from accessing resources 

 

V. CONCLUSIONS 

 
This paper presented a method of identifying legitimate 

devices in a local smart home network. Features are extracted 

from network traffic flow. Logistic Regression, Linear 

Discriminant Analysis, Decision Tree Classifier, Random 

Forest Classifier and Gaussian NB were used. Decision tree 

classifier shows the highest accuracy of 96%. Devices can be 

blocked from accessing resources using device features. 
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