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Abstract:-

Objectives: Cloud computing is that the delivery of
computing  services—including  servers,  storage,
databases, networking, software, analytics, and
intelligence—over the web (“the cloud”) to supply quicker
innovation, versatile resources, and economies of scale.
The National Institute of Standards and Technology’s
(NIST) definition of cloud computing identifies 5 essential
characteristics, 3 service models, and 4 readying models.
Cloud-based education may be a style of distance learning
that uses cloud computing technologies to deliver or
facilitate academic services. It includes on-line courses,
large Open on-line Courses (MOOCs), and flipped
schoolrooms. Cloud computing adoption is that the
method by that a personal or organization acquires the
employment of a cloud computing service. Cloud
pedagogy may be a style of teaching and learning that's
expedited by cloud computing technologies.

I INTRODUCTION

A number of the foremost vital ones. The benefits of
cloud have been recognized by several universities. The
university of Golden State, teaching system, etc. have
adopted cloud services. Alternative and several other
universities may be created obtainable via cloud. The
countries that are underdeveloped will raise their level and
quality of education and attainment rate. They will come with
cloud for technical education whereas it might be big-ticket
while not cloud. They will break all the limit with cloud. Most
of the upper learning are dynamically shift to cloud
computing to chop down the price and exploring the most
recent technology. Cloud computing will facilitate educators
manage their information additional expeditiously and save
time on body tasks. It can even give students with additional
opportunities to collaborate and learn from one another.
There are several advantages of victimization cloud
computing in education. During this article, we are going to
explore a number of the foremost vital ones. Infrastructure as
a service (laaS) and code as a service (SaaS) are the extremely
helpful cloud services for the education system. The paper is
split into: Section two Consisting of the outline and
advantages of cloud computing and also the education
supported its technology. Section three consists of adoption
of cloud computing in education system Section four, Section
five, Section six discusses multiple issues regarding cloud
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adoption in education institutes and also the steps to beat the
barriers and at last closing the remarks.

1. CLOUD COMPUTING - THE THOUGHT

The authors of a document as explicit that “Literature on
cloud computing suffers from hoopla and divergent
definitions and viewpoints”. Completely different that means
of this term are aforementioned by multiple writers. Some
even say that cloud computing is simply another name for
service. Whereas in one among the definition in twenty-two
definitions by McKinsey and co is “new term for the long-
held dream of computing as a utility” Cloud computing not
solely characterizes adjustment in however IT assets are well-
kept additional proficiently however additionally changes the
manner business work since “Nothing in its permanent and
also the evolution of technology and economic factors will
speedily alter the mechanical phenomenon of the trade. The
definition of cloud computing provided by NIST is “A model
for sanctioning ubiquitous, convenient, on demand network
access to a shared pool of configurable computing resources
that may be speedily conditional and discharged with the least
management effort or service supplier interaction. NIST has
in addition advises the 5 qualities of CC model: (1) on-
demand self-service: wherever the client association will
afterward self-arrange abilities of computing as needed while
not human cooperation with the Cloud Service supplier
(CSP); (2) access to a broad network: wherever the
computing capacities area unit made out there over the whole
network by heterogeneous customer platforms; (3) pooling of
resources. wherever the virtual and physical computing
resources of the CSP (i.e., network information measure,
storage, memory and processing) are pooled and utilized by
multi-tenants, to whom solely the data centre location is
thought, with no plan regarding the location of the VM being
employed within the cloud; (4) speedy elasticity: wherever
process talents may be scaled in and out naturally at no matter
purpose required; and (5) consistent service: wherever the
cloud frameworks typically management, monitor, report and
optimize the resource usage, subsequently creating CSPs
clear to customers From a service provider’s point of view,
public cloud, with the multiple occupancy hardware services,
provides the most efficient utilization of the outlay. Because
of the shared services (hardware as well as software), multiple
occupancies and restricted control permitted to be practiced
by the subscribing organization, this execution is more
vulnerable to issues in comparison to private cloud Since the
Hybrid Cloud could be a combination of personal and public
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clouds, it's the foremost appropriate arrangement needed. So,
on account of e-Learning coaching, the final applications and
data, for instance, data connected to modules or courses is
unbroken during a public cloud while the applications and
data of scholars will be kept within the personal one.
Ordinarily, bound applications that require meticulous
management and examination area unit run domestically and
alternative applications area unit unbroken running on a
public cloud. A hybrid arrangement offers the adaptability
once further process resources area unit needed for brief
periods speedily, for instance, at the time of exams, the public
cloud will carry the burden for extra computing or capability.
This wasn’t doable rapidly in camera cloud due to the
acquisition timescales

+ Benefits
The surge in cloud computing is largely due to various
outstanding advantages:

A. Economic

He primary economic profit is that it acts just like the
subscription model used by the cloud suppliers25,26. The
development of a brand-new association is beyond any doubt
facilitated by the adoption of cloud, considering that by
adopting the cloud AN association may spare the maximum
amount as 3 months of your time and cash typically spent on
power, floor area, IT operations and time that would then be
ready to be used in increasing the business value27. Financial
advantage will likewise be earned using small utilization of
energy; those businesses making a whole move to the cloud
eventually become the end shoppers of AN expansive pool of
resources and in this manner, don’t consume their specific
energy in running their hardware28. Analysis conducted by
Forbes highlights that by the year 2020, giant yank
organizations will “realize energy savings of $12.3 billion per
annum” and small-scale to medium-scale calculable
organizations would possibly diminish their utilization of
energy by “90%” by adopting the cloud29. The best
alternative characterizing impact for organizations is that the
economic benefit. Out of the 800 IT consultants overviewed
during a report, “half” would embrace the cloud just for
reduction in costs30 and “35%” contemplate it to be an
approach to accelerate their time to market

B. Scalability

The flexibility to scale resources, such as hard disc
space, up or down when a customer needs more or less is
another major benefit of the cloud, increased workload. The
resource's adaptability is an important benefit, but leads to
clients' deception assuming there are endless resources when
there aren't. Actually, the data centre’s limit will be in charge.

C. Service Availability

The accessibility to cloud services is that the most
crucial factor among a range of different issues; continuous
availability, in spite of whether the reason behind period be
issues associated with infrastructure or attacks on security, is
critical to associations, significantly to those that area unit in
the money sector needing coverage in the least times. The
possibility of outages could be a recognized issue; the
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apparent recognition is that by cloud adoption, the ‘single
purpose of failure’ is drained, little question the supplier
disseminates crosswise over various information centre’s
even then there will be a standard software system framework
therefore the provider itself is same to be a ‘single purpose of
failure’ aboard the probability that shall stop to exist. A
supplier with possibility arrangements of resource pooling is
fundamental; the most declare guaranteeing all time
availableness is to  adopt  various  suppliers.

D. Security

Intel investigation came to search out that among the
800 IT consultants assessed, “65%” explicit they'd endured a
lot of security attacks than once utilizing AN infrastructure
on-premise. This investigation to boot options the major
worries for organizations whereas considering the adoption
of public cloud. It apparently seems that there is an
understandable absence of certainty with regard to provider’s
safety efforts. Information protection is viewed because the
biggest hindrance for organizations. 2 different principal
problems that deter organizations to adopt are; however, the
sensitive information is exposed to the cloud suppliers and the
way a few suppliers square measure “not willing to allow
auditing of their network or physical security measures”. The
absence of transparency and security affirmations leads to a
basic issue of mistrust. It’s evident that for organizations to
exploit the numerous benefits cloud adoption offers, they
should have the capability to divulge heart's contents to their
cloud provider, WHO should kind a persuading standing
consequently.

E. Flexibility

Cloud computing offers more flexibility (commonly
referred to as elasticity) than the prior computing solutions in
matching IT assets to business capacities. By enabling access
to company data and applications from a wider range of
services and places, it can also increase workforce flexibility.

F. Sustainability

Because of wasteful resource utilization or poor style,
the energy potency of most of the info centres is reduced
and is presently appreciated to be naturally and monetarily
unsustainable. Cloud service suppliers will expend
much less on energy and completely different resources as
compared to the customary knowledge centre operators, by
utilizing cost-saving methods and their ability to administer
computing resources all the additional proficiently38.
Taking all the preceding factors into consideration, for the
upper learning establishments, the services
offered by cloud computing is also applicable and will
incorporate hosting the cloud, storage of knowledge, software
services and infrastructure. HLIs could utilize virtual services
expedited by a cloud, e.g., calendars, file storage, making
websites, email, contact list, and sharing of archives benefits
of cloud computing adoption in the setting of HLIs
incorporate higher access to content and infrastructure (24*7
access), for services pay as you go, insignificant price on
upgrades and maintenance, internal resource releasing up,
flexibility and increased reliability.
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111. CLOUD BASED EDUCATION

The seriously aggressive pressure things featured within
the system of education, combined with the craving to be the
top-notch institution read the leading-edge universities
frequently sourcing approaches to finish up plainly more self-
proficient whereas maintaining with the deliverance of the
simplest learning follow. The key drivers during this change
square measure the govt. modifications within the
appropriation of finance and assets. Since there's Associate in
Nursing ascent in educational value expenses, universities as
hostile accepting Distance learning (DL), often known as e-
learning, has become a crucial component of the educational
process, especially for those whose work, health, disability,
or geography make it difficult for them to attend traditional
classes. To take them to a typical classroom. Notwithstanding
In order to address these concerns, distant learning also
provides Flexibility in scheduling, location, and time. An
online course framework supported by a cloud would provide
new learning environments where tests and lectures are held.
Utilising the concept of virtualization over a cloud system.
Students can gain access to information via cloud-based
solutions that are accessible at any time, regardless of
location, using any web-enabled device Many new colleges
and schools have just opened. A few services from the cloud
are as of currently being adopted within the academic
sector48, the foremost pervasive one being the SaaS item
‘Microsoft live@edu’ giving students access to email,
Skydive and workplace package based mostly on their
browsers. It provides access from anyplace to the most recent
Microsoft things while not buying3,49. Of late, this service
has been changed to Microsoft workplace 365 and currently
incorporates PowerPoint, Access, Word, Excel, Outlook,
Publisher and OneNote.

V. ADOPTION IN EDUCATION INSTITUTIONS

With the steady enlargement in cloud computing
adoption, the educational sector has not been left untouched.
The institutes of education have in addition joined the drive
to embrace the technology of cloud into their operations. The
utilization and adoption of services offered by the cloud area
unit spreading all around, the tutorial sector being no
exception, despite the very fact that the speed and scale differ
with space and also the financial condition of areas. Large
firms like Microsoft have started activities to give free cloud
services to universities. Services that area unit incorporated
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area unit document storage, email, formation and sharing of
reports and also the capability to make sites66. In a typical
institute of upper learning, distinguished lecturers, students,
developers, body workers, researchers and analysts among
others area unit the basic purchasers of IT assets. Generally,
HLIs own associate in-house IT administrations workplace
wherever all their ICTs area unit overseen. It has been
incontestable that these administrations may be migrated to
the cloud wherever the online may be utilized to avail them.

The cloud apps have been embraced in HEIs in many
different ways and are used for a variety of tasks there. Some
are used explicitly in the process of imparting knowledge, and
others are used for various exercises that support the teaching
process.

According to a research, respondents indicated that they
utilize cloud services for a variety of tasks that support their
teaching, including publishing lecture notes, posting
assignments, providing continuous evaluation marks, and
using gatherings to facilitate discussion with students. Other
applications include publishing articles in journals, sharing
data, conducting research, or setting up meetings with
students.

A. Levels of Technology Adoption

Similar to the other development of technology, cloud
computing experiences a series of stages for development.
The cloud computing development level over its slow amount
in associations are often processed by the diffusion of the
innovation curve. The innovation curve’s diffusion has 5
phases to be specific i) innovators, ii) early adopters, iii) early
majority, iv) late majority and v) laggards. This area unit
outlined as: * Innovators: associations or people WHO area
unit occupied with the technology and hold rising disposition
towards the novel innovation * Early adopters: associations or
people with enthusiasm for the novel innovation and may take
risks in adopting identical ¢ Early majority: larger a part of
organizations and people WHO area unit realists and think
about the procedural model for the novel innovation * Late
majority: associations or people WHO area unit just about
distrustful towards the novel innovation and have negative
demeanour towards it « Laggards: associations or people with
outrageous states of mind towards the novel innovation and
frequently don’t contemplate adopting it because the normal
it's necessary to listen to the various adoption levels for cloud
computing with regard to HEIs.
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Posting lecture notes
M discussions with students
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The degree of adoption dissent notably in regard to
developing nations wherever cloud computing is new as
compared to developed nations. Comprehension of the
development level could likewise bolster prime
administration and IT managers to settle on correct cloud
computing services within the higher academic
establishments. IT Managers could comprehend the
advancement stages during which the novel innovation shall
crop up and inure the modification consequently.

B. Current trend of Cloud computing adoption

Authors analysed the part of 3 factors within the correct
implementation of Cloud Computing. By using
Partial method of least squares examination, they expounded
that two components (experience and age) play a very
important role in a man’s aim to use cloud computing. Junior
faculties have cladded to be early adopters of the technology
of cloud computing. Consultants utilized the Technology
Acceptance Model to investigate whether students of junior
college would adopt the technology of cloud computing.
Their investigation came to the conclusion that students
would most likely opt for the technology of cloud computing
if it's not tough to use and doesn't need elaborate coaching
procedure He investment in cloud technology is anticipated
to develop in advanced education this year; eighty-one % of
IT pioneers or consultants aforesaid their institutions would
be expanding finance on cloud computing in 2017. 60%
are of the read that square measure they're incorporating
cloud technology in their IT techniques. In any case, it'll take
a couple of a lot of years before the bulk of applications in
universities square measure in operation within the cloud. As
of now, 39 percent of applications square measure cloud-
based; by 2021, it could be a lot of like sixty-two shares
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Fig 1:- Levels of technology Adoption
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V. CHALLENGES/ISSUES FACED BY CLOUD
COMPUTING ADOPTION IN HLIS

There many issues/Challenges are faced in Adoption
some of them are listed below:

»  Poor Network Infrastructure

The absence of adequate network infrastructure has
dependably been an interesting impediment to the utilization
of ICTs in developing countries. Network infrastructure
alludes to each single technological device, technique and
access model that's used to encourage the effective
administration and exchange of data. The SADC region, for
the foremost half, consists of developing countries; these
nations are still undergoing development in several sectors of
their economies. There is an especially unnatural framework
for telecommunications in most of the developing nations and
prices are exceptionally huge. The restricted accessible
framework is for the foremost half found in bigger urban
territories, during this method dismissing and denying no
matter remains of the people in alternative, more rustic
ranges.

»  High Cost of ICT

Again, a problem in underdeveloped countries is the
high cost of installing and maintaining ICT infrastructure and
apparatus92. For the majority of the population in
underdeveloped countries, PCs, portable PCs, cell phones,
and some ICT hardware are pricey and out of reach. The
population that can buy ICT hardware is reduced as a result.
As a result of the high costs, many potential customers are
discouraged from using the internet.
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»  Lack of Cloud Awareness

Majority of the folks within the region of SADC don’t
know about the presence of cloud application and cloud
computing. This can be basically attributable to the higher
rate of lack of education in developing nations. A poor e-
readiness score is ascertained for many countries in
geographic area aside from South Africa and its
neighbors93,94,95. This can be confirmed by a general
absence of community awareness relating to the potential
blessings and skills of the cloud. Such a high scale of content
could be a collaborating component within the low rate of
cloud computing adoption in the region.

»  Unreliable internet

One of the principal challenges preventing the
widespread cloud adoption in Southern continent is that the
internet responsiveness. For services of the cloud to be
effective, it's a precondition that the net ought to be
dependable because the cloud concerns fast and reliable
internet96,97. In any case, as indicated by the researcherl15,
the adoption of cloud in Southern continent is still low on the
grounds because the space doesn't have quick and dependable
quick access to the net. Researchers 15,57 state that the
absence of dependable internet access has light-emitting
diode to most developing countries not grasp the cloud. They
dropped at lightweight a great deal of components together
with the region’s poor infrastructure, absence of knowledge
in addition to a negative angle, poverty, deficiency of
resources, absence of IT ability among the academics, lack of
ICT assets with relevancy students, unresponsive to change,
poor network property, ignorance, shattering economy and
absence of resolution from the leaders of establishments

+»+ Factors affecting Adoption of Cloud Computing in HLIs

Most of the universities refer to savings of price as their
essential reason for the adoption of cloud. A rise in flexibility,
versatility and speed area unit the subsequent most well-
known causes behind the migration of operations to the cloud,
each referred to by regarding forty to fifty % of respondents.
Actually, seven out of each ten (71 percent) discovered that
they had ascertained cuts in prices of the appliance upon
migration to the cloud-based computing. Totally different
bonuses embrace increased service to the shopper, as said by
77 % of advanced education respondents and an increase in
productivity, mentioned by 76 %. The most widely
recognized concern was known as security and privacy,
determined by fifty-five % of respondents82. Various factors
that influence cloud computing adoption in Hlis are
mentioned below:

A. Performance

A new technology is usually embraced by individuals
presumptuous that it's going to facilitate them to realize their
tasks quickly and enhance the character of their output.
Performance expectation is one in every of the principal
components that impact a person’s choice to embrace a
brand-new technology. With a poor network infrastructure
and low levels of information measure in many nations within
the region of SADC, cloud purchasers square measure very
susceptible to encounter poor performances whereas
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accessing applications of the cloud. Poor cloud execution is
typically determined once the network association between
the consumer and also the cloud server is poor. Researchers
perceive performance as being each a chance and a risk for
the adoption of cloud.

B. Ease of Life

The simplicity of use is important when evaluating
cloud computing technologies, according to an investigation.
This is because when a user uses an application, Experience
is crucial in assessing that's success application. Easy-to-use
or effort expectation has been shown in previous study on the
adoption of cloud computing as one of the main factors taken
into account when choosing the decision to use cloud
applications

C. Integration with other Services

For different uses round the field, HEIs ought to
embrace many alternative applications. A necessity of those
applications is to go together with one another. The absence
of communication between these applications represents an
enormous hurdle to cloud suppliers and adopters. An
investigation conducted by researchers noticed the main
thought touching cloud computing adoption in a corporation
of education as “Support and integration of establishment
services”. They stressed that this component assumed a
significant half once establishments required to settle on a
selection whether or to not adopt cloud computing.

D. Reliability

Despite the actual fact that suppliers of cloud services
guarantee 99.9% SLA to their purchasers, cloud customers
are thus far distressed concerning the responsiveness of cloud
services. Any association doing business would need to
remain far away from a circumstance wherever their
operations are ceased owing to a blackout of services offered
by the cloud. As indicated by authors, occasionally then
occasionally an outage is inevitable, and cloud purchasers
need to keep that in mind whereas deciding concerning clutch
solutions that are cloud-based. Reliable Ness exhibits itself as
a risk and is later taken because the main thought within the
adoption of cloud computing. It determines the kind of
application that's able to be settled to the cloud. When build
up a technique for cloud, some general standards are often
drawn for teaching as compared to the business cluster. A
robust and hard cloud system set up for institution in learning
education can require: creating a framework primarily based
upon the wants of the varied partners concerned — from
college to students, alumni to members of board; closing
altogether partners before schedule; associated putt up an
organization-wide cloud methodology that meets IT
challenges specific to campuses and advanced education.
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VI. RECOMMENDATIONS/OVERCOMING
BARRIERS TO CLOUD COMPUTING

As enunciated from the first and secondary assortment
of information, restrictive compliance problems, privacy,
responsibility of service supplier and confidentiality,
moreover as security of information, are found to be the
foremost obstacles within the cloud computing adoption.
Thus, the necessity is that the recommendation of associate
approach that's futurist moreover as proactive besides being
an on the spot and preventive resolution. Thus, many
measures are prompt in he projected study that helps to beat
the challenges to cloud computing.

++ Strategic guidelines for overcoming Privacy and Security
Concerns
The issues associated with privacy and security square
measure the 2 main challenges that arise in cloud computing
adoption. To overcome these problems, the below-mentioned
tips and techniques ought to be used for safe guarding
academic information.

A. Encryption

It has been found to be the foremost common technique
for guaranteeing the protection of cloud information. It's the
method during which data is remodelled or modified in such
a fashion that it cannot be appreciated by anyone while not
authorization. Thus, anyone UN agency doesn't possess the
watchword or code for decrypting the encrypted information
is unable to understand the information being transmitted
once this system is utilized. During this means, the
information the info the information is safeguarded by
guaranteeing its integrity moreover as genuineness by
preventing the confidential instructional data to be disclosed
improperly.

B. Digital Signature

Digital signatures can even be used for overcoming
privacy and security problems. A digital signature is
Associate in Nursing electronic signature that's used for
authenticating the users WHO access the cloud services.
During this technique, users got to offer their correct
access/login credentials so as to access the applications or
info they need. As a result, the integrity, responsiveness and
legitimacy of knowledge keep on the cloud square measure
ensured.

C. Direct Contact with Cloud Vendor

The more levels or steps there are between the seller and
the user, the greater the potential that the data will be
compromised. In order to avoid interference from a
middleman, the university should establish direct
communication with the cloud service provider. This will
guarantee that data only moves in one direction, from the
cloud service provider to the higher education institution.

D. Gradual Migration

Despite the price edges, potency and enlarged
gracefulness offered by the cloud, caution may be a should
whereas migrating to the cloud. It's counselled to migrate
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towards the cloud in an exceedingly gradual manner and
moving low-risk applications first. During this method, the
university will get awhile to investigate if the seller chosen or
the cloud project is worthy or not; if it's found to be worthy,
then solely remainder of the applications ought to be affected
in an exceedingly stepwise manner. Moreover, the
compatibility between the systems of the cloud service
supplier and therefore the university ought to be ensured to
beat the barriers of privacy and security issues. This may be
done by gradual migration since each the parties would have
determined their compatibility before the migration of
sensitive information to the cloud

E. Investigation of Cloud Vendors

Before selecting any cloud supplier, it's necessary to
thoroughly investigate their security mechanisms, type of
configuration and security measures for making certain the
security of knowledge on their cloud. Moreover, the small
print about the measures to be followed just in case a security
breach happens ought to be analysed, understood and
guaranteed to be harmonical with the standards arranged
down by CSA (Cloud Security Alliance) and authority
(National Institute of Standards and Technology). This shall
make certain that the protection level offered by the cloud
service supplier is apt and correct backups are in situ to thwart
the consequences of disasters like flood, fire, or earthquake
or different issues. Such associate degree investigation is,
therefore, obligatory for the cloud service adoption within the
instructional sector for making certain confidentiality
likewise as convenience because of the privacy level that is
needed for protective the results of researches or different
confidential knowledge privacy level that is needed for
protective the results of researches or different confidential
knowledge.

VILI. CONCLUSION

A wildcat study has been given during this paper which
was administered for higher understanding the cloud
computing shift and therefore the ever-changing significance
of its decisive factors. The present standing of cloud
pedagogy has additionally been studied for lightness the
challenges and determinative however the e-learning
surroundings is improved for higher learning establishments.
When the identification of the restrictions and challenges, this
study shows that majority of the issues is overcome for up the
Virtual Learning surroundings (VLE). Therefore, feasible
solutions like usage of laaS for overcoming resource
constraints and therefore the usage of SaaS for enhancing the
learning surroundings with the addition of valuable and
interactive tools is utilized to harness the services offered by
cloud vendors in academic establishments. However, this
study found a lack of analysis within the field of cloud
computing adoption in academic establishments. As a result,
it had been over that cross-country investigations ought to be
used for revealing a lot of data regarding the factors that have
an effect on cloud computing adoption in educational
establishments.
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