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Abstract:- From ancient time onwards encryption
techniques are used to alter plain text in to cryptic text, to
protect privacy of the message and also to ensure the
security of the message. Various algorithms are used for
encryption and its sole purpose is to ensure the privacy of
the message. The objective of this research article is to
decipher and compare the traditional encryption
technique Hill Cipher and modern encryption method,
the AES. Hill Cipher and AES are part of the symmetric
encryption meaning that encryption and decryption
process uses the same key and in both Hill Cipher and
AES Algorithms, there is only one key for encryption and
decryption. Encryption methods using symmetric key are
of two types block ciphers and stream ciphers with Hill
Cipher and AES Algorithms being examples of the block
cipher encryption. This paper encompasses the
comparison of the advanced encryption standard (AES)
along with Hill Cipher encryption.
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l. INTRODUCTION

The way of securing data so that only approved parties
can recognize the information is called as encryption. In
procedural terms, it is the procedure of altering human-
comprehensible plain text to cryptic text. The readable data
is taken and modified by encryption, so that it seems arbitrary
to unauthorised parties. Multiple encryption techniques are
existing which are mostly used in information security, which
can be further divided into Symmetric and Asymmetric keys.
Only one key is used in symmetric keys encryption or secret
key encryption to encode and decode data. Two keys are used
one private and one public keys[1] are used in asymmetric
keys, where public key is used for coding and private key is
used for decoding (e.g. RSA). Public key encoding is created
on mathematical functions and computationally intense.
Multiple examples of robust and feeble keys of cryptography
algorithms like AES and DES. One 64-bits key is used by
DES while multiple 128-bit, 192-bit or 256-bit keys with 256-
bit key being the most encrypted one[2] are used by AES.
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Fig 1.Encryption [3]

Although encoded message appears arbitrary, encoding overcome this disadvantage The National Institute of

ensues in a logical and foreseeable way, permitting a party
that obtains the encoded data and owns the right key to
decode the data, returning it back into normal readable text.
Highly complex keys are used by the extremely secure
encryption so that an outside party is mostly unlikely to
decode or break the coded text. Throughout history,
cryptographic codes and encoding methods have been used
by multiple civilization in some way or the other to avert un-
authorized parties from gaining access to the information
which in time have grown in superiority significantly along
the times and are used commonly till date.

1. METHODOLOGY
A. Advanced Encryption Standard (AES)
Data Encryption Standard (DES), one of the symmetric

key encodings is having key length of 56 bits and because of
the small key length, it is very easily to be hacked and to
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Standards and Technology (NIST) developed a novel
algorithm called Advanced Encryption Standard (AES) in
1977. The Advanced Encryption Standard (AES) encryption
algorithm being the most prevalent symmetric block cipher
algorithm has a certain format to encode and decode
confidential data which makes it really hard to crack using
three diverse key sizes - 128, 192 and 256 bit.

> Working of AES:

AES prefer bytes to perform operations rather than bits
so if the block length is 128 bits, then the cipher calculates
16byts (or 128 bits) at a time. Key length and number of
rounds as follows;

e 10 rounds — 128 bit key
e 12 rounds - 192 bit key
e 14 rounds — 256 bit key
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All the round-keys from the key are found out using the
key scheduling algorithm. In the corresponding round of the
encryption, different round keys will be used which is created
by the initial key. Every round has 4 steps that are,
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Fig 2. AES Encryption

Numerous transformations are defined by AES
encryption algorithm that are to be performed on information
stored in an array. The information handed over to the array
is the first step of the cipher, followed by multiple encryption
rounds which repeats the cipher transformations. The
substitution table is used in the initial transformation of the
AES encryption cipher for substitution of data. The data rows
are shifted in the second transformation followed by mixing
of columns in the third one. The final transformation is
performed on individual column using a different part of the
encryption key. More rounds are needed by Longer keys to
complete the iteration.

B. HILL Cipher

Hill Cipher is an example of block cipher using the form
of matrix in cryptography. Square matrix is used as a key for
encoding and decoding in this encryption method. In 1929,
Lester S. Hill created The Hill cipher with the intention of
creating a cipher (code) that should be unbreakable by using
frequency analysis methods. This encryption technique do
not alter every similar alphabet in the plain text with other

letter in the same cipher text because it employs matrix
multiplication for encoding and decoding. Hill Cipher is a
multi-alphabetic cipher that could be defined as a block
cipher as the data to be encrypted be partitioned into blocks
of a fixed limit. Individual alphabet in each block will affect
the next one in the encoding and decoding process, there for
the similar alphabets are not mapped into the similar
characters. Hill Cipher is one of the typical cryptographic
algorithms that is hard for cryptanalysts to crack and is only
accomplished by percieving the cryptic text. The drawback of
this technique is that it can be solved very easily if the
cryptanalysts have both plain text and cipher text. This
cryptanalysis method is known as plain text attack.

Encryption technique in the Hill Cipher is calculated by
the extent of the block and the key matrix size is same as the
size of the block. Before doing the calculation, first divide the
plain text to rows of blocks and the alphabet is initially
converted in to a number that A is given the value 0, B is
given thevalue 1, upto Y =24 and Z = 25.

Aisequalto 0 Bisequaltol

Cisequal to 2

Di

s equal to 3 E is equal to 4 Fisequal to 5

G isequal to 6 H is equal to 7 I is equal to 8

Jisequal to 9

K is equal to 10 L is equal to 11

M isequalto 12 | Nisequal to 13

O is equal to 14

P is equal to 15

Q is equal to 16 Ris equal to 17

S is equal to 18 T is equal to 19

U is equal to 20

V is equal to 21

W is equal to 22 X is equal to 23

Y is equal to 24 Z is equal to 25

Table 1 Hill Cipher

Mathematical formula of the Hill Cipher:
Cyp = Pl.Ke mod26.
Cyp = Cryptic text
Ke = Key
PI = Plain text

For this Example, plain text:
Pl = ATTACK
As per the procedure, plain text is changed to:
PI=019190210
A 2 x 2 matrix will be used as a key for plain text encryption
in Hill cipher.

K= [23

36
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The key matrix Ke is 2*2 so the simple text is split into
blocks, each block is having 2 alphabets.

As the the Pl is ATTACK, the first block of plain text P
becomes:

Pl1=| 109]

Now calculate the value using the equation.
That is,
Cyp=PI Ke mod26

Using the equation, do the calculations, after the

calculations will generate a result, as follows:
Pl = ATTACK

1984
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Cyp = FKMFIO

After that for decryption,
Cyp = kel Cyp mod26

So if we apply the equation and doing the calculation
according to the equation, we will get a result like,

Cyp=FKMFIO
PI=ATTACK
Factors AES Hill Cipher
Developed 1977 1929
Key size 128,192,256 Square matrix of
bits integers usually up to
O0ton-1
Algorithm Symmetric Symmetric
Inherent Brute force Plain text attack.
vulnerabilities attack
Encryption Faster Faster
Decryption Faster Faster
Security Excellent Medium
Ciphering and Same Same
Deciphering
algorithm
Scalability Not scalable Not scalable

Table 2 Comparison
1. CONCLUSION

This paper analyses the Hill Cipher and AES which uses
the encryption techniques of symmetric algorithm also having
two types, that are block ciphers and stream ciphers. Hill
Cipher and Advanced Encryption Standard (AES)
Algorithms are example of the block cipher method that
breaks or creates blocks for encryption and decryption for
obtaining cipher text. In AES, a 3-block cipher is used and
every cipher encodes and decodes data in 128 bit blocks using
128, 192 and 256 bit cryptographic keys respectively whereas
the data to be encoded is split into multiple blocks and
individual block is encoded in Hill Cipher.
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