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Abstract:- Personal identification numbers (PINs) are
frequently used to verify the identity of a user and for
other security purposes. It is possible to crack the
password via shoulder surfing or thermal monitoring
while using PIN-based password authentication. Hands-
free eye-blink PIN authentication. Instead, PIN input
techniques leave no tangible evidence of the user's
activity, making them a more secure alternative to
entering a password. PIN generation is known as eye
blinks-based authentication, in which the PIN is
generated by finding the eye blinks in successive picture
frames. This project presents a real-time application that
integrates eye blink-based PIN input, face recognition,
and OTP to avoid attacks by shoulder surfing and
thermal tracking (One Time Password).

Keywords:- PIN, Shoulder Surfing, Thermal Tracking,
Authorization.

Through the keyboard by physically entering through
the keyboard. And one of the attacks used to crack
passwords in public locations is the shoulder surfing
attack, which uses others standing next to the person
entering the password.

By avoiding two methods, we can reduce the
majority of password cracking attacks that occur today by
implementing three layers of password authentication for
logging into any application. Thisproject can be used as a
plugin for any application that is being developed, for
ATMs, or if we want websites to be securely entered.

I INTRODUCTION

PIN (personal identification number) or passwords
are the one of the most required components in the
nowadays world for any software application, websitesand
as well as machines which uses the software.

As the usage of the password is increased in almost
everyapplication or device, we use the protection to those
password is also necessary. Security for those password is
very important some of the applications or machines with
work on password authentication are like any applications
like google-pay, Instagram and machineslike ATM.... these
requires an authentication by user by entering the
password for performing operation. when user enters the
password directly through keyboard in public places or
place where the people are present beside you when you
entering password which leads to less security where they
can crack the password by main two ways, they are
shoulder surfing attack and thermal tracking attack.
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The thermal tracking and shoulder surfing are the
two major types of attacks which are happening for
password cracking. The One of the types of attacks used
in password cracking is the thermal attack.

The attackers may trace the heat prints on the
keyboard and crack the password quickly by using
thermal cameras when the user inputs the password For
every user to securely login to the system, the Three-Way
Authentication System provides three phases, which are
as follows: 1) Using the LBPH algorithm for face
recognition; 2) Entering passwords in a virtual keyboard
by blinking your eyes 3) Input the OTP received on your
mobile phone.

The paper consists of different sections in it the
basic go-through of it is given as first the paper starts
with the abstract main importance of the system followed
by the I. Introduction of the system followed by the II.
Literature Survey of existing System and drawbacks in it
followed by the Ill. System design which consists of
various diagrams which we followed for this system
followed by the next section 1V. Methodology and results
of the system we developed and the next section is V.
Conclusion and next section is VI. Future scope and the
last section VII. References.

1. LITERATURE SURVEY

There are multiple systems available for user
authentication, as well as various methods of Single way
authentication, and their descriptions of some similar
related systems and their short comings.

> A Paper entitled with “Eye-pass shapes Method” is
proposed and developed which is an two way
authentication mechanism where the wuser will
authenticate two way manner in Pass-Shape the user
must paint shapes that consists of strokes in a certain
order. This method increases the comprehensibility
but does not give the full quality of security this is the
major drawback in that system.

> Andreas, Florian, and Albrecht (2012) reported "a
unique gaze-based authentication technique" on all
images that uses a cued-recall graphical pass. Using a
computation of visual attention, this approach masks
image regions that are likely to be focused on. They
created a realistic danger model for assaults in public
places, such as tracking a user's behavior when taking
money from an ATM.
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» Another paper called Heat of the Moment:
Characterizing efficacy of Thermal camera -Based
Attacks In this paper we have demonstrated a thermal
camera-based attack against keypad code entry that is
easily scalable and, in many scenarios, quite effective:
even a minute after the keypad was pressed, we were
till able to recover over half of the entered codes is the
drawback of that system.

> A one more paper proposed with the title Drag- and-
Type a method which is developed for typing with
virtual keyboards on the small touch screens this on
small touch screens devices, a more secured password
entering in virtual keyboard in small scale devices the
drawback of this paper is it is suitable for small screen
system only and security is less against spyware
attacks.

» A paper Real-Time Eye Tracking using smart camera is
similar to proposed system for hands-off gaze-based
password entry this system is three steps for
authentication but this system has some drawbacks
some of them are the accuracy in detectingthe face is
only 60% and this system is implemented through the
smart camera which is little expensive forevery system
to have smart camera.

1. DESIGN

A. The Design of the System Plays Very Important Role
in any System which we Design Requires a Basic Plan
before we Start Developing that System the Below
Diagram is the Flowchart of the Proposed System
where this Diagram is the High-Level Diagram which
Shows the Flow of the Project in the Detailed
Manner.

Fig 1. High level flowchart diagram
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B. Use-Case Diagram:

The use case diagram is a system design diagram
that is prepared to describe the activities users will
undertake with the system and how the system will
interact with the user. Various interactions between the
system and the user are written at the end, and it should
meet the user's requirements.
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Fig 2. Use-Case Diagram

Figure 2 displays the use-case diagram of the system
we are constructing. It has several use-cases where the
user would interact with people inside the system, and
there is only one sort of user, who is the person who
wishes to connect to the system.

Iv. METHODOLOGY
The methodology component of any project plays a
critical role in the project. This area of the paper outlines
how thesystem was developed and the procedures that were
takenduring the development process.

Table 1. Major Steps Followed Through Methodology

NO. STEPS
1 Face Detection using LBPH Algorithm
2 Building Training Model
3 Eye-Blink detection
4 Authentication using OTP

The process followed during the system developed
aremainly four sections in it first is face-detection using
the LBPH algorithm followed by the building thetraining
model using the faces captured and next is creating a
virtual keyboard entering password through eye blinks
and last step is the authentication through OTP.
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A. Face Capturing Using Haarcascade Classifier:

The Face detection is the first step in the
authentication process where as soon as the user while
registering enter the details like name, password to set
and the mobile number along with that for the Face
detection he needs to give his face as input. The Face
detection mainly contains two parts in it Mainly the face
detection algorithm is implemented by machine learning
algorithms called as Haarcascade classifier and LBPH.

The Haarcascade classifier is the one of the object
detection algorithm used to identify the faces of the
persons using the input as image or video given by them.

B. Face Recognition Using LBPH:

Once the face detection is done by the previous step
now the LBPH algorithm will extract the features of the
face like jawline, eye like features is extracted and those
features were trained using the Train() with the dataset
given and results are stored in the trainer file .once the
training has done the user clicks on first step for
authentication the face will be detected.

Face Pre feature Database

acquisition processing extraction
| matching

enrollment
classifier

Not
NO | matching

Face Pre feature
acquisition processing extraction

Fig 3. Face recognition block diagram

C. Eye-Blink Password Using Virtual Keyboard:

This is the second step of the authentication process.
where it is a major component of the certification Oncethe
system detects the face of the If the user enters this stage,
the user will enter the password through the eye- blinks
as soon as the user as he enters this step, the cameraof the
system will turn on. Begin tracking the user's eyes with
the use of the LBPH algorithm, where it will take the
dark pixels of the user's eye in the face. Once the virtual
keyboard starts, there will be 9 digits in It goes from 0 to
9, where the cursor light is. | will be moving from one
digit tothe other digit for a In this span of time, each digit
cursor will be moving from the first digit to the last digit.
This step we have implemented using the OpenCV and
DLIB libraries for Eye-Blink detection.

D. Authentication Using OTP:

The OTP is the last third stage in the authentication
in the proposed system where the user will receive the
OTP to his registered mail-id which is provided while
registering here we used the random number OTP
generator using feature of python. Once the user receives
the password, he will enter the password through the
keyboard of system and he logs into the system
successfully.
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Thus, we successfully able to design the flow of the
steps followed in the methodology of the project by
completing each step in a very preside manner.

V. RESULTS

The process of methodology is followed each step
properly and developed a system with all the Three ways
of authentication being done here are the some of the
screenshot.

Login

Reset Logn

FaceRecognae EyeBank
Fig 4. Home Page of the System

The main page of the system we built is shown above.
Assoon as the user loads the website, the above screen
appears. If the user is already registered in, he can click
on the facial recognition button. If you are a new user,
you may register by clicking the Register button.

Registration
Name suhrutha
Cliend Id 1234

Pin

Email ID gsuhruthasuhu@gmai
. . Mobile No ] 8884082383
Fig 5. Registration Page

If a user is new to the system, he will navigate to the
registration page depicted in the picture above, click
register, input his email address and password, and
mobile number then click add images to provide sample
images for facial recognition. Those acquired data will
serve as the dataset for the model, and the system will be
trained using the captured photographs.
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Fig 6. Fist Layer of Authentication
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Once the system is given with the images and trained
the first layer of authentication face recognition is done
ponce registered user clicks on the Face Recognition
button.

Fig 7. Virtual Eye-Blinking Keyboard

The second step of authentication requires the user to
type apassword on a virtual keyboard by blinking when
the cursor reaches a digit.

VI. CONCLUSION

All three methods of authentication, face
recognition, eye- blinking password, and one-time
password, are implemented with high precision in face
recognition. and accurate results in eye-blinding using a
virtual keyboard and obtaining the OTP in the shortest
time possible to send an email using the DLIB and
OpenCV libraries.

FUTURE ENHANCEMENT

The enhancements that will be made in the near
future to the project include the fact that we have now
designed the system and implemented it in the web
application; in the future, we will be able to implement
this system on mobile devices as well; and additionally,
we will provide the option of obtaining an OTP for both
the email address and the registered mobile number.
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