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Abstract:- With every passing second social network 

community is growing rapidly, because of that, attackers 

have shown keen interest in these kinds of platforms and 

want to distribute mischievous contents on these 

platforms. With the focus on introducing new set of 

characteristics and features for counteractive measures, a 

great deal of studies has researched the possibility of 

lessening the malicious activities on social media networks. 

This research was to highlight features for identifying 

spammers on Instagram and additional features were 

presented to improve the performance of different 

machine learning algorithms. Performance of different 

machine learning algorithms namely, Multilayer 

Perceptron, Random Forest, K-Nearest Neighbor and 

Support Vector Machine were evaluated on machine 

learning tools named, RapidMiner and WEKA. The result 

from this research tells us that Random Forest 

outperformed all other selected machine learning 

algorithms on both selected machine learning tools. 

Overall, Random Forest provided best results on 

RapidMiner. These results are useful for the researchers 

who are keen to build machine learning models to find out 

the spamming activities on social network communities. 
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I. INTRODUCTION 

 

Online platform which is used by people to build social 

relationships or social networks with other people is known as 

social networking service (or also known as social media, or 

social media networking or SNS). These social networks or 

social relationships with other people are based on similar 

activities, real life connections or backgrounds, personal 
interests, career interests. These social networks are spread 

across numerous computer networks. These social networks 

are basically computer networks that links knowledge, 

organizations and most importantly people. Social life has 

been drastically changed by social networks in the recent past 

and web is change into social web where users and their 

networks are the points of online development, commerce, 

growth, and data sharing. Facebook is currently at the top of 

the chain with being the first social media platform that has 1 

billion registered accounts and over 2 billion active monthly 

users. To spread contents, not only ordinary people but also 
the politician’s, public figures, people of interest and 

celebrities use social media platforms. Instagram, the photo 

sharing app is ranked 6th with over 1 billion active monthly 

accounts. Linked Inn is the most famous social media 
professional network with over 300 million active monthly 

users. Key elements that is the base for the components being 

shared on these social media are its users (Ahmed & Abulaish, 

2012). 

 

Online social platforms have emerged as easily 

accessible, cheap, and effective social media, that facilitates 

worldwide users for information sharing and communication. 

Although the basic purpose of social networking sites is online 

communication and interaction, but the pattern of usage and 

specific goals are different on different services. In the recent 

years, social media platforms like Facebook, Instagram and 
Twitter have become worldwide sensation and one of the 

quickest emerging e-services, as stated by (Ellison, 2008). 

 

Users are usually recognized by a profile at these social 

media sites. It generally comprises of name and picture, 

birthday, possibly an address and other personal information. 

However, these social media sites do not strictly identify that 

the one creating the profile and using it, is actually the same 

person as stated in the profile. Someone else is using 

somebody else’s identity, if that is not the case, this is known 

as false identity. One can easily create profile with fabricated 
names and other information that is not associated with any 

person living in any part of the world. In these kinds of cases 

the identity is known as faked identity. Pictures in these kind 

of profile can still be of real persons that can be easily taken 

from the internet (Romanov et al., 2017).  

 

5% to 6% of the registered accounts on the Facebook are 

fake accounts, as stated by Facebook. It is clearly stated in the 

Terms and Conditions of Facebook that the users must not 

provide false information and their information must be kept 

up to date. False and wrong information puts in danger the 

supportability of Facebook’s business model. This clearly 
shows that for Facebook’s business model it is important that 

user data should be correct and accurate (Krombholz et al., 

2012).     

 

There are number of mischievous activities executed by 

the spam profiles, which consists of phishing, following great 

number of users with little followers, overflowing the social 

media platforms with fake profiles, random link connection, 

spreading malware and endanger existing valid accounts etc. 

In spite of the benefits got from the social relationships, user’s 

profile has turned out to be one of the focused resource by the 
spammer’s, who among user’s, influence the trust relationship 

to acquire more unfortunate victims (Hanif et al., 2018). 
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By using machine learning algorithms and graphs to 
detect spammers on the social networks, present studies have 

proposed a variety of methods to control spam profiles on the 

social networks. Consequently, it is very important to control 

the extension of spam profiles on the social networks as it has 

become an effective way of action for spammers. Studies have 

shown that, by using social engineering attacks, spammers can 

effectively compromised existing valid accounts (Egele et al., 

2017). 

 

II. LITERATURE REVIEW 

 

(Grier et al., 2010) utilized blacklist-based method to 
decrease spamming activities and to identify spammers on 

Twitter. Clickthrough data brought about by the URLs that 

were posted on Twitter, was analyzed by the researchers to 

identify these spamming activities. According to their 

findings, on Twitter, phishing assaults have been used 

successfully. All kinds of uninvited posts that makes an 

appearance trending topics, user’s wall, personal feeds, and 

comments are represented by word spam. 

 

(Chu et al., 2012) proposed Random Forest algorithm, to 

detect spam movement on Twitter, in the domain of supervised 
machine learning. The open structure and the popularity of 

Twitter have pulled in countless automated programs, that are 

known as bots. Genuine bots produce a lot of favorable tweets 

updating feeds and conveying news, on the other hand 

malicious contents or spam is spread by malicious bots. In 

distinguishing spammers on social networks, major role has 

been played by the use of machine learning methods. 

 

(Aggarwal et al., 2012) applied different features, which 

can recognize tweets with malicious URLs, to build a real-time 

detection system. Tweet, link, campaign, and account property 

features were combined by them to train Random Forest 
algorithm. URL based features along with the specific twitter 

features demonstrate to be a solid system to identify the 

phishing tweets. They used machine learning classification 

methods to detect and identify the legitimate and phishing 

tweets on Twitter. 

 

(Saini, 2014) stated that initially, certain researchers paid 

attention on the improvement of honey pots to distinguish 

spams. By utilizing honey pots, researchers managed in 

gathering misleading spam profiles present in the social media 

networks that were dependent on some unknown behavior of 
the users, to recognize the spams. This made unique user 

profiles with discrete data like geographic location as in 

locality, sex, age, and date of birth and sent it into Myspace 

(social network) people group. Spammers send friend requests 

for a long time, following one of the systems. By allocating 

bots, honey profile inspects the actions of spammers. The bots 

store the spammers profile whenever the spammer sends 

friend requests and skids through the web pages to identify the 

objective page where advertisement arise. 

 

(Washha et al., 2016) utilized Random Forest algorithm 
to detect the spammers. They proposed new time-based 

features and advanced the design of some existing features that 

were used before. Their design of features was divided into 

behavioral features that identifies the pattern of posting 
behavior and statistical features that incorporates time 

attribute. Using the time property and proposed features they 

were able to correctly classify the spammers and legitimate 

users with higher accuracy. 

 

(Almaatouq et al., 2016) found that there are two key 

classes of spam accounts present, that displays the different 

spamming patterns and use distinct tactics for spreading the 

spam material and targeting victims. While distinguishing the 

legitimate user from the spammers, the results of their analysis 

emphasized on the value of social interaction features. They 

categorized the features in three categories, that are profile 
properties, social interactions, and content attributes, to detect 

the spam profiles. 

 

(X. Zhang et al., 2016) expressed that a number of 

researchers excerpt a wide range of users features like, 

network, content feature and profile feature etc. and after that 

pick various classification algorithms to detect spammers on 

online social networks. As a result of spammer identification 

in traditional stages like web and e-mail, some of the work has 

been devoted in detecting spammers in different social media 

sites, for example, Twitter, Facebook, Sina Weibo. 
 

(W. Zhang & Sun, 2017) presented a scheme that applies 

supervised learning techniques and features based method to 

detect the spam posts on Instagram. To find the finest pair of 

parameters of the model and supervised learning model, they 

used K-fold cross validation. To label the media posts swiftly, 

they used two-pass clustering method i.e., K-medoids 

clustering and Minhash clustering, to group the almost 

duplicate posts into the same clusters and based on the results 

of the clustering, marked the posts as spam or non-spam. 

 

(Liu & Hu, 2017) stated that they can create classifiers 
that can work consequently to reveal spammers, by using 

machine learning techniques on online social networks. 

Depending on detection method and specific scenario, the 

originators of these spams may be identified as an individual 

or in the form of the groups. There are distinct forms of spam 

in different social communities and after some time they might 

change, that is why as to filter them out few standards must be 

made. Still, designing these set of standards one by one and 

establishing these rules consumes a large amount of time and 

is error prone.  

 
(Setiawan et al., 2017) aimed to offer the solutions to 

decrease the effect from the spammers using Markov 

Clustering algorithm to identify the spam profile. They labeled 

the gathered profiles with Yes and No, where the spam profiles 

were represented by Yes and normal profiles were represented 

by No, to see that how good an algorithm performs to identify 

the spam profiles. They used F-Measure method and BCubed 

metrics to examine that how the process of clustering 

performs.   

 

(Sohrabi & Karimi, 2018) stated that as the trend of social 
media is increasing day by day, the systems have become a 

highlighted instrument for spammers by spreading spam. 

http://www.ijisrt.com/


Volume 7, Issue 8, August – 2022                 International Journal of Innovative Science and Research Technology                                                 

                                         ISSN No:-2456-2165 

 

IJISRT22AUG696                                                              www.ijisrt.com                   1441 

Various spamming operations, like, spreading malware, 

acquiring significant data of users, false publicity, and various 
other tasks. A large number of spammers divert the users to 

other pages where these spammers want to, and different kinds 

of spam are spread. Because of the false information present, 

it is very difficult to analyze manually.   

 

(Concone et al., 2019) applied MinHash signature 

algorithm and Locality Sensitive Hashing LSH to detect spam 

profiles on twitter by effective labeling. Some of the common 

behaviors of spammers were captured by the proposed system, 

i.e., patterns and habit of sharing malicious URLs. By 

compressing every single document into a signature, MinHash 

signature algorithm resolves the problem of associating large 
datasets. By maximizing the probability of similar documents 

to be hashed into the same bucket, LSH performs pairwise 

comparisons efficiently. 

 

III. RESEARCH OBJECTIVE 

 

The main focus of this research is to find the different 

features among the Instagram user’s profile data that will help 

to detect and identify the spam profiles on Instagram. The 

performance of machine learning algorithms is checked on 
machine learning tools, to find which of the machine learning 

algorithm performs better than the other machine learning 

algorithms. The accuracy level of the machine learning tools 

is also being measured. 

 

IV. RESEARCH METHODOLOGY 

 

A. Data Collection and Processing 

For this research purpose data of social platform 

Instagram is collected manually by visiting this platform and 

carefully observing and recording the selected features of the 

Instagram, that are used in this research. After basic dataset 
was collected from Instagram profiles, new features were 

created using that dataset. After that metrics were applied, that 

were further evaluated to create our target variable. After 

removing unnecessary features and creating the new ones the 

final data set contained the features discussed in the table 

below. 

 

Table I : Data Set Features 

Name Description 

Name Records the presence and absence of name. 1 represents the presence of name and 0 absence. 

Num Name 
Records the presence and absence of numeric character in name. 1 represents the presence of numeric 

character in name and 0 absence. 

Username Records the presence and absence of username. 1 represents the presence of username and 0 absence. 

Num Username 
Records the presence and absence of numeric character in username. 1 represents the presence of numeric 

character in username and 0 absence. 

Name=Username Records whether the name and username are same or not. 1 represents same and 0 represents different. 

Phishing Records the result from Phishtank. 1 represents that the URL is phishing and 0 represents it’s not. 

Blocked Records the result from Sitechecker. 1 represents that the URL is safe and 0 represents it’s not. 

 

B. Metrics 

Three metrics were created after carefully observing the 

users behavior and used in this research and the results from 

these metrics were further used to label our target variable as 

spam and non-spam. Formulas were applied in excel sheet in 

which the data was recorded in the first place and also the new 

features that were created were also present in the same file. 

Results of all three metrics were recorded in binary form i.e., 

in the form of 0,1. 

 
In M1 or metric one, 2 features were used that are 

Phishing and Blocked. In this metric these 2 were checked and 

if either of the feature was 1, then its result was recorded as 1. 

 

M1 = IF(OR(Phishing=1,Blocked=1),"1","0") 

 

In M2 or metric two, 2 features were used that are Num 

Name and Verified. This metric checks that if the Num Name 

is 1, that means the Name of the user contains a numeric 

character in it and Verified is 0, which indicates that the user 

account is not verified by the Instagram, then its result was 

recorded as 1. 
 

M2 = IF(AND(Num Name=1,Verified=0),”1”,”0”) 

       

In M3 or metric three, 4 features were used that are 

Profile Pic, Posts, Description and Verified. This metric 

checks that if all of these 4 features are 0, then its result was 

recorded as 1. This means that there is no profile picture, no 

short description is given in profile, no post is shared, and the 

account is also not verified by Instagram. 

 

M3=IF(AND(Profile  

Pic=0,Post=0,Description=0,Verified=0),"1","0") 

 
C. Target Variable 

Target variable was created by using the results of the 

three metrics that are discussed before. If the result of any 

metric is recorded as 1, then it means this profile is behaving 

differently from the legitimate users. So, we applied the 

formula in the excel sheet which uses the results from these 

three metrics and if any of them was recorded as 1 then it 

labelled the target variable Spam as 1(represents spam profile) 

and if all of them were recorded as 0 then it labelled the target 

variable as 0(representing not spam/genuine profile). 
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V. RESULTS AND DISCUSSIONS 

 
After the results of four selected classifiers on both 

selected tools are gathered, we evaluated the performance of 

these classifiers on selected tools. Accuracy of the four 

selected classifiers on both selected tools is given in the table 

below. 

 

Table II : Results on WEKA & RapidMiner 

 WEKA RapidMiner 

KNN 99.78 98.47 

MLP 99.45 97.38 

SVM 98.8 98.91 

RF 99.89 100 

 

Generally, WEKA provided better results. RF gave best 

results in both tools. RF was on top with 99.89% accuracy in 

WEKA and 100% accuracy in Rapid Miner. Overall RF gave 

the best results in RapidMiner with 100% accuracy. KNN gave 
second best results in WEKA and SVM gave second best 

results in RapidMiner. MLP gave the third best results in 

WEKA and KNN gave the third best results in RapidMiner. 

Least best results are given by SVM in WEKA and MLP in 

RapidMiner. Overall RF proved to be the best amongst the 

four selected Machine Learning algorithms in both selected 

Machine Learning tools. 

 

 
Fig. 1: Results Comparison 

 

In figure above, accuracy of all four selected Machine 

Learning algorithms in both of the selected Machine Learning 
tools i.e., WEKA and RapidMiner, is shown in the form of 

graph. In the figure above we can see clearly that RF proved 

to be the best amongst the four selected algorithms. 
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