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Abstract:- The 10T is an emerging trend that evolves to
make a thing’s information safely and securely available
on a global scale, when the information is needed by an
aggregation points. A smart grid component consists of
control of production, electronic power conditioning and
distribution of electricity. This smart grid is an electrical
grid which as varieties of operations consists of smart
meter. As the power system is evolved vastly into a
smarter and most flexible state. We selected Constrained
Application Protocol (CoAP) with DTLS Protocol
enhanced which is based on Restful environment as the
M2M protocol. As in traditional grid system is growing
that the electricity demand keeps on increasing, the
departments have decided to focus on smart grid to
implement this technology.
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. INTRODUCTION

Smart grid (SG) acts as bidirectional communication
network which tries to balance the amount of electricity
generation and utilization. SG uses network which uses
Internet of Things (lot) application which is used for
Information and Communication Technology framework to
automate the existing traditional electricity network. The
basic scenario is to switch the smart grid that allows the
power generated from different distributed sources. That
consist of traditional power plants, renewable solar and wind
as well as plug-in electric vehicles and energy storage.

1. EXISTING SYSTEM

The existing system was a power grid system that was
operated manually by people leading to various issues and
problems. Hence there was a need in automation of the
power grid by using the emerging technologies like 10T
automation, where the operations and process can be
operated and managed automatically and remotely. An
interconnection of various elements in the grid was built
with synchronous machines, power transformers, and
transmission lines that are located far from the power
consumption area and the power was transmitted through
long transmission channels called lines. This power
distribution process through transmission lines was a one
way communication and lead to several problems, hence the
system was automated with smart technologies.
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Fig 1:- Traditional Power Grid

» Some of the Disadvantage Is:
Privacy Problems
e Volatility of the grid

1. PROPOSED SYSTEM

The modernization of grid and digitalization in the
process is called as smart grid. The grid is smarter because of
the technologies used like sensing devices, embedded
processing and digital communication. The smart grid has
the property of self-healing, interactive, optimized, secure,
predictable and distributive nature.

The conventional grid had electromechanical
arrangements which were highly inefficient and there was
false tripping and power failures frequently. The smart grid
can do automatic fault restoration by using sensors in
transformers and transmission lines. The two ways
communication process takes place in smart grid with
sensors throughout, self healing and self monitoring.

» Components of smart grid

e Sensing and measurement:- How much electricity we
are using and how much it is costing us in rupee per hour
should be analyzed, So this can be can done using Smart
meter. The automated meter infrastructure performs the
following functions:

e Smart meter: - It satisfies the two way by smart
connect/disconnect operations and the power flow is
monitored, the energy that is consumed is also been
determined and a awareness message/alert of energy
consumption is sent to the user. The smart relays the
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information to central monitoring stations, the traditional
meters are replaced.
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Fig 2:- Future Smart Grid

+« Advantages

e Managing the energy in better way.
e Reduce carbon emissions.

The smart grid has environment impact by reducing the
green house gases and millions of devices that are evolving
could be deployed in various platforms in the future.

The Constrained application protocol is an loT
protocol. CoAP is defined in RFC7252.The main features of
CoAP protocols are:

e Asynchronous message exchange between the nodes.
e |t has a property to perform parsing.

‘ Application

CoAP

Fig 3:- Constrained application protocol layers

This protocol is very similar to HTTP and it is much
optimized in performing the tasks. The layers are Messages
and Request/Response layer. The CoAP defines an end point
that is an entity that participates in the protocol with a host.
Client is an entity that sends request and where in the server
that receives a request from the client and sends back a
response to the client.
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» Constrained application protocol message model

In this model there is an exchange of UDP messages
between the end points. As we know the messages are of
four types, as shown in Fig 4, the messages are reliable at
two end points. The Client is very sure that the message will
arrive at the server as it provides the guarantee. The
Acknowledgement message contains the same message ID
for the confirmable message. The server can send back a
Rest message (RST) instead of Acknowledgement while
managing the requests as shown in Fig 5.
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Fig 5

> Request and Response model of Constrained application
Protocol

The second layer in CoAP is the abstraction layer that
performs operation using confirmable and Non-Confirmable
message. The confirmable message is used in order to
respond immediately to the request by the server, if any error
occurs it is indicated by the error code messages, by sending
these messages to the client as an acknowledgement, the
server will initiate the client.
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As shown in Fig 7, when the response is available then
the server sends a new confirmable message to the client. If
the request is coming from client carrying a non-confirmable
message, the client sends back an acknowledge message.

e

Fig 7:- Constrained application protocol message format

The Constrained application protocol message format
consists of several fields like Version, TKL, Code, Message
ID etc.

The version field consists of a 2-bit unsigned integer.

The type field specifies type of messages as indicated -
type:0 confirmable,1 non-confirmable. Token length is the
token with 4 bit long. The code response field is of 8 bit in
size, the message ID is expressed with 16 bit. The Cipher
suites are used to manage the security communication
between the devices. Reordering and packet lost problems
are handled by the DTLS protocol. The three of its
implementations they are:

e Retransmission of packets when there is a loss of packet
or failure on communication during transmission.

o During the handshake process the sequence number is
assigned to each of the transmissions to uniquely identify
and identify the operation.

e The Replay detection is also managed during the
transmission process.
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Datagram transport layer security in application layer
is used to protect end-to-end reliable communication. If
there is no end-to-end communication then it is easy for
attacker to access all the text data that passes through a
compromised node. If we use DTLS protocol the
cryptographic overhead problems that occur in lower layer
of the security can be managed and avoided. Datagram
transport layer protocol combination with constrained
application protocol forms a higher level security. The
Security consists of three main elements like security,
integrity, authentication and confidentiality. These features
of enhanced datagram transport layer security protocol made
the smart grid system highly secure.

V. CONCLUSION

As the technologies are evolving with latest trends in
today’s global environment, the automation in smart grid
provides an easy integration and reliable service to the
consumers. The grid system is a network based on digital
automation technology for monitoring all the operations
automatically and remotely within the supply chain. This
system can find the solution to the problems very fast and
work force is reduced .The sustainable, reliable, safety and
quality goals are achieved due to automation in the grid
system. In this paper we are describing the wireless
protocols like constrained application protocol and datagram
transport layer security protocol features and operations, and
how the datagram transport layer security protocol plays a
vital role in managing the security and privacy of the grid
system.
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