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Abstract:- Over the years, with every passing day, the 

communication systems are increasing in size, 

complication and laterally the users are also being 

improved successively. Due to this reason the traffic 

congestion in the communication network has also raised 

rapidly. Hence it is necessary to keep an eye on every 

node in the network, packet sniffer is used. Sometimes a 

packet sniffer is called a network monitor or network 

analyser. Many system administrator or network and 

security administrator use it for monitoring and 

troubleshooting network traffic. Packet sniffers are 

convenient for both local area network and radio 

environment networks. In this paper we have describe 

the nuts and bolts of packet sniffer, and the workings in 

both local area network and radio environment 

networks, outbreak and refuge. 
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I.        INTRODUCTION 
 

Packet sniffing is a way of wiretap each packet during 

its movements across the network; i.e., it’s a procedure 

where the network gets to know that the information is not 

from the same network, it came from different network. In 

simple terms Packet sniffing is the repetition of gathering, 

accumulating, and logging some or all packets that 

transmitted across computer networks, regardless of how 

the packet is addressed. Packet sniffers can function as a 
governmental tool or for malevolent commitments. It 

depends on the user’s intent. Network & Security 

administrators use them for monitoring and validating 

network traffic. Packet sniffers are primarily alluring.  

 

The recording of the voice through the phonic 

conversation can be considered as an attack for this reason it 

is necessary it is necessary to keep an eye on the network 

where the information is exchanged. When there is the use 

of detecting tool, we can protect the important and secret 

data which also include   Email traffic (SMTP, POP, IMAP 

traffic), Web traffic (HTTP), FTP traffic(Telnet 
authentication, FTP Passwords, SMB, NFS). The encoded 

data packets are not changed during the process of sniffing. 

Packet sniffers be able to watch, demonstrated, and record 

the congestion. The network layer in the Transmission 

Control Protocol/Internet Protocol (TCP/IP), the packet 

sniffer programs are used to declaim packets. 

 

 

Figure 1 shows a typical packet sniffer package in 

succession on Ethernet. The packet sniffer listens to the data 

that arrives at the wire or wireless network of any given 

environment. These packet sniffers are and can be used in 

any of the network present, it may local area network, wide 

area network and many more. If a machine is in the path of 

two connected machines (X and Y) on a wide area network, 
the machine can listen to the traffic flowing from X to Y. 

 

 
Fig 1. Packet Sniffer 

 

The proprietor resolve the problems that are detected 

by the network and confirm safe link data allocation by 

resources of the material gathered by packet snipers. 

Sniffers defense susceptibility exist in the potential to 

monitor all incoming and outgoing messages, including 

passwords, usernames or other sensitive material. Network 

Protocols use network packets transmit information between 

nodes of the communication channel. Majority of network 

protocols like HTTP, FTP which transfer information in 
plain text are exposed to packet sniffing attack. Since, 

network packet carry secret evidence computer-generated 

offenders search for secret information in packets and can 

manipulate packet data. So, use of secure protocols, data 

encryption technology, network monitoring and Network 

Scans are used while relocating undisclosed material over 

the networks.  Data confidentiality ensures that no 

unauthorized entities can decipher the routing information 

on its way to a destination; reliability talk about to the 

reliability of records or capitals and it is frequently 

expressed in rapports of foiling indecorous or unlicensed 
change. Veracity includes data uprightness (the gratified of 

the evidence) and source reliability. 
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https://en.wikipedia.org/wiki/Network_traffic
https://en.wikipedia.org/wiki/Web_traffic
https://en.wikipedia.org/wiki/File_Transfer_Protocol
https://www.sciencedirect.com/topics/computer-science/ensure-confidentiality
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II.      BACKGROUND AND LITERATURE REVIEW 

 
Packet Sniffer is a schmoosed supercomputer 

solicitation that reflexively accepts edgings of all data-

linking layers moving via the system device of a system. 

This is also known as the Ethernet Sniffer or Network 

Analyzer. The packet sniffer gathers and stores data for 

further study that is forwarded to other computers. This can 

be legally used to track and address network traffic by a 

network or device administrator. Using the data gathered 

from the packet sniffer, a director is able to detect incorrect 

packets and use them to locate bottlenecks and ensure a 

secure transfer of network traffic. Sniffers protection risks 

consist of their ability, like passwords and usernames or 
other confidential material to catch all incoming and 

outgoing traffic. In principle, since they are inactive in 

design, it is difficult to detect this sniffing device. 

(PallaviAsrodia, 2012). 

 

Applications of packet sniffing program 

 Sorting files during the system. Solving related 

challenges (in wired and wireless communication 

network). Connectivity issues. 

 Network output review. Therefore, it is possible to locate 

the bottlenecks in a network or identify the portion of the 
network through which data was missing. 

 Detecting network intruders. (Nimisha P, 2014) 

 

III.        SNIFFING METHODS 
 

Three types of sniffing methods are used. These are: 

 

A. IP Based Sniffing 

Theutmost frequently usedtechnique of packet sniffing 

is Internet Protocol based sniffing. In this process a 

prerequisite of site system card hooked on licentious manner 
exist. As soon as system card is fixed into wanton method 

then swarm resolve be able to snuffle all packets. A 

significant point in the IP based snuffling is that it uses an IP 

based filter, and the packets identical the IP address filter is 

apprehended only. Customarily the IP address sieve is not 

established so it can seizure all the packets. This technique 

only the whole kit and caboodle in non-switched network 

[3]. 

 

B. MAC based Sniffing 

[3]The second way of sniffing data is packet sniffing. 

This method is similar to IP based sniffing. The working of 
MAC based sniffing is analogous to IP based, only the 

difference is the used of IP filter. Here also a requirement of 

setting network card into licentious mode survives. A MAC 

address is used in habitation of IP address filter and sniffing 

all envelopes corresponding the MAC addresses [3]. 

 

C. ARP based Sniffing 

[3] The working of ARP based sniffer is different from 

that of other two.In this method it is not necessary to put the 

network card in licentious type. The reason is Address 

Resolution Protocol itself provides the information that the 
network card does. If there is any change in environment of 

the network this type gives the better results. 

IV.       CASE STUDY 

 

A. Troubleshooting Application Data upload with Packet 

Sniffing 

This case study is related to troubleshooting the 

application network communications with packet sniffing. A 

business customer from internet network using an 

Application front end service reported that video data 

uploading through application would suddenly fail and 

disconnected several times a day during peak business 

hours.This happened after entering application 

authentication login credentials. The problem persisted 

despite replacing the internet connection and gateway. 

Network and Security Professionals checked login 
authentication and data upload conditions using the data-

capture analysis support tool and found that the event would 

typically occur when user entered credentials and then 

number of packets had risen dramatically, which occurred 

just after 10:00 AM. Hence, it is considered the possibility 

that the non-transmission of RTCP packets from the VPN 

gateway was related in some way to the large number of 

network data packets upload failure.  

 

A. Analysis of Case Study 

The practical implementation of packet sniffing in real 
time scenario was elaborated above. The problem in the 

network communication which was solved by trouble 

shooting the network packets. Packet Sniffers data packet 

capture were used during the phase of troubleshooting. 

While troubleshooting, packet sniffer were placed on source 

machine of business customer and destination server of 

Application. The TCP and RTCP packets were captured and 

the issue was identified. The identification of problem and 

issue present in video based data file upload was facilitated 

by Packet Sniffing technique. The users was not using the 

SSH based secured login nor was using a HTTPS or VPN to 

connect to application server.There are different scenarios 
and more complex networks are there where Packet Sniffing 

know how to be cast-off. 

 

B. Open Systems Interconnection Model (OSI Model) 

OSI model is hypothetical approach refer to by what 

method records and evidence drives transversely in the 

internet. The open system source consist of seven layers that 

works on various protocols, rules and network policies. The 

model functions from the topmost as application layer and 

finishes to physical layer. The number of protocols that 

works on the OSI model are hypertext transfer protocol, file 
transfer protocol other protocols that also is address 

resolution protocol depending upon the application of the 

user. The OSI Model was initially designed to provide 

device manufacturers with a collection of design 

specifications for contact. The OSI model describes an 

architectural framework which logically partitions the 

functions needed to facilitate system to system 

communication. 

 

http://www.ijisrt.com/
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Fig 2: basic model of OSI model 

 

The main function of OSI layers are as follows: 

7. Application: It make available diverse amenities to the 

solicitation and interrelate with the user. Transfer protocols 

like http, ftp functions in this layer. 

6. Presentation: Helps in transfigures the material to various 

scrambling and encryption methods. This layer is tending 

with the composition and semantics of the information 

transmitted. 

5. Session: Levers glitches that are not communication 
concerns to uphold tenacity session. 

4. Transport: Agree to take data from session layer and 

make available end to end communication control. 

3. Network: Regulator process of subnet, conveniences 

course-plotting overcrowding, control and bookkeeping. 

2. Data Link: remove the error also controls it. Mostly 

works on local area network protocols. 

1. Physical: it helps in decrypting the data and connects to 

the data link layer. 

 

V.       PACKET SNIFFING WITH RESPECT TO      

NETWORKING PROTOCOLS 

  

Network Protocols function in countless layers of OSI 

Model. Networking protocols are hand-me-down for 

communication and relocating data into a number of nodes 

of the network. Network Protocols depend on network 

packets for transmitting information and identifications. 

Henceforth, arrangement Packets are noteworthy 

inscriptions of packet sniffing programs. Several 

conversation cards procedures have diverse device for 

transporting information. Some of the application layer 

protocols like HTTP, FTP, and telnet transfer the 
information and credentials in ordinary manuscript. This 

makes these protocol liable to packet sniffing attack.An 

assailant can unveiling innumerable bouts like ARP 

satirizing to apprehension credentials that are reassigned in 

plain text. By the side of discretion and veracity of evidence 

is wholly concerned as the user can deploy and bring 

alteration in the information. Presentation layer protocols 

Secure Socket Layer, Transport Layer Security, alters 

information into many encoded text. The amalgamation of 

protocols from application layer and presentation layer like 

HTPPS, SSH transfer credentials in encrypted information 

which varieties them impervious to packet sniffing attack. 

These exchange cards protocols contrivance cryptographic 

algorithm to renovate data into encrypted cryptograph which 
checks sniffing attack. Some of the protocols are secure 

version over their unsecure protocol. Example, https over 

HTPPS, SSH over telnet etc. Finally, to maintain 

confidentiality, integrity and availability of information, 

encrypted and secure protocols should be always be used 

that transfer information in encrypted text. 

 

VI.        WORKING OF HTTP PROTOCOL IN 

APPLICATION LAYER 

 

The packet sniffer program is perform in the 

application layer for the practical application we have used 
the local host. Some of the programs are performed in this 

section. 

 

1) Step 1: 

In this part the a secret message is send to the 

destination in the form of plain text message, the work of 

the packet sniffer is to have a look on all the transmitted 

data and received data through the network. The user or the 

sender can send the data in the form of first name, password, 

any ID’s, token etc. 

 

 
Fig 3: Packet sniffer running in the background 

 

2) Step 2: 

Each packets that are from the transmitter to the 
receiver, being monitored by the sniffer that is running in 

the background. 

 

 
Fig 4: local host with the identifications 

 

3) Step 3: 

The packet sniffer program keep a watch on the 

encoded data that are present in the wired or wireless 

network. When the program find the useful data i.e. the e-

mail id, username in the simple sentence, it immediately 

apprehensions the information.  The program apprehensions 

other identifications alike cookie, session id.  

 

http://www.ijisrt.com/
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Figure 5: Capture of secret identifications by python script 

 

Deterrence in contrast to Packet Sniffing 

There are various issues related to Packet Sniffing 

which are to be prevented so as to protect any loss of the 

data. Ways to avoid the problems: 

1) Only the primary channels should be used to transfer any 

type of confidential type of data or information. We can 
also use the encrypted standard which will helps not to 

corrupt the data in the domain of the user. 

2) Also by using the virtual private network the transmitted 

data can be secure between the source and the 

destination.  

 

VII.     CONCLUSION AND FUTURE WORK 

 

For any layered model it is very necessary to protect 

the information that is transmitted inn the network between 

the source and the destination. It is very easy to use the 
network sniffer for the actual communication or it can be 

also used malevolent purposes. This might furthermore exist 

for network traffic flow, data handling, troubleshooting and 

instructional tenacities, and determinations of bout. 

Prevention should be taken so that there should not be any 

misuse of any protocols during the implementations. 

Effective use of data encryption techniques, Secured SSH 

login, HTTPS protocol use and network tunnel connectivity 

using virtual private network (VPN) can be some of way of 

preventions from Security point of view. In the same way, 

instance working on the study proved that many envelop and 

encrypt of data. In this paper we have given the practical 
implementation of the packet sniffer being used in the 

network and also the protective measures. There are many 

ongoing projects are present that are all working on this 

topic. As many are working on it there are some areas where 

we can focus on is to decrypt the encrypted data in the 

environment in which it is present, also in ipv6 network.      
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